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TOM TAT: Hién nay, ma doc 1a mét van dé vo ciing quan trong, thu hit sy quan tam rat I6n va dang dan tré thanh moi de doa thuc
su doi voi nén kinh té méi qudc gia. Nam 2015, theo mot thong ké boi Cybersecyrity Market Report, khoang 77 ti dé la da duoc tiéu
ton dé khdc phuc nhitng hdu qud ciia ma dgc. Con sé nay ngdy cang gia tang do mirc d6 doc hai va tinh vi cia ma déc ngay cang
lon. Dé > phén tich va phat hién ma doc, hau hét nhiing_ phdn mém cong nghi¢p su dung ky thugt nh@n dang chiz ky. Trong ky thugt
nay, méi ma dgc sé dieoc biéu dlen diedi dgng mét chudi bit nhj phan duy nhdt va déc trung. Tuy nhién, nhitng mé déc da hinh phirc
tap c6 thé s dung cac phan mém déng géi dé thay doi chir ky ban than va khién cho ki thudt nhdn dang ché ky tré nén khéng hiéu
qud. Dé giai quyét nhéng bai toan thuc té do, bai bdo ndy trinh bay huong tiép cdn méi sir dung phuong phdp hoc sau két hop véi
cdng cu BE-PUM dé nhén dang md déc. Cong cu BE-PUM duoc phat trién véi myc tiéu xay dung do thi |U0ng diéu khién chinh xéac
cua Mot chuong trinh ma doc va xu Iy dwot nhing ky thugt lam roi ram déc trung cia cac phan mém déng géi nhw Iénh nhay khong
truc tiép, ma tw thay doi... Do thi luéng diéu khién nay sé diroc Chuyen @i thanh hinh anh firong img va dirgc hoc trong mé hinh
hoe sdu dé tién hanh hudn luyén. Viéc sir dung phuong phdp hoc sau gilp hé thang c6 thé hoc va phan logi hiéu qua trén khong gian
trang thai phiic tap duoct sinh ra boi do thi luéng dieu khién ciia cde ma déc. Chlng toi da tién hanh thir nghiém trén mét tdp ma
déc thuec té dieoc thu thdp tir VirusShare va dat dwoc két qud nhan dién t6t hon so véi cde phwong phdp truyén thong.

Tir khéa: phdn tich ma doc, phwong phdp hinh thirc, hoc sau, tri tu¢ nhan tgo.

I. GIOI THIEU

Sy phat trién bung nd ctia nganh cong nghé thong tin ¢ mang lai nhirng 1oi ich to 16n vé nhidu mat nhu kinh té,
van hoda, gido duc, y té, thuong mai, ngoai giao... Tuy nhién, linh vyc nay cling tdn tai nhitng méi hiém hoa nhu mét
dir liéu, 10 ri thong tin va dic biét 1a ma doc gy ton thét rat 16n cho cac cong ty, doanh nghiép,... Ma doc (malware -
malicious software) la nhirng chuong trinh may tinh doc hai xam nhéap vao hé théng mdt cach trai phép véi myc ti€u la
an cap thong tin, pha hiy hay lam hu hong hé théng [1]. Malware dugc chia thanh nhiéu loai nhu virus, worm,
spyware, trojan... Malware c6 thé sdng ki sinh trén céc tap tin thuc thi trong hé théng, trén cac tap tin tng dung con
ngudi thudng tai vé hay do cac hacker lan truyén thong qua tap tin trén mang internet [2].

Dé phat hién ma doc, thong thuong cé 2 phuong phap chinh, c¢6 thé ké dén phuong phap nhan dién chit ky
(signature recognition) [3] va m6 phong (emulation) [4] qua trinh thyc thi chuong trinh trong mdi truong c6 klem soat,
thuong la hop cat (sandbox). Chir ky 1a nhiing cau triac mau bit dac trung cua ting loai malware, Cac phan mém phat
hién malware trong cong nghiép sé sir dung ki thuat so khop mau (signature matching), tir d6 d6i chiéu thong tin ciu
trdc bit cua dbi twong véi thong tin ma doc co trong co s dir liéu (database). Tuy nhién, van dé co so dit liéu ma doc
cua phﬁn mém chua duge cap nhat kip thoi s& dan dén viéc so kh6p miu chua dat duge hiéu qua tdt nhat. Hon thé nira,
signature detection gip phai kho khin 16n do nhitng virus thé hé méi ap dung nhiing k¥ thuat ric rdi hoa (obfuscation
technique) dé 1am thay déi chir ky dic trung [5]. Vi du trong doan mi duéi day trinh bay nhirng kho khan trong van dé
phén tich malware bang phuong phap signature matching. Trong Code 1a la doan ma cua virus Avron nbi tiéng. Code
1b cho thidy mot bién thé khac ciia Avron, trong d6 phép XOR duogc 4p dung dé dua gia tri 0 1én dinh stack. Trong
Code 1c 1a mot bién thé khac ciia Avron. Thay vi sir dung thanh ghi ebx nhu hinh 1a, bién thé nay sir dung thanh ghi
eax dé dua gia tri 0 1én dinh stack. Nhu vay, cing 1 hanh vi, Avron c6 thé sir dung nhiéu cau 1énh khac nhau, va din
dén nhiéu bién thé véi cac chir ky khac nhau. Diéu nay da gay ra rat nhiéu khé khan trong viéc nhan dang ma doc
Avron ciia phuong phap signature matching truyén thng.

0: mov ebx, 0

1: push ebx

2: call ds:GetModuleHandleA
(a) Ma doc Avron nguyén ban

0: xor ebx, ebx

1: push ebx

2: call ds:GetModuleHandleA
(b) Bién thé ciia Avron

start:

0: cmp ebx, 0

1: jl then

lelse:

2: mov ebx, offset start + 1
3: jmp Icont

Ihalt:

4: halt

(c) Mot bién thé khac ciia Avron

Ithen:

5: mov ebx, offset 11 + 4

6: mov eax, 0

7: push eax

8: call ds:GetModuleHandleA
11:

9: sub ebx, 3

Icont:

10: sub ebx, 1

11: jmp ebx

Code 1. Code ma ddc
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Céc phuong phap mé phong thyc thi (emulation) duge dé xuat dé xir 1y cac trudong hop nay. Y tudng chinh cia
emulation 13 xdy dyng mot sandbox dé kham pha hanh vi ciia malware, bang cach mo phong toan bo qua trinh thyc thi
ctia hé thong va dic biét 1a hoat dong ciia APIs [4, 5] Cac tap tin muc tiéu co thé duoc hién thue trong mét moi trudng
40, hodc sandbox, dé kham pha cac hanh vi cia phin mém doc hai. Tuy nhién, van dé cua cach tiép can nay la mot so
mi doc c6 thé sir dung cac ky thuat chéng mé phong, bao gdm chdng lai g& 18i va chdng thao gd, gy phién nhleu cho
viéc phat hién phan mém doc hai trong moi trudng mod phong. Hon thé nira, day 1a mot ki thuat rat phirc tap, ton thoi
gian va doi hoi chi phi lon. Khi lay nhlem vao cdc tap tin nan nhan, khong gian xur Iy cua bai toan tr6 nén qua 16n va
qué phurc tap. Tham chi hang diét virus ndi tiéng Symantec con tuyén b rang cac k¥ thuat antivirus truyén thong dang
khong theo kip v6i sy phat trién cta cia cac ki thuat 1am réi rim phtec tap ciia cac méa doc da hinh.

Trong bai bao nay, ching toi d& xuat mot hudng tiép can méi, st dung phuong phéap hoc sau (deep learning) két
hop véi cong cu BE-PUM dé nhan dang malware. Chiing t6i dd phat trién cong cu BE-PUM (Binary Emulator for PU
shdown Model generation) v&i muc tiéu xay dung do thi ludng diéu khién (CFG - Control Flow Graph) chinh xac cua
mot chuong trinh ma nhi phéan va xtr 1y dugc nhirng k¥ thuat 1am ri rim (obfuscation) dic trung ctia ma doc nhu 1énh
nhay khéng truc tiép, code tu thay ddi... CFG nay s& dugc chuyén ddi thanh hinh anh tuong tmg va duoc hoc trong md
hinh hoc sau (deep learning) dé tién hanh huén luyén. Dé kiém chimg tinh hiéu qua ctia huéng tiép can nay, ching toi
da tién hanh thi nghiém trén tap 63771 malware thyc tir VirusShare.

Céu truc bai bao duge mo ta nhu sau. Phan Il giGi thiéu ngén gon nhitng kién thirc nén tang vé phuong phap hoc
sdu va cong cu BE-PUM. Phan 1 trinh 'bay phuong phap d8é xuat dé nhan dang mi doc. Trong phan 1V, ching t6i gidi
thiéu vé thi nghiém. Phan V trinh bay két luan va mot sb hudng nghién ciru trong tuong lai.

II. KIEN THUC NEN TANG

A. Phuong phéap hoc sau (deep learning)

Phuong phdp hoc sau (deep learning) [6] Ia mot nhanh trong linh vire hoc mdy va dang dan tré nén phd bién
trong nhiing ndm gan day. Deep learning tap trung xu ly cac bai toan trong mang than kinh nhan tao va dugc ng dung
trong nhiéu linh vyc nhu nhan dién giong ndi, thi gidc may tinh va xir Iy ngdn ngit tu nhién. Deep learning gdm nhiéu
md hinh nhu Artificial Neural Network (ANN), Recurrent Neural Networks (RNN), Graph Neural Networks (GNN),
Convolutional Neural Network (CNN)... Trong do, Convolutional Neural Network 1a ki thudt nhan dang hinh anh dat
hiéu qué cao. CNN la m6 hinh duogc lya chon trong bai bao nay dé nhan dang ma doc.

1. Mang tich chdp (Convolution Neural Networks - CNN)

CNN (Convolutional Neural Network) [7, 8] la mét trong nhitng m6 hinh deep learning tién tién, duoc tng
dung dé x@y dung nhitng h¢ thdng thong minh v6i do chinh xac cao. CNN duoc sir dung dau tién trong linh vuc xir 1y
tin hiu so (signal processing). Dua trén nguyén ly bién doi thong tin, cac nha khoa hoc da ap dung ky thuét nay vao xu
1y anh, video s6 va cht V1et Mb hinh co ban ctia CNN bao gdbm mét s6 16p (layers) cua tich chap (convolution) két hop
v6i ham kich hoat phi tuyén (nonlinear activation function) nhu ReLU, Sigmoid hay Tanh. Tir @6, CNN tao ra nhiing
thong tin triru twgng hon (abstract/higher-level) cho cac layer tiép theo. Hinh 1 trinh bay mé hinh CNN chuén, bao gdm
cac 16p tich chap (convolutional layer), pooling va fully connected [9]. Pau vao ctia mé hinh CNN 1a anh va dau ra 1a
16p tuong ung.
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Hinh 1. Kién truc cta mang tich chéap
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Convolution layer: sir dung phép toan tich chap (convolution), layer nay co vai tro xir Iy théng tin bang cach
qqét Cép b6 loc (filter) co kich thudce ¢6 dinh trén dit liéu dau vao va sinh ra nhitng dix liéu tinh hon dya trén tinh bat
bien, ket hop cuc b, chia sé trong so.

Pooling layer: Chuan héa dau ra cac vector dé bao dam cac vector c6 so chiéu 1a nhu nhau. Ngoai ra, vai tro ctia
layer nay la d€ loai bo cac thong tin nhicu.

Fully connected layer: Céc neuron trong 16p két ndi day du (fully connected) l§ét nbi voi tat ca neuron cua l6p
trude d6 thong qua trong so W (weighted vector). Muc tiéu cua 16p nay 1a d€ hoc va dieu chinh trong s6 W thong qua co
ché backtracking.

B. BE-PUM

1. Gigi thi¢u BE-PUM

BE-PUM (Binary Emulation for Pushdown Model generation of Malware) [10] 1a mét céng cu xay dung luong
diéu khién ctia mot tap tin thyc thi dwa trén k¥ thuat thyc thi ky hiéu dong [11]. BE-PUM st dung thu vién mi ngudn
m& Jackstab [12, 13] dé dich nguoc ma nhi phan cho ting ciu 1énh hop ngit twong ng véi timg cau 1énh thuc thi cua
tap tin va chuong trinh SMT Z3.4.4 dé giai cac diéu kién, tir d6 tim ra duong di c6 tinh kha thi.

Java API
Stub of API C)
(Output)
System call Return
{pre—candftmn} {past—mndmon)
r
Single-step Memo
- . ; ; ry
Symbaolic Execution control | BiN@ry Emulation
" L instructions | Flag
Instr{Env,m) Feasibility check Controlled Registe
- Jakstab 0.8.3 SMT- 2343 sandbox
Frontiers
L Data Stack
Cg’ K—QOOOO instructions
r
NO ik, asm,, 0, : New region?
i asm.q,‘l, g~ {lm asm, (e’ 350 N Mew rule?
- .
Yes ai [ Symbaolicstates ]
{k, asm, ;) Lk asm, )
Pushdown Madel
| Aik asmy) g = {lm sl (m”, 2smr 1} |

CFG Storage
ik asm,) }

L

Hinh 2. Kién tric cia BE-PUM

Kién truc cua hé thdng BE-PUM bao gdm 3 thanh phan chinh: symbolic execution, binary emulation va CFG
storage. Hinh 2 mo ta kién tric cta hé thong BE-PUM. Trong do, vai tro ctia cac thanh phan nay dugc mo ta nhu sau.

e Thanh phan symbolic execution sir dung Jackstab dé dich nguoc va chuyén doi thanh ma nhi phan thanh ciu
1énh hop nglr twong ng. Trong truong hop cau Iénh hop ngir 1a cau 1énh chi tac dong t61 moi trudng thyc thi,
cu thé 1a cac cdu lénh tinh toan, cau lénh ghi hodc doc trong b6 nh¢, bao gom ca stack, moéi truong thuc thi
duoc thay déi twong ung. Ngoai ra, vi tri ciia cau 1énh tlep theo dugc xac dinh bang vi tri cua cau lénh hién tai
cong kich thude cau 1énh. Néu cau 1énh tiép theo 13 cau 1énh didu khién, cu thé 13 cac ciu 1énh goi ham, ciu
Iénh tra vé tir ham, cau I¢nh nhay va cau 1énh nhay c6 diéu kién, thi cau 1énh tiép theo s€ duogc tinh toan thong
gua qua trinh thyc thi ky hiéu.

e Thanh phin binary emulation 13 thinh phin quan trong trong téng thé kién truc cia BE-PUM. Dé c6 thé xur ly
mdt ciu Iénh hop ngir, hé thong BE-PUM sé gia lap cac thanh phan ctia hé théng, cu thé 1a mo hinh by nhé
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ctia BE-PUM. M6 hinh nay bao gdm tap 9 c& dugce st dung trong hé théng (AF, CF, DF, IF, OF, PF, SF, TF,
va ZF), tap 20 thanh ghi (EAX, EBX, ECX, EDX, ESI, EDI, ESP, EBP, CS, DS, ES, FS, GS, SS, EIP,
EFLAGS va 8 thanh ghi debug DRO, DR1, DR2, DR3, DR4, DRS5, DR6, DR7, DRS8), tap cac gia tri bd nhd
dugc luu trit trong d6 mot phan cua bd nhd cho stack dwoc gidi han boi thanh ghi esp va thanh ghi ebp. B
nhé duogce gia 1ap trong BE-PUM dugc luu trit dudi dang timg byte. Ngoai viéc gia lap céu 1énh hop ngir, thi
API ciing dugc gia lap thong qua sir dung JNA (Java Native Access) cho phép goi truc tiép tir cac thu vién
lién két dong, trong d6 gia tri tra vé ctia cac API s& duoc luu trir trong cac thanh ghi twong tmg. Ddi véi cac
API dic biét tac dong truc tiép dén moi trudng thuc, mot sandbox s& duge xay dung cho qua trinh xir 1y cac
API nay. Hinh 3 mo ta cac kién trac xir Iy mot cdu 1énh thyc thi trong hé thdng BE-PUM. Sau khi dwoc nap
vao bo nhd, cau 1énh s& duoc giai mé, 1y cac toan hang va tién hanh mé phong qua trinh thyc thi. Két qua cua

cau 1énh s& dugc ghi lai vao bd nhd.

Instruction
JNA
Y
Instruction
Fetch
L 4
—s|| Instruction Result
Decode Store
1
Operand Instruction
Fetch Execute

Hinh 3. Kién trac xu 1y API trong BE-PUM

e Thanh phan CFG storage dugc sir dung dé luu trit mot CFG node va CFG edge sau khi duoc tinh toan chinh
xac. CFG storage sé¢ dugc su dung dé xay dung md hinh qua trinh thyc thi cudi cung cua tdp tin dugc phan

tich.

2. Vidu hoat dong ciia BE-PUM

Két qua cda qua trinh phan tich mot tap tin thuc thi 1a mdt moé hinh qua trinh thye thi. M6 hinh dugc sinh ra béi
h¢ thong BE-PUM dugc bieu dién dudi dang Control Flow Graph hay CFG cta chuong trinh. Mgt CFG la mdt tap cua
cac dinh va canh. Trong d6 mot dinh ciia CFG bao gdom dia chi cta cau 1énh va cau 1énh hop ngit tai dia chi do, mét

canh cua CFG la canh ndi gitra 2 node cua CFG. Xem xét doan code sau.

00401000 pushl 0x00401007
00401005 xor eax, eax

0x004

inc %eax

01000

00401007 jne 0x00401005
0040100B call ss:[esp]

Code 2. Code vi du cia BE-PUM

0x004
june Ox0

01001
0401000

0x004

pushl %eax

01006

Hinh 4. CFG dugc xay dung boi BE-PUM
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Két qua qua trinh phén tich trén hé thong BE-PUM s¢ sinh ra dugc CFG ciia churong trinh thyc thi va duge mo
ta trong Hinh 4.

III. NHAN DANG MA PQC SU DUNG PHUONG PHAP HQC SAU

A. Trong bai bao nay, chiing t6i dwa ra mot hudng tiép can mai sir dung phuong phap hoc sau dé phat hién ma doc.
Trudc tién chung t6i sir dung cong cu BE-PUM dé xay dung mot do thi luong diéu khién (CFG - Control flow graph)
tr ma nhi phan can phan tich. Tiép d6, chung t6i bién d6i CFG thanh dang ma trén ké sao cho cac tinh chat ban dau ctia
chuong trinh gbe van dugc gitr nguyén trong ma trén ké nay. Ma tran ké nay s& dugc chuyén thanh cac anh. Céc bién
thé ctia ciing mot mau mi doc sé duoc biéu dién nhu cac ddi twong twong tw nhau trong anh sinh ra. Nho vay, chung toi
c6 thé sir dung ky thuat deep learning dé nhan dang cac dbi twong nay mot cach hiéu qua.

B. Xay dung CFG tir ma nhi phan cua chuong trinh

C6 rat nhiéu céng cu cho phép xay dung CFG tir ma nhi phan cua chwong trinh, nhu IDA Pro [14], Jackstab va
BE-PUM. Hinh 5 biéu din CFG sinh ra boi doan ma Code 1 tir cong cu BE-PUM. Mot CFG cua chuong trinh 1a mot
d thi c6 huéng, trong d6 mot dinh twong Gng v6i mot cau 1énh trong chuong trinh gde. Canh ndi giita cac dinh biéu
dién ludng thuc thi ctia chwong trinh. Mbi dinh dwoc két ndi voi mot trang thai méi trudng (environment state), phan
anh thong tin ciia cac thanh ghi, bo nhé va stack cua hé thong trude khi cau lénh twong tmg véi dinh nay duoc thyc thi.
Vi du nhu ¢ Hinh 5a, trude khi 1€nh (0) duge thuc thi, gia tri ctia thanh ghi ebx chua dugce xac dinh nén s€ duoc biéu
dién bang mot gia tri triru twong (symbolic value) ¢. Sau khi 1énh (0) duoc thyc thi, gia tri cia thanh ghi ebx s& duoc
xac dinh bang mot gia tri cu thé 0. Tiép d6, sau khi gid trji cua ebx duoc ddy vao stack boi 1énh (1), gia tri trén dinh
stack s& dugc biéu dién béng gia tri cu thé 0, thay vi la gia tri triru tuong B.

0 2 0 1 2
(mov ebx, 0) all GetModuleHandle, (xor ebx, ebx) (push ebx) all GetModuleHandle,

Register] ebx=a Register, ebx=0 Register| ebx=a egister| ebx=a egister| ebx=0 Register ebx=a
Flag ZF = False Flag ZF = False Flag 2ZF = False Flag ZF = False Flag 2ZF = False Flag 2ZF = False
p B 0 B 1]

Memory Stack Memory Stack Memory Stack | p emory | Stack emory | Stack Memory |Stack | p

(a) DO thi luong dicu khién cia ma doc Avron (b) P thi ludng diéu khién ciia bién thé Avron
Register| ebx=a
Flag ZF = True
0 Stack
Memory

Reglsteri ebx=a

Flag 2ZF = False

(mov ebx, offset
start + 1)

= = ebx = ofset ?1 +
~ Registel
Memory Stack ) / 6 \oLL 4
\_(xor ebx, ebx) / -
o bx), Flag | 2F=False
=

Register| ebx=0 = SR
[om=0 | 7 N Stack

""" ) ) Memory
ZF = False g Jpushien)

Bl 8
memory[Steck | P | (| -

Flag

10
(sub ebx, 1)

Register| ebx=a

ZF = False

Flag

Memory Stack

i ™o

(¢) Db thi ludng didu khién bién thé khac ctia Avron

Hinh 5. D) thi ludng diéu khién ciia ma doc
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C. Chuyén ddi CFG thanh hinh anh

Trong phan nay, chiing t6i trinh bay qua trinh chuyén ddi CFG thanh mét ma trén anh (pixel matrix). Trudc
tién, moi dinh trén CFG s€ dugc xem la mot trang thai (state). Moi state duge biéu dién nhu bd ba <Register, Flag,
Memory >.

| o 1 2 End | o 1 2 End

0 0 0

1 18 1 18

2 A 2 A

End End

(a) Ma tran k& va hinh anh twong tmg ciia Avron virus (b) Ma tran ké va hinh anh tuong tng cua bién thé Avron
0 1 2 3 4 5 6 7 8 9 10 11 End
0 .
A

1 A 75 A .. .

2 82 . .
3 A A

4

5 58 e e
6 R — 1 u

7 ! 18 ! ; []

8 o A L MR
9 156

10 212

u [a A A F | ]
End

() Ma trén k& va hinh anh tuong tng ciia bién thé Avron

Hinh 6. Ma tran k& va hinh anh twong tmg

() Hinh anh Avron (b) Hinh &nh bién thé Avron

Different areas between two images

Same areas between two images

Email-Worm.Win32.Avron.a Email-Worm.Win32.Avron.c

(c) So sanh anh

Hinh 7. Hinh dnh ctia Avron va céc bién thé

Néu ton tai mot canh nbi tir dinh i dén dinh j ciia CFG, gia tri (i,j) cia ma tran dugc xac dinh bang cong thirc
|state (j) - state (i) |. Chang ta cé gia tri cua |state (j) - state (i)| 1a bo ba <Red, Green, Blue> trong d6.
Red = |Register(j) - Register (i)|
Green = |Flag(j) - Flag(i)|
Blue = |Stack (j) - Stack(i)|

Do trong hé théng c6 8 thanh ghi (Eax, Ebx, Ecx, Edx, Esi, Edi, Esp, Ebp) nén
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(|[Eax(j) — Eax())| + |[Ebx(j)— Ebx(i)| + |Ecx(j) — Ecx(i)| + |[Edx(j) — Edx(i)| +
|Esi(j)— Esi(D|+ |Edi(j)— EAi(D)|+|Ebp(j) — Ebp(D)| + |[Esp(j) — Esp()]) 1)
8

|Register(j)-Register(i)|=

Tuong tu, c6 9 co, (CF, PF, AF, ZF, SF, TF, IF, DF, OF), nén:

(ICFU) = CF| +IPF() = PF()| + |AF () — AF (D] + |ZF(j) = ZF (D) +ISF(j) = SF(D)| +
IFlag(j) - Flag(i)| = ITEG) = TP +1PQ) - IFQ)|+IDF() = DF(Q)| + 0P = OF ) @

Bo6 nhd CFG trong BE-PUM duoc biéu dién, Memory = {(Loc(k), Val(k)) | 0<k<n}, nén:

Th=1lValj ) - Valy(K)| if Locj(k) == Loc; (k)

n

[Memory(j) - Memory(i)| =

3)

Ngoai ra, khi tinh toan gia tri [X-Y| trong cac cong thic trén, do X va Y co thé 1a gia trj triru tuong hay cu thé,
gia tri cua |[X-Y| dugc tinh toan nhu sau:
IX - Y| néu két qua 1a gia tri cu thé
X-vi={

255 néu két qua 1a gié tri triru tuong

Bo ba <Red, Green, Blue> duoc két hop thanh gia tri hexa va chuyén thanh biéu dién mau trong anh. Hinh 6
biéu dién gi4 tri ma trdn k& va anh sinh ra boi md déc Avron. Hinh 7 trinh bay nhiing anh dugc sinh ra béi toan b
chwong trinh ma doc. Trong Hinh 7, hinh anh duoc sinh ra boi nhitng bién thé khac nhau ciia Avron ¢ nhing ving
gidng nhau. Pic tinh nay cho phép chung t6i st dung phwong phép hoc sau trong bai toan nhan dién va phan tich
ma doc.

D. St dung phuong phéap hoc sau dé nhan dang ma doc

Chung t6i str dung k¥ thuat deep learning va md hinh CNN dé phat hién ma doc. Kién truc tong quan mang deep
learning dugc trinh bay trong Hinh 1. Trudc tién, mot cira s6 kernel, goi 1a ma tran tich chap (convolution matrix), sé
duogc st dung dé rat ra cac dac trung (features) tr ma tran ban dau. Tiép theo d6, mot 16p pooling s€ dugce su dung dé
gitr lai cdc gid tri quan trong tir cac déc trung nay. Qua trinh thay dbi gitra 16p convolution va 16p pooling co thé lap lai
nhiéu lan. Cubi cung, mot 16p két nbi day du (fully connected layer) s& két nbi cac két qua hoc duoc, so sanh v6i két
qua mong doi va diéu chinh cac trong s trén toan matrix.

Nhu vay, dé giai quyét dugc bai toan xac dinh cac ving giéng nhau trong anh, ching ta cin phai xac dinh (i)
chidu dai cua kernel dé mang hoc sau o thé hoc duoc toan bg (entire) mAu virus trong mot cira sé kernel va (ii) xac
dinh phép pooling phu hop. Dé giai quyét bai toan (i), cura s6 kernel s& co chiu dai (m x n) voi m 1a duong di dai nhat
trén tat ca CFG cua cac mau duoc hoc va n 1a sd dlem muc tiéu dbi da (maximal targets) cua mdt 1énh nhay dong trén
céc mau virus. Hon thé nita, phép max pooling truyén thong 1a duoc sir dung dé gilr lai cac gia tri dac trung quan trong.
Ngoai ra, hé thong ctia chung toi chi can mot 16p convolution va pooling dé cé thé phat hién virus hiéu qua.

IV. THi NGHIEM

A. MO ta thi nghiém

Chung t6i da tién hanh thi nghi€ém nhan dién ma doc trén hé théng WinXP SP3, AMD Athlon Il X4 635
2.9GHz, 8GB RAM, JDK 1.8. Thi nghiém dugc tién hanh trén mau mi doc thyc té duge Iy tir 63771 miu ma doc tir
ngudn VirusShare. D& hudn luyén va phat hién mi doc, ching toi sir dung céng cu BE-PUM dé sinh d6 thi ludng diéu
khién tir ma nhi phan cua ma doc va chuyén d6i thanh anh twong ng. Sau d6, anh két qua nay duoc nap vao mé hinh
CNN dé tién hanh huén luyén. DBé danh gia, chung t6i str dung ky thuét kiém ching chéo (cross validation) k-fold vai k
=10. Chung t6i tién hanh so sanh phuong phap dé xuat véi nhitng k¥ thuat ndi tiéng nhu SVM va Artificial Immune
System (AIS)[15].

B. Két qua thi nghiém

Bang 1 trinh bay két qua thi nghiém véi nhitng tdp mau c6 kich thudc khac nhau. Ching t6i so sanh cac thong
sO vé do chinh xéc (precision), do do tinh toan ven (recall) va trung binh diéu hoa (F-measure) dé danh gia cac phuong
phap phéan loai. Phuong phap AIS va phuong phap cia ching t6i cho ra mot két qua tot hon so véi SVM do nhimg
phuong phap nay hoat dong hi¢u qua trén nhirng ma doc tu thay dbi (self-modified malware). Ngoai ra, khi cung cap
du so luong tap huén luyén, phuong phap hoc sau c6 két qua véi do chinh x4c cao nhit. Tuy nhién, nhuge diém cua
phuong phap nay 1a thoi gian hudn luyén l4u so véi cac phuong phap khac.
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Bang 1. Két qua thi nghiém

Size of sample 1500 2000 2500 5000 10000 | 20000 | 40000 50000 | 63771
Precision | 83.44% | 83.07% | 82.19% | 79.89% | 77.98% | 77.16% | 75.18% | 75.90% | 74.93%
SVM Recall 79.17% | 78.97% | 77.44% | 77.16% | 76.54% | 75.88% | 75.07% | 74.36% | 72.77%

F-measure | 81.25% | 80.97% | 79.74% | 78.5% | 77.25% | 76.51% | 75.12% | 75.12% | 73.83%

Precision | 90.36% | 90.17% | 88.68% | 88.11% | 87.63% | 85.79% | 85.31% | 84.86% | 84.06%

AIS Recall 92.44% | 91.83% | 89.38% | 89.07% | 88.48% | 87.29% | 86.48% | 85.88% | 85.47%

F-measure | 91.39% | 90.99% | 89.03% | 88.59% | 88.05% | 86.53% | 85.89% | 85.37% | 84.76%

Precision | 98.87% | 98.16% | 97.06% | 96.95% | 96.16% | 95.88% | 95.52% | 93.98% | 93.28%

CNN Recall 91.34% | 90.57% | 88.68% | 88.18% | 87.64% | 86.39% | 85.49% | 84.86% | 84.40%

F-measure | 94.96% | 94.21% | 92.68% | 92.36% | 91.70% | 90.89% | 90.23% | 89.19% | 88.62%

V.KET LUAN

Bai bao nay di dé xudt hudng tiép can méi dé nhan dién ma doc bang phuong phép hoc sdu. Phuong phap nay
két hop cong cu BE-PUM dé xay dung mé hinh va phuong phép hoc séu dé huén luyén va nhan dang ma doc. Két qua
thi nghiém trén tdp malware da cho thdy hudng tiép can nay c6 két qua chinh xac hon so voi hudng tiép can truyén
thdng. Tuy nhién, mat han ché cia phuong phap nay 1a thoi gian xur 1y kha 1au. Dé giai quyét van dé nay, chung t6i s&
ap dung giai thuat song song héa dé giam thoi gian thuc thi. Day 1a mot huéng nghién ciru trong tuong lai.
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MALWARE DETECTION USING DEEP LEARNING
Nguyen Minh Hai, Quan Thanh Tho

ABSTRACT: Nowadays, malware has been becoming a real threat to each nation. In 2015, according to a report by Cybersecyrity
Market Report, more than 77 billion dollars has been spent on the war against malware and its destruction. For malware detection,
most of industrial anti-virus software tends to identify signature patterns characterizing malwares. However, since most of the
advanced polymorphic malwares are either packed or obfuscated, they can easily change their signature to evade this technique.
This paper proposes a novel approach for malware detection using a combination of BE-PUM tool and deep learning. First, BE-
PUM tool is applied for generating a precise control flow graph (CFG) from binary code of malware. The CFG is then converted to
an image. Finally, deep learning is applied to effectively identify the similar objects in the generated images. As deep learning is
very effective for learning and classifying in complicated state space generated from CFG of real-world malware, our proposed
technique can achieve very high accuracy. We have performed the experiments on real-world malwares taken from VirusShare for
checking the effectiveness of our approach and the result is very promising.



