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TOM TAT - Phan mém ngdy cdng dong vai tro rat quan trong trong hau hét cdc linh viee ciia doi song xd hoi. Tir nhing
trang théng tin dién tir, cdc hé thong quan 1y nghiép vu ngdn hang, cdc thiét bi di dong, cac thiét bi y te dén cdc thiét bi gia dung sir
dung hang ngay... O ddu ciing c6 sw gop mdt cua phan mém. Tuy nhién, phat trién va bao tri phan mem ngdy cang tré nén phic tap
va ton rat nhiéu chi phi. Sw phic tap va chi phi cé thé dwoc gidam néu trong pha phat trién phan mem cong viée kiém chimg chirong
trinh dwoc thiee hién bén canh d6. Bai bdo nay trinh bay mét cdch tiép can kiém chimg phan mém diea trén hai k thudt sinh diéu
kién kiém chirng va ky thudt hinh thirc chirng minh dinh Iy tr dong.

Tir khéa - Phirong phdp hinh thire, kiém chitng chwong trinh, chitng minh dinh Iy, diéu kién kiém chimg.
I. GIOI THIEU

Trong cuce cach mang cong ngh¢ thong tin (CNTT) trén thé gioi hién nay, phan mém 1a cbt 15i, chiém ty trong va
vai tro ngay cang lon trong nén kinh té. Chinh vi xu the nay, su phu thudc ngay cang tang cua hoat dong kinh té-xa hoi
vao chét luong phan mém. Tuy nhién, c6 mét thuc té 1a phan mém va quy trinh phat trién phan mem ngay cang tré nén
phirc tap va dat d6. Nguyén nhan la do ngay cang co nhiéu yéu cau khét khe dat ra cho phan mém, gom cac yéu cau chirc
nang va phi chire néng. Do véy, yéu cau buc thiét cua nganh cong nghiép phan mém hién dai 1a viéc kiém soat chit luvong
phan mém. Cac phuong phép kiém ching phin mém hinh thirc (formal software verification) 1a mot trong nhitng k¥ thuat
dang duoc gioi nghién ctru ciing nhu gidi cong nghiép tap trung nghién ctru va phat trién vao linh vire nay.

Phuong phap hinh thirc 1a mét ki thuét toan hoc, thuong dugc hd tro boi cac cong cu, dé phat trién hé thong
phan mém va phan cimg. Sy chit ché cia toan hoc cho phép ngudi dung phén tich va kiém tra cac md hinh & bat ki
phan nao vong doi cua chuong trinh: yéu cau ki thuat, dic ta, kién trac, th1et ké, thuc thi, kiém chimg, bao tri va cai
tién. Budc dau tién quan trong trong dam bao ning cao chat lugng phan mém 1a yéu cau ki thuét. Phuong phap hinh
thirc c6 thé dung dé tim, ghép ndi va miéu ta cac yéu cau. Céc cong cu co thé duoc tu dong cung cap hd tro can thiét de
kiém tra tinh day du, kha nang truy vét, kha ning kiém ching, va kha nang dung lai va hd trg cac yéu cau phat trlen
cac quan diém khac nhau va mau thuan trong quan 1y. Vi thé, phuong phap hinh thire da tr¢ thanh phuong phap tiép
can quan trong dé kiém chimg phan mém. Cac mang nghién ctru nay bao gdm cac phwong phap chi dao nhur:

- Dua trén kiém chung mo hinh (model checking); (1)
- Dua trén chung minh dinh 1y (theorem proving) (ii)

Nhing xu thé trén ciing chinh 1a ngudn gbc cta nhitng san phim phuc vu kiém ching phan mém ndi tiéng hién
nay. Do 1a SLAM [14], BLAST [13] danh cho mang nghién ctru (i), ESC/Java [3,12], HAVOC [15] danh cho mang
nghién ctru (ii). Thay vi xu thé (i) tap trung xir Iy mirc mé hinh danh Sur quan tam cua gioi cong nghiép, nhing ky thuat
klem chtng phan mém thuong do gidi hoc thuat nghién ciru phat trién lai quan tam vao cac qua trinh xur ly ¢ mirc ma
ngudn chuong trinh (source code) hé thong thay vi mé hinh. Do véy, hién nay rét it k¥ thuat kiém chung tuy dong danh
cho chuong trinh. Pay chinh 1a nguyén nhan chinh ma nhém nghién ctu tai Vién Cong ngh¢ thong tin lya chon tap
trung tiép can nghién ciru ky thuat kiém ching chuong trinh duya trén két hop sinh diéu kién kiém chimg va ching
minh dinh 1y tw dong. Dac diém chinh cua k¥ thuat nay la:

1. Chuyén ma ngudn chwong trinh va céc dic ta trong chi giai (annotation) thanh cong thirc (formulas);

2. Sinh diéu kién kiém chung;

3. Piéu kién kiém ching sau khi duoc sinh ra c6 thé thyc hién kiém ching tinh hop 1é tu dong thong qua cong
cu ching minh dinh 1y ty dong.

Viéc tiép can nghién clru, thue nghiém va ap dung ky thuat kiém chimg chuong trinh 1a mét hudng di phu hop
v6i hoan canh c6ng ngh¢ phan mém (CNPM) Vi€t Nam, ti€p can nghién ctru v6i trinh d¢ tién tién trén the gioi dé giai
quyét nhitng nhu cau cap thict trong xa hoi.

I1. BOI CANH
A. Cdc xu thé ciia kiém chitng phdan mém hinh thirc

Tinh hinh nghién ctru trong linh virc kiém chimng phan mém hién nay cia CNPM trén thé gidi c6 thé tom tit vao
2 nhém chinh nhu sau:
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Thir nhét, kiém chirng phin mém dwa trén kiém chirng mé hinh (model checking) lién quan dén viéc xay
dung mot mo hinh triru twong M, trong hinh thirc bién thé trén 6tdmat hiru han trang thai, va xay dung cac cong thic
dic ta @, trong hinh thirc ctia cac bién thé trén logic thoi gian [1]. Bai toan kiém chimg duya trén mé hinh lién quan dén
viéc thiét 1ap cac mo hinh ngir nghia doi hoi cac dic ta:

MEo

Céc thuat toan kiém cht’mg duoc sir dung trong kiém chl'mg md hinh lién quan dén viéc khai thac cac tap trang
thai cia mé hinh dé dam bao rang cac cong thirc @ thoéa min. Néu ¢ 1a mot khang dinh bat bién (invariant), cach tiép
can kiém chimg m6 hinh xac dinh toan bo khong gian trang thai dé dam bao rang cong thirc théa mian trong tat ca cac
trang thai. K§ thuat nay rat phu hop cho cac img dung "control-intensive" noi phan 16n cic ma chuong trinh phan mém
dugc viét bang hinh thirc ciu tric diéu khién (vi du, 1énh if) hoat dong trén cac kiéu dir liéu don gian (vi du, bién in?),
céc ung dung bao gém giao thirc truyén thong va bo diéu khién nhung,... Vi du: SPIN [8], SLAM [14], BLAST [13],...

Thir hai, nhém k¥ thuat lién quan t6i chitng minh dinh 1y (theorem proving). K¥ thuét nay dung dé kiém ching
phan mém duya trén cac ¥ tuong cia hai bai bao chuyén dé. Pau tién boi C. A. R. Hoare md ta mot tinh toan dé lap luan
vé tinh diing ciia chuong trinh vé tién va hau diéu kién (pre and post conditions) [2]. Thi hai 14 E. G. Dijkstra mé rong
¥ twdng Hoare trong khai niém "chuyén vi tit" (predicate transformers), thay vi bit diu voi mot tién diéu kién va hau
diéu kién, bat dau v6i mot hau diéu kién va str dung cac ma chuong trinh dé xac dinh tién diéu kién cai ma can dé thoa
min, dé chimg minh céc tién diéu kién [7].

B. Céng cu chirng minh dinh ly tw dong

Chimg minh dinh Iy tu dong (Automated Theorem Proving-ATP) 1a mot phan cua lap luan tu dong va logic toan
hoc giai quyét chimg minh mot tip c6 gidi han cuia dinh 1y toan hoc boi chuong trinh may tinh. Lap luan ty dong thong
qua chirmg minh toan hoc 1a mét dong luc chinh cho sy phat trién cua khoa hoc may tinh. Céach tiép can bd chirng minh
dinh 1y c6 thé suy ludn vé khong gian trang thai vo han va khong gian trang thai lién quan dén cac kiéu di liéu phirc tap
va dé quy. Diéu nay c6 thé dat duoc vi mot 1y do 1y bd chl'xng minh dinh 1y vé nhiing re‘lng budc trang thai, khong thé
hién cac trang thai. Cac cong cu chung minh dinh 1y tim kiém cac chirng minh trong mién ct phap (syntactic domain),
ma thuong 12 nhd hon nhiéu so v6i mién ngi nghia (semantic domam) tim kiém boi cac cong cu kiém chimg mé hinh.
Do d6, cac cong cu chimg minh dinh 1y rat phi hop cho cac hé thong 1ap ludn tap trung vao dit liéu (data-intensive) voi
céc cau tric dir liéu phtrc tap nhung ludng thong tin don gian. Mic du cac cong cu ching minh dinh 1y hd trg phan tich
hoan toan ty dong trong truong hop bi gidi han [5], mot hé thong 1y ludn chirng minh & mirc cao hon c6 thé cung cip
mot mirc 40 chép nhén duoc cua ty dong hoa [4]. Lap luan vé clu tric quy nap vdi kich thude tuy y (vi du: cdy, danh
sach, ngan xép) c6 truy cap duoc thong qua quy nap toan hoc nhung khong thé duge ty dong. Tuy nhién, sy cin bing
nay 1a chap nhan dugc trong truong hop nhat dinh ké tir khi kiéu phén tich nay khong thé duge thuc hién boi cong cu
kiém chtng mé hinh, nhung van con quan trong d6i véi nd lyc kiém ching.

ESC/Java 1a mot vi du ciia mot hé thong phd bién rong cho tinh ding chuong trinh dya trén chimg minh dinh 1y
[3]. ESC/Java gidu hdu hét cac chi tiét cua cac ching minh dinh Iy twong tac tir nguoi st dung va dua ra cac "canh bao"
(warmng) cho nguoi dung khi mot tinh chit khong thé dugc suy ra dé thoa man. Tuy nhién, nhitng canh bao nay duoc
cung cap trong mot kiéu tuong ty nhu mot trinh bién dich. Nguoi ding c¢6 thé loai bo cac canh bao bang cach chu thich
ma nguon Java véi céac dac ta/chu thich (annotatzons) dic ta ESC, duoc iy tir cong thirc cia cac vi tir trén céc gi tri
ctia bién. Céac cong cu ching minh dinh 1y sir dung ding sau 1a hé thong chimg minh dinh 1y tu dong Simplify - duogc
phat trién tai trung tdm nghién ctru Compaq [4].

C. Sinh diéu kién kiém chirng

Sinh diéu kién kiém chimg 13 viéc tao ra nhitng didu kién kiém chimg (cong thuc logic toan hoc) tir ma ngudn
chuong trinh. Néu diéu kién kiém chtng hop 1¢ thi chwong trinh dang, nguoc lai diéu kién kiém ching chuong trinh
khong hop 18 thi ¢6 thé c6 13 trong chwong trinh. Sinh diéu kién kiém chimg sir dung mot chwong trinh gidi tich nhur
mot tién didu kién yéu nhat (weakest precondition) dé tao ra mot diéu kién kiém ching (Verification Condition), mot
cong thirc logic thuan tiy ¢6 higu luc doi hoi sy chinh x4c cia cc chuong trinh dé cap t6i dic ta ciia nd. Sau do diéu
kién kiém ching duoc dua vao bd ching minh dinh 1. Nhiéu bo kiém ching chwong trinh sinh diéu kién kiém chimg
hién dai bang cach dau tién chuyén cac chuong trinh va cac dic ta hanh vi cua chuong trinh thanh mot ngdn ngir trung
gian nhu Guarded [6], BoogiePL [11] hoic Why [9] va sau do tinh toan diéu kién kiém ching trén cac ngén ngit
trung gian.

Khi ma mét didu kién kiém chimg 1a mot cong thirc logic thuln tay, né phai bao gdm tit ca cac kién thirc cn thiét
dé chl'rng minh tinh déng dén cia chuong trinh. Kién thtrc nay bao gdm nhiéu tinh chit ctia ngir nghia ngon ngir lap trinh,
vi du, vé cac gia tri (values) va cac kiéu (types). Voi ngdn ngir ménh 1énh, né ciing chira mot mé hinh vun dong (heap)
thuong duorc tinh theo anh xa toan cyc tir cac 6 nhé toi dé cac gla tri. T4t ca cac khia canh cua kiém chimg, bao gdm ca
lap luan vé tinh chit dong (heap) nhu bi danh (aliasing), sau d6 dé lai cho cong cu chimg minh dinh ly.
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Mot dic diém cia phuong phap tiép can trong bd cong cu VCG [12], n6 tinh toan chi mét diéu kién kiém ching
mdi mo-dun, va do do, s& goi cong cu chimg minh dinh 1y chi mot 1in mdi moé-dun. O trén, giai quyét véi mot diéu
kién kiém chimng 16n cho phép cac cong cu chig minh dinh 1y dé 4p dung t6i wu hoa. Mit khac, diéu kién kiém chimg
¢6 xu hudng phtrc tap ngay ca dbi voi cac chuong trinh nhd, lam tang sy phurc tap cho cong cu chiing minh dinh 1y va
lam phtc tap vi cong cu chung minh s& tong quét tim cac mau phu hop hon. Mot nhuoc diém cua nhung diéu kién
kiém ching rong 1a khong thé giai dwoc v6i con nguoi, vi vy g& 18i dua trén sinh diéu kién kiém ching can su hd trg
thém trong VCG.

1L KIEM CHUNG HINH THUC DUA TREN SINH PIEU KIEN KIEM CHUNG
VA CHUNG MINH PINH LY

A. Logic Hoare va diéu kién kiem chirng

Viéc sinh cac diéu kién kiém chirng cho mét chuong trinh va dic ta cua chuong trinh 1a mot khau rat quan trong
trong kiém chimg chwong trlnh Kiém chimg chwong trinh 1 mot phwong phap hinh thirc, tire 12 sir dung cac cong thirc
toan hoc dé dic ta cac yeu ciu néi riéng va mot chuong trinh n6i chung. Trong phuong phap hinh thirc, logic Hoare dé
chtng minh tinh ding dén thong qua cac khai niém vé mot "bo ba Hoare" (Hoare triple), d6 1a mot cong thirc trong cac
hinh thirc sau day:

{P}c{Q}

Trong d6 P va Q 1a cdc ménh dé logic, c 1a 1énh chuong trinh. Cong thirc nay c¢6 thé dugc hiéu nhu san "néu tinh
chat p thoa mén trudce khi chuwong trinh P bét dau, tinh chat Q thoa man khi chuong trinh thuc thi”. Chwong trinh ¢ ¢6
thé tham chiéu toan bd mot chuong trinh hodac mot ham don, tuy thudc vao don vi dang dugc kiém ching. Trong giai
tich Hoare, nhiing tién dé va nhiing quy tic suy luan dwoc st dung dé nhan duoc Q dua trén P va c. Ca phap ciia ¢
dugc mo ta boi Hoare twong ing voi mot ngdn ngir ménh 1énh don gian véi cac ciu triic thong thuong (phép gan, dicu
kién r&€ nhanh, vong ldp va cac 1énh tudn ty). Mot nguyén tic suy luan mau duogc hién thi duéi day cho mdt 1é€nh ré€
nhanh if:

{P Ab}er{Q} {P A —b}e2{Q}
{F} if bthen ¢, else co{Q}
{PADb}AQ} (PA-D) = Q
{P}if bthen ¢{Q}

Hinh 3.1. Lénh if trong logic Hoare

Chimg minh dinh 1y st dung dé chimg minh tinh chat chuong trinh duya trén cac bién doi cuia logic Hoare. Tuy
nhién, ngdn ngit cua cac by chirng minh dinh 1y thuong 1a mot phuong ngi (dialect) ciia LISP, dya trén bai bao chuyén
dé ciia McCarthy [10].

Trong ESC/Java, diéu kién kiém chung dugc sinh ra nhu sau:

Mé nguén java + ddc ta Cong thirc (ngon ngir Iénh Guarded) Piéu kién kiém chirmg

static int abs (int x )

/| @ensures \ result >= 0

{ ((assume x<0; x=-—x;assert x>0)
if(x <0){ [](assume —(x <0))); x>0
X = -X; x<0= c>0=x20
((assume ¢>0; c=c-1) A
/ /@ assertx > 0; o) A —Hc>0)=>—=x20
§ [Jessume —~(c>0); (x<0)= c>0=x20
if(c >0) { assert x 20 X A —c>0)=x>0
c--;
}
return x;
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B. Kiém chiing hinh thirc dwa trén sinh diéu kién kiém chieng va chieng minh dinh Iy
1. Luu d6 kiém chiing

Chuong trinh+thong tin ghi chi
(Annotated program)

B0 dich (Translator)

Diéu kié\lkiém chting

B0 chung minh dinh ly
(Theorem prover)

Khoéng hop 1&/Phan vi du

B0 xtr Iy sau
(Post-processor)

Thong bao (Message) ¢——
Hinh 3.2. Luu d6 kim chtng chwong trinh dua trén sinh diéu kién kiém ching

Theo luu d6 trong Hinh 3.2 thi:
- Pau vao: Chuong trinh va cac dic ta/cha thich chwong trinh
- Daura: Cac thong bao/canh bao 1i/vi pham c6 thé xay ra trong chwong trinh
- Cac budc xur ly nhu sau:

e BO dich (Translator): Chuyén chuong trinh va cac dic ta chuong trinh thanh cac chwong trinh viét bang
ngdn ngit trung gian ma dé chuyén thanh biéu thirc diéu kién kiém ching dugc biéu dién boi cac cong
thirc toan hoc hinh thire logic Hoare.

e BO ching minh dinh 1y (Theorem prover): Giai doan tiép theo 1a tich hop cac bd chimg minh dinh 1y ty
ddng dé chung minh diéu kién kiém ching da duoc sinh ra boi B dich.

e B0 sau xir Iy (Post processor): Pau ra cia chimg minh dinh 1y, dua ra cac thong bao diéu kién kiém
chung da hop 1€ hodc cac canh bao khong hop 1€.

Viéc chimg minh dinh 1y sau khi sinh diéu kién kiém chtng 1a dé kiém tra tinh hop 1& cua cac diéu kién kiém
chimg. Trong ESC/Java, cong cu kiém tra tinh hop 1& cta didu kién kiém chimg dugc hd trg boi cong cu chirng minh
dinh ly tu dong la Simplify [4]. Cong cu ching minh dinh ly Simplify dugc dua trén cac thuat toan Nelson-Oppen cho
két hop cac thu tuc quyét dinh. Thii tuc quyét dinh trong Simplify bao gdbm mot Egraph cho cac ly thuyét vé su phuong
trinh trong d6 co6 tinh dong dong du (congruence), mot bo giai don gian cho so6 hoc tuyen tinh, tim kiém quay lui
(backtracking) cho cac ménh dé, mot khép cho cac cong thirc lwong tir, va thi tuc 1y thuyét thir tw cho cac thir t b
phan. Simplify dugc xay dung nhu mot phan ciia ESC, phat trién cong nghé tw dong kiém tra tinh hop 1¢ ciia cac didu
kién kiém chimg.

C. Cic tiép cén kiém chirng hién nay
1. ESC/Java

ESC/Java la cong cu kiém ching chuong trinh Java va cac dic ta bang cac budc sinh diéu kién kiém chimg boi
cong thuc logic Hoare tir chuong trinh va ddc ta cia n6 qua ngdén nglt Guarded Commands. St dung tich hop cong cu
chimg minh dinh 1y ty dong Simplify dé ching céc cong thirc didu kién kiém chimg c6 hop 1¢ hay khong. Bo sau xir Iy
ctia ESC/Java di xtr 1y cac canh bao cua diéu kién khong hop 18. Cho mét vi du vé chuwong trinh cuia Java nhu sau:

1:classBag({
: int size;
: int[lelements; // valid: elements[0..size-1]

: Bag(int []input) {
: size=input.length;
: elements=new int[size];

0 3 0 U~ WN

: System.arraycopy (input, 0,elements, 0, size) ;
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9: }

10:

11: int extractMin()

12: int min=Integer.MAXVALUE;
13: int minIndex=0;

14: for (int i=1;1i <=size; i++){
15: if (elements([i]<min) {

16: min=elements[i];

17: minIndex=1;

18: }
19: }
20: size-—;

21: elements [minIndex] =elements [size];
22: returnmin;
23: }
24: }
Dau ra trong ESC/Java thu duoc cac canh bao twong tng cho chuong trinh:
Bag.java:6: Warning: Possible null dereference (Null)
size = input.length;
Bag.java:15: Warning: Possible null dereference (Null)
if (elements[i] < min) {
Bag.java:15: Warning: Array index possibly too large (...
if (elements[i] < min) {
Bag.java:21: Warning: Possible null dereference (Null)
elements[minlndex] = elements[size];
Bag.java:21: Warning: Possible negative array index (...
elements[minlndex] = elements[size];
Cénh bao dau tién miéu t& ham khdi tao c6 thé tham chiéu dén mot gid tri Null. Tir d6, dua ra yéu cau ham khdi
tao khong the null. Va ¢ dong 4 s€ dugc thém vao mét cau chu thich cia ESC/Java nhu sau:

4a: //@requiresinput |=null

Canh bao thtr 2 va thtr 4 cling canh béao rang ham khoi tao ¢ thé tham chiéu téi gia tri null. Dé canh béo rang
thiet ke khong cho phép null dua ra canh bao ¢ dong 3 nhu sau:

3’: /¥@nonnull ¥int[]elements, // ...

ESC/Java tao ra mot canh bao bat cir khi nao xudt hién ma co thé gan null. Dong thoi kiém tra rang cic ham
khoi tao cling khong null. Cac tham so ciing can phai dugc khai bao gia tri.

5°: Bag(/X@nonnull ¥int[]input){
Hai canh bao con lai dwa ra canh bao vé gia tri kich thudc dugce chon lya khong tdt.
2a: //@invariant0<=size &&size<=elements.length

ESC/Java dua ra cac canh bao nhdm giup cho chuwong trinh tranh dwoc cac 16i khong can thiét xay ra. Tuy
nhién, trong ESC/Java chi giai quyet chuong trinh bién dich (compiling-time), ngir nghia cua phép chuyen vi tur duoc
dinh nghia thong qua do thi ludng diéu khién (Control Flow Graph-CFG) cta chuong trinh sir dung dé suy luan vé
chuong trinh. Van dé mdi quan hé trong duong gitta cac ngdn ngir chua dugc dua ra phan tich. Trong bao céo [16] dé
cap sau hon vé khia canh nay. Chuong trinh cé thé duoc mo hinh hoa béi cu triic hinh thie Kripke, biéu dién cac hé
chuyén trang thai thudng duge dung khi thyc thi chwong trinh.

2. HAVOC

HAVOC la cong cu dung kiém chimg ma ngudn duoc viét bang C va cac dic ta, duoc phat trién boi trung tam
nghién ctru cta Microsost [17]. Trong HAVOC, chuong trinh C va cac dic ta clia nd dugc chuyén doi sang chuong
trinh BoogiePL [11], mét ngén nglr trung gian don gian v6i ngir nghia cac phép toan hd tro trong viéc chuyén doi
thanh cac cong thic logic hay duoc goi 1a diéu kién kiém chimg. Cong cu chimg minh dinh 1y dwogc sir dung trong
HAVOC la bo giai SMT (Satisfiability-Modulo-Theory) Z3, luu d6 cu thé nhu Hinh 3.3 bén dudi:
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Chuwrang trinh C + Dic td

C - BoogiePL

| Chuong trinh Boogie

Boogie VCGen

I Diéu kign kiém chirng

Khang hgp I¢
Cdc cdnh bdo

Hop 7 «—  SMT Solver (23) —

Hinh 3.3. Luu dd kiém chimg cia HAVOC

Céc tng dung cia HAVOC chu yéu tap trung vao giai quyét tinh ning chwong trinh C & muc thap (low-level)
nhu: M6 hinh heap, biéu thirc con tré (pointer expression), ép kiéu (casts) tinh dung cta chuong trinh,... Tuy nhién,
mot diém gidng nhu ESC/Java 1a su chirmg minh cac quan hé twong duong gitra cac ngdn ngir 1 vin dé chwa dugc dé
cép trong HAVOC.

3. Krakatoa va Jessie

Bo cong cu Krakatoa va Jessie 1a cong cu kiém chtng chuwong trinh dugc viét bang ngon ngit Java va ngdn ngit
C [18]. Trong do6, Krakatoa thyc hién cho cac chuong trinh viét bang Java va cac dic ta, Jessie thuc hién cho cic
chuong trinh viét bang ng6n ngir C va cac ddc ta (ngdn ngir dac ta ANSI/ISO C - ACSL). Su tich hop hai cdng cu nay
tao nén bo cong cu kiém chimg chwong trinh c6 kién triic nhu Hinh 3.4 bén duéi:

Chuongtrinh Java + dac ta Chuongtrinh C + dac ta

| |
v )

Krakatoa Frama-C

N/

Jessie

I

B# sinh diéu kién kiém chirng
vC generalor)

I

Why Ma héa (encodings)
M

U

B9 chirng minh dinh ly
-Tyr dong: Simplify, CVC3,23,....
-Tuongtac: Coq, Isabelle/HOL, PVS, ...

Hinh 3.4. Kién tric bo cong cy Krakatoa va Jessie

Khac voi trong ESC/Java chi lam viéc voi ngén ngir Java va dac ta, Krakatoa va Jessie c6 thém plagin Jessie
cho phép thém xir 1y kiém ching chuong trinh C bén trong Frama-C. B sinh diéu kién kiém chimg Krakatoa va Jessie
sir dung 1a Why [9], Why cung cdp mot ddu ra di ching minh (multi-prover) nhu trong Hinh 3.4. Ngoai re, Krakatoa
va Jessie cho phép lya chon cong cu chimg minh dinh 1y ty dong dé chimg minh cac diéu kién kiém ching sau khi
duoc sinh ra boi Why nhu Coq, Simplify, Z3,... Nhung vi Krakatoa va Jessie st dung Why trong viéc sinh diéu kién
kiém chimng, do d6 giai quyét duoc cac cau triic con tro, con ddi véi cdu triic dir lidu phirc tap van chua duogc giai quyét
trong b cong cu nay.

D. Ddnh gia

Kiém chtng phan mém sir dung cic phuong phap hinh thirc da dwoc nghién ctru trong khoang 15 nam nay.
Trong khi c6 hang tram cong trinh nghién ctru v€ linh vure nay thi lai c6 rat it cong cu nghién ctru hay thuong mai. Mot
s0 cac cong cu trong s6 d6 nhu ESC/Java, HAVOC, hay Krakatoa va Jessie ciing chi hd trg cho mot hd trg cho mot
ngdn ngit phd bién nhu C, Java. Trén thuc té, co rat nhiéu ngdn ngir 1ap trinh cho cac bai toan tng dung thwe té khac
nhau. Do d6, véi tiép can trong bai bao nay cc nghién ciru tiép theo can hudng t6i 1a cac van dé lién quan toi sy twong
duong giita cac ngdn ngit 1ap trinh, day ciing chinh 1a mot pha trong viéc chuyén d6i ngén ngir (chuyén cac chuong
trinh va dic ta bang cac ngdn ngit 1ap trinh hay st dung sang ngdn ngit trung gian) dé sinh cac diéu kién kiém ching.
Ngoai ra, st dung cong cu tro gitip chirg minh cac diéu kién kiém ching dé dua ra cac thong bao hop 18 hay khong
hop 1& cho cac diéu kién kiém ching dé ho tro xac dinh céc 16i chuong trinh.
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D6 tin cdy clia phan mém ngdy cang tang 1én do su phu thugc cua hoat dong kinh té-xa hoi trén cac h¢ thong
tinh toan. De dam bao do tin cay phan mém, mot s6 phuong phap dugc dé xuét. Trong khi hau hét cac phuong phap
chinh thirc ¢b gang dé dam bao do tin cay Ve mirc md hinh, yéu cau vé d6 an toan cua ma nguon trong ng dung thurc té
1a rat 16n trong viéc bao tri ké thira phan mém hién c6. Kiém chimg phan mem & mirc ma nguon dua trén két hop sinh
dleu kién kiém chimg va cong cu ching minh dinh ly tu dong giai quyét van d& nay bang cach ap dung phuong phap
tiép can hinh thtrc huéng dén mirc mi ngudn. Trong tuong lai, sir dung 1y thuyet cac phuong phap hinh thure trong viéc
phan tich va kiém ching chuong trinh ciing nhu sy phat trién cac cong cu kiém chung tw dong sir dung cic phuong
phap hinh thirc dem lai nhitng tng dung c6 gia tri thuc té.

V.LOI CAM ON
Béo cdo nay dugc hd tro mot phan boi dé tai CS’15.13.
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