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TOM TAT: Chiing 16i dé xudt mét heoe do thiy van dimg dé bao vé bdn qtgyé‘n co s¢ dit liéu quan hé. Luoc a6 nay sir dung
mot burc anh nhi pﬁdn dé thuy \{dn mot co sé dfr,lié@ quan hé. Trong luoc dé dé xuat, thugc tinh duoc chon dé thuy van la thugc tinh
van ban chira nhiéu tir. Luoc do thiy van dé xuat bén viing trudc nhiing tan cong thong thuong nhuw: Thém, sira, xoa cdc bé.

Tir khéa: Luoc dé thity vdn, thudc tinh van ban, anh nhi phdn

I. GIOI THIEU
Trong vai ndm gan day, cac nha nghién ciru di phat trién mot sb ky thuat thuy van dé bao vé ban quyén céac co
so dir liéu quan hé [2], [3]. Cac k¥ thudt nay st dung khoa thity véan trong luge db thuy van. Nho vao khoa nay, nguoi
chu ciia san pham sé& ¢6 thé ching minh cht quyén ctia minh ddi véi san pham.

Cac tac gia A. Al-Haj va A. Odeh [2], Pinn J. Z. va A. Fr. Zung [7] da dé xudt mot luoc d6 thity van co so dir
liéu quan hé dé bao vé ban quyén bang cach chén thém anh nhi phén vao cac thudc tinh van ban chta nhiéu tir. Tu
tuong cua cac luge do nay 1a nhung anh nhi phéan vao thudc tinh vin ban chira nhiéu tir. Nhuoc diém cua lugc d6 nay 1a
d6 an toan khong cao néu dé 19 thuat toan nhing.

Khic phuc nhuoc diém do, bai bao [9] dua ra luoc d6 thuy van cai tién. Trong thuat toan nhing thuy van, thay
vi viéc chia nhom tuan ty va khong phu thude vao bat ky mot tham so nao, lwoc db cai tién dwa thém vao tham sb khoa
thity van va str dung ham hash trong viéc chia nhém. Lugc dd cai tién, tinh bén viing khong thay d6i nhung d6 an toan
cao hon so v6i luoc dd cua Ali Al-Haj va Ashraf Odeh A. Al-Haj va A. Odeh [2], Pinn J. Z. va A. Fr. Zung [7].

Céc luge db da dé xuat ¢ trén chi c6 thé nhing mot anh nhi phéan c6 kich thude nho va doi hoi xau nhung phai
dai. Trong luge do d¢ xuat, chung téi dua ra mot luge d6 thiy van c6 thé nhing anh nhi phan ¢ kich thudce bat ky ma
khong can quan tdm dén d¢ dai xau nhang.

Trong phan tiép theo chung tdi s€ trinh bay vé luge do thuy van dé )guét. Phan 3 la ching minh tinh dang dan
cua lugce do thuy van deé xuat. Thu nghiém lugc do thiy van trong phan 4. Phén cudi 1a ket luan.

II. LUQC PO THUY VAN

Cho quan hé r gdm ® b thude lwoc d6 quan hé R(P, A, ..., Ay, .. .. A), trong do6 P la thude tinh khoa chinh, A,,
1a thudce tinh k1eu vin ban chtra nhidu tir dwoc chon de thuy van, vi du nhu thuoc tinh vé ho tén, dia chi, qué quan. Goi
Sotu(r;.Ay) 1a s6 tir trong thudc tinh Ay, ciabor,(i=1,2, ..., ®). Anh nhij phan dugc nhiing c6 M dong va N cot.

Y tuong chinh cua ky thuét nay [2], [7] xuét phat tir viéc nhung anh nhi phan vao mét thudc tinh khong phai 5O
chtra nhiéu tir. Trong lwoc d6 nay, cac diém anh cia anh nhi phan s& dugc phan doan thanh M xau nhi phén ngan c6 do
dai N. Céc xau nhi phan nay s& dugc ddi sang dang thap phén dé nhiing lan lugt vao thude tinh vian ban co chira nhidu
tir cua cac bd trong quan h¢. Cac tir trong thude tinh kiéu van ban dugc viét cach nhau ding mot diu cach. Viéc nhing
thity van dugc thyc hién rat don gian. Gia st gia tri thap phéan ciia xau nhj phéan thi j 13 d; thi dé thuy véan gia tri nay
vao thudc tinh van ban, chi viéc thém mot dau cach vao sau tir thtr d;.; clia xau van ban nay, cac khoang cach con lai
clia Xau van giir nguyén. Pé lam duoc dleu d6 can phai chon anh nh1 phén phu hop véi cac quan hé can thuy van hay
diéu kién dé c6 thé nhiing anh nhi phan 14 s6 bo ciia quan hé phai chia hét cho M va théa man 2N < /, véi [ = min {S6 tir
cuar.Ay,1i=1,2, .., o}.

Mit khac viéc chon anh nhi phan ciing 1a diéu phai dang quan tim, do néu anh co kich thudc 16n thi doi hoi
thudc tinh kiéu van ban dung dé nhting thiy van phai c6 nhiéu tir, vi du néu anh nhi phén dugc chon c¢6 kich thudc 3x4
thi x4u nhiing can phai ¢6 9 tir trd 1én. D& minh hoa cho cach nhiing thiy van ctia cac tac gia [2], [7] chung toi dua ra vi
du dugc thé hién qua hinh 1.

Biic anh nhi phan dé nhung gém 3 cot va 4 dong. Trong d6 cac 6 mau tréng chura bit 0, cac 6 mau den chira bit 1.
Anh nhi phan dugc chia thanh 4 xau ngén c¢6 do6 dai 3 bit. Cac xau bit nay duogc d6i sang dang thap phan tuong tuong d;
theo thir ty tir trén xuong dudila 2,5, 3, 4 duogc biéu dién ¢ cot thir 5. O cot bén phai 1a mot thude tinh dia chi c6 s6 tu
t6i thiéu 1a 9. Cac chi s6 sau mdi tir chi s6 thtr ty ctia cac ddu cach don tinh tir bén trai sang, con ky hiéu DS (Double
Space) 1a chi dau cach dup. Cac dau cach dap DS déu xuit hién sau khi c6 dung dj+1 déu cach don xuit hién. Do do,
cac bd trong co so dit licu déu duge nhung va trén thudc tinh dugc nhing luén luén cod du cach kép xuét hién.
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(a) (b)
Hinh 1. (a) Anh nhi phan va gi4 tri thap phan tuong tmg. (b) Thudc tinh vén ban sau khi dugc thuy vén, trong do cac
chi s6 1a sb thir ty cac dau cach don va DS 1a déu cach dup

\ 4

v

Dua trén ¥ twong nhung déu cach vao cac thudc tinh kiéu van ban chira nhidu tir ciia cac tac gia trén, ching toi
xay dung mot lwogc dd thiy van méi nhim khic phuc mot s6 nhuoc diém cua luge d6 thuy van dé xuat. Cy thé: Nhiing
mot anh nhi phan vao mét co s dit lidu quan hé ¢ thudc tinh kiéu vin ban chira nhiéu tir ma khong cin quan tim dén
s6 lugng tir trong cac x4u nhiing va kich thudc ctia anh nhung; Khic phuc nhuoc diém dé bi 16 ddu cach kép do khong
phai bd nao cling dugc nhung. Thay vi viéc chia nhom tuan tu va khong phu thudc vao bét ky mot tham s6 nao, luge dd
thity van méi dua thém vao tham sé khéa thuy van va st dung ham bam trong viéc chia nhom, cach lam nay tinh bén
vitng khong thay d6i nhung d6 an toan cao hon so vé6i luoc db thity van dé xuét.

Luogc dd thuy van xdy dung s& nhung mot anh nhi phan vao quan hé. Luoc d6 ndy gdm hai thuat toan: Thuat toan
nhiing thity van va thuat toan phat hién thity van. Anh nhi phan chuyén thanh mét chudi bit thily van twong tmg. Thuat
toan nhiing thity van, chia cac bd ctia quan hé vao g+1 nhom. Trong g nhom dau tién, chudi bit thiy van s& duge nhing
vao thudc tinh kiéu van ban chira nhiéu tir duge chon ctia cic bd, con nhoém thir g+1 s& khong nhing thiy van. Thuat
toan phat hién thuly van, sé trich ra cac anh nhi phan va so sanh céc anh nay voi nhau. Dé so sanh anh nhi phan, chung
toi dua ra dinh nghia sau:

DPinh nghia: Hai anh twong tu nhau

Hai anh nhi phan cung kich thu6e duoc goi la twong tu nhau voi ngudng tuong tw o (0.5 <a < 1) néu ty 1é sb bit
twong Ung trung nhau cia hai anh 16n hon hoac bang o.
A. Lwoc dé thity vén cdi tién

Lugc dd thﬁy van xay dung dugc thyc hién bé“mg chén thém anh nhi phéan vao thudc tinh van ban phfra nhiéu t}‘r,
lugc d6 ndy bao gém hai thuat toan: nhing thuy van va phat hién thiy van. Trong thudt toan nhung, dau tién chuyén
anh nhi phan thanh mét chuoi bit. Ti€p theo, chia cac bd clia quan hé vao g+1 nhom, trong d6, g nhom c6 MxN bg va
nhém thir g+1 s& c6 o - MxN bg. Cudi ciing, nhing chudi bit vao vi tri nhiing ctia cac bo trong mdi nhém. Vi tri nhiing
duoc xac dinh dya vao khoa thiy véan va khoa chinh cua bg.

Sau khi nhﬁpg thuy van vao qugn hé r, quan h¢ nay s& dugc luu chuyén qua cac kénh truyén thong cong cong.
Khi ¢6 nghi ngd vé quan hé bat ky r” can phai thiét ké mot thuét toan ngugc dé kiém tra xem 1’ ¢6 phai la quan hé r hay
khong. Trong phan phat hién, dau tién ciing chia cic bd ciia quan hé ra gt+1 nhom gidng nhu phan nhung Tiép theo,
trong mdi nhom trich ra anh nhi phan va so sanh cac anh nay véi nhau. Néu r* 1a r thi cac anh trich ra tir r’ 1a tuong tu
nhau v6i ngudng o do chu so hitu lya chon.
Luwgc dd thity van: Thity vin bing chén thém inh nhi phan
Thuat toan: Nhung thiy van
Input: - M6t anh nhi phan c6 kich thude NxM.

- M6t quan hé r thudc lugc dd R(P, Ay, ..., Ajy . A)

- Thudc tinh kiéu véan ban nhiéu tr dwge chon dé thuy van A,,

- Khéa thuy van K.
Output:
- Quan h¢ r da nhiing thay van.
1. Chuyén anh nhi phan thanh mét chudi L bit W=(wq, ..., wyg)
2. g = w/L
// @ 1a s6 b6 cua r, L= MN, x 1a phin nguyén cua x
3. X = gL
4. for i = 1 to X do

5. k = (H(K) + i) mod g
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6. Gk = Gy U {r;i}
7. end for

8. Y = w - X

9. If Y>0 then

10. for i = X+1 to w do
11. Gy = Gy U {r;}
12. end for

13. end if

14. for k = 0 to g-1 do

15. for i = 1 to L do

l6. BitNhung = w;

17. if (BitNhung == 1) then

18. Vitri = H(K r;.P) mod SoTu(r;.A,)
// SoTu(r;.A,) 1la sb tu cua r;.A,

19. Thém mét diu cdch vao sau tu tht Vitri cua r;.A,

20. end if
21. end for
22. end for

Thudt todan: Phat hién thiiy vin
Input:- Quan hé »’, tham $6 N, M, khoa thiy van K
- Thudc tinh kiéu van ban nhiéu tir da thiy van A,

- Tham s6 B orthéamin 0,5< B o < 1.

Output:
- Quan h¢ r’ 1a quan hé r hay khong.
1. g= w/L
// @ 14 s6 bé cua r, L= MN
2. X = gL
3. for i =1 to X do
4. k = (H(K) + 1) mod g
5. Gy = Gy U {r’;}
6. end for
7. Y= - X
8. If Y>0 then
9. for i = X+1 to w do
10. Gy = Gy U {r’;}
11. end for
12. end if

13. for k = 0 to g-1 do
14. for i =1 to L do

15. if r’;. A, c6 didu céach kép then
16. €yx; = 1

17. Else ey =0

18. End if

19. end for
20. end for

21. for j = 0 to g-1 do

22. S =0

23. for t = j+1 to g do

24. d=20

25. for i = 1 to L do

26. If (ej; ==e¢;) then d = d+l
27. end for

28. if d/L > f8 then S = S +1

29. end for

30. if S/(g+l) =2 o then

31. Return: Quan hé r’ 1la quan hé r
32. end for

33. Két luan: Quan hé r’ khéng 13 r

B. Danh gia do phirc tap

Dé danh gia do phirc tap cua luge do thuy van bang chén thém anh nhi phan, ta s& danh gia do phic tap cta thuét

toan nhing thuy van va thudt toan phat hién thuy van.
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Dbanh gia thuat toan nhung thiy van. Chi phi thoi gian tey, la:
temb = Ot + tmod T thi) + MN®(thit + it + tmoa + thir)/MN = O(w)
Danh gia thuat toan phat hién thily van. Chi phi thoi gian tg 1a:
taer = Ot + tmoa T toit) + MNO(tyic + titis + timoa + toi))/MN + (0/MN — 1)(@/MN)MN(tie + tyie) + tie + to = O(e)
Do d6, d6 phirc tap cuia qua trinh nhung thily van 1a O(w), do phtic tap clia qua trinh phat hién thiy van 1a O(’).
III.CHUNG MINH TiNH PUNG PAN CUA LUQC PO THUY VAN

Dé chig minh tinh diing dén ctia cac thuat toan da dua ra, chung t6i dua ra ménh dé sau:

Ménh dé: Luoc db thily van bang chén thém anh nhi phén 1a ding dén.

Churng minh:

Dé chirng minh tinh dang din cua lwoc d6 thay van bang chén thém anh nhi phan s& chimg minh tinh dimg va
tinh dung dan cta thuat toan nhung thily van va thuat toan phat hién thuy van.

1.  Chiung minh tinh dirng: S6 cac bo dir lidu cua co sd dit lidu quan h¢ 1a hiru han (o 1a hitu han). Mat khac,
hai tham s6 M, N cta anh nhing vao cting la hitu han. Do do, thuat toan nhung thuy véan va phat hién thuy van s¢ dung
sau khi duyét xong cac bd trong nhom va tat ca g+1 nhém.

2. Chitng minh tinh ding dan: S& lan luot chimg minh tinh dung dén trong phan nhing thity van va phat hién
thuy van.

(i) Thuat toan nhiing thuy van: Dé chimg minh tinh dung dén, s& chirg minh két qua cua Thuat toan nhing thuy
van s& tra ra mot quan hé da thuy van. That vay:

Theo thuét toan nhung thuy van ta co:
+ Theo tinh chat ciia ham bam
+ H(K) + i phu thudc vao gia tri khoa thiy van K va bd thur i
+ Chi s6 nhém k = (H(K) + /) mod g
rie Gy (k=0,1, ..., g-1)

+ Mit khac, néu gL < wthi cic bd con lai thugc nhém Gy, do g= @/

rie Gy(k=0,1,..8) (1)

+ Xét nhém Gy, chudi bit W ¢o6 L bit, mdi bit duoc nhiing vao 1 bo trong nhém  Nhém G, duge nhung anh
nhi phan. 2)
+ G, 1a mot nhém duge chon ngau nhién trong quan hé » 3)

Tir (1), (2) va (3)  quan hé r da duoc thiy van.

(i) Thuat toan phat hién thuy van: pé chimg minh tinh dung dén, s& chung minh thuat toan ludn tra vé mot
khang dinh c6 phai quan hé dang xét dugc nhung bang Thuat toan nhing thuy van hay khong. That vay:

Theo thudt toan phat hién thiy van ta c6:
+ Theo tinh chat ctia ham bam
+ H(K) + i phu thudc vao gia tri khoa thily van K va bo thir i
+ Chi s6 nhom k = (H(K) + /) mod g
rie Gy(k=0,1, .., ¢g-1)
+ Mit khéc, néu gL < wthi cdc bd con lai thugc nhém Gy, do g= @/
rie Gy(k=0,1, .., 2 4)
+ Xét nhom G,
-Viéc trich anh dua vao dau cach kép cia r’. A, thu dugc cac ey;.
- Dya vao dinh nghia 2.1, tinh dugc d, S dwavao e, (1i=1,2, ..., L) va S.
-XétS/(gt) 2 o %)
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Tir (4), (5) va dinh nghia Hai anh twong tw nhau  chudi bit la nh twong tu v6i ngudng a.
Suy ra diéu phai ching minh.
IV.PANH GIA THU NGHIEM

Dé danh gia luoc db thuy van xay dung, ching ta thuc nghiém trén quan hé co sé dir liéu c6 khoang 5.000 bo lay
tir dir liéu vé déan s6 caa huyén Dong Anh. Trong d6, thudc tinh kiéu vin ban dugc chon dé thuy van 1a dia chi. St dung
cac anh nhi phan c6 kich thudc 12x4 va 8x8 dé nhung vao thudc tinh dia chi, tham sb P chon 1a 95%. Vil = min{Sé tr
ciar;.DPia_chi,i=1,2, .., 5.000} = 5 nén khong thé dung 2 anh nay dé nhang vao co s dit liéu theo lugc do thuy véan
cua Al-Haj va A. Odeh [2].

Tién hanh tht nghiém véi cac cdp nhat thong thuong, bao gém: Thém, xda, thay ddi dix liéu trén co so dit lieu da
thity van. Mdi kiéu tin cong thyc hién 10 14n va liy két qua 1a gia tri anho nhat. Két qua thir nghiém nhu sau:

a)
Hinh 2. Anh nhi phén sir dung dé thuy van. (a) anh IOIT 12x4 (b) anh Smiley 8x8

- Tan cong thém: Gia su thém p bd vao quan hé da thay van. Dit liéu cta thudc tinh dia chi cia bd médi thém
duoc chon ngau nhién khéng phu thudc vao quan hé gbe. Pua vao cac by méi cho dén khi ting khoang 160% sb luong
cac bo ctia quan hé gbe. Néu ting khoang 130% kich thudc ban diu, tham s ¢ 16n hon hodc bang 89.3% thi van phat
hién dugc thiy van véi anh IOIT. Khi ting khoang 160% kich thudc ban dau, tham sé & giam 16n hon hodc bing
71.2% véi anh IOIT, 16n hon hodc bang 74.2% véi anh Smiley. Diéu nay cho thdy su khac nhau giita hai anh nhj phan
1a khong thuc sy ndi bat. Két qua thir nghiém trong hinh 3.

- Tén cong x6a: Néu x6a ngau nhién 50% bd va o 1on hon hoic bang 58.8% dbi véi anh IOIT, o 16n hon hodc
bang 60.2% ddi v6i anh Smiley thi van khang dinh dugc ban quyén dit liéu.

- Tén cong thay doi dit liéu: Gia dinh rang thay ddi cap nhat khoang mot nira cac ki ty trong gia tri bo ciia thude
tinh dia chi. Thay d6i 50% s6 bo va tham s6 o 16n hon hodc bang 65.2% d6i voi anh IOIT, o 16n hon hodc bang 69.1%
doi v6i anh Smiley ban quyén cua dir liéu van dugc khang dinh.

V.KET LUAN

Lugc do thuy van xdy dung rat bén viing trudc nhimng tan cong trén tap cac bd nhur chén thém, x6a bo hodc thay
d6i mot s6 bo cua quan hé vi mot anh nhi phén thuy van dugc nhing vao ting nhom céac bo khong giao nhau. Nhing
cap nhat thong thuong khong 1am mat duoc tat ca cac anh thity van vi ching duge nhing hau khap trong quan hé. Qua
trinh phat hién thuy van cia luge d6 1a mu do khong doi hoi co s dir liéu gde ciing nhu thity van gdc.

Mot uu diém nita ctia luge do thity van dwa vao cac diu cach nay 1a kha ning c¢6 thé nhiing anh nhi phan vao cac nhom
bd khac nhau. Hon nira qué trinh nhting khong lam anh huéng dén ngir nghia cling nhur gia tri cua cac thudc tinh.
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A WATERMARKING SCHEME WITH ATTRIBUTE DOCUMENTS CONTAIN

MULTIPLE WORD
Luu Thi Bich Huong, Bui The Hong

ABSTRACT - We proposed a watermarking scheme relational databases used for copyright protection relational databases. In this
scheme, use a binary pictures waterwarking a relational database. In proposed scheme, attribute are selected for watermark as
attribute text contains many words. This scheme is very stable against common attacks such as change, add, delete tuples.



