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TOM TAT - Su sinh 501 nay no nhanh chéng ciia cac payload doc (ma doc dwoc nguy trang trong ndi dung goi tin) dang tro
thanh méi nguy hai trong vin dé toan di liéu va an ninh mang. Trong so nhiéu gidi phdp dwoc dé xudt béi cong dong nghién curu
nham déi phé véi méi nguy hai gia tang ndy, hwéng tiép can tgp mé hinh méy hoc da béc 19 tinh wu viét déi véi vin dé cai thién do
chinh xac nhdn dang. Tuy nhién, sic manh cua mot tdp mo hinh phy thudc lon vao tinh da dang cia cac mé hinh thanh vién. Trong
ngit canh ndy, ching t6i dé xudt mét phirong phdp méi vd hiéu qua dé xdy dung tdp mé hinh mdy hoc cho bdi todr nhdn dang
payload doc. Trong huong tzep cdn cua ching 16i, cdc mo hinh thanh vién duoc da dang hoéa bang cdch thay doi tham 56 tir mot ky
thudt biéu dién dir liéu diroc dé xudt. Két qua thie nghiém chimg minh rang phwong phdp ching t6i dé xudt cho két qud 16t hon so
voi nhitng phuong phap thong dung khac.

Tir khoa - Noi dung goi tin (payload), nhan dang payload (payload detection), tdp mé hinh may hoc (classifier ensemble),
tinh da dang mé hinh (classifier diversity).

I. GIOI THIEU

Viéc nhén dang su hién dién cua mé dc trong ndi dung (payload) cua géi tin mang hay Web, goi tat 1a payload
déc, 1a mot cha dé thach thuc thu hut sy quan tim cua cong dong nghién ctru. Nhimg phuong phap truyén théng st
dung tap chit ky cia ma doc (worms, viruses, malware) va cac ki thuat so khop dé phat hién ra payload doc dwa trén
mdt ngudng duge dinh nghia trude. Tuy nhién, tin tic co thé d& dang dém dir lidu rac vao payload dé bién ma doc
thanh ma vo6 hai va do dé danh Itra cdc mé hinh nhan dang dua trén tap chir ky (signature-based models). Obfuscation
12 mot k¥ thuat dém duogc sir dung phd bién boi cong dong tin tic [11, 12]. Hinh 1 minh hoa payload doc dugc nguy
trang boi k¥ thuat obfuscation. Mot vi du khac dwoc thé trong Hinh 2, trong d6 tac gia ctia sau Code Red dém rat nhiéu
ky tu “N” va “X” vao HTTP payloads dé lam tran bé nhé dém cua may tinh nan nhan. Do do, dé co thé nhan dang
nhitng md doc va/hodc nhing bién thé cia ma doc nhu thé doi hoi mot sy phéan tich siu vao bén trong paylead, thay vi
chi dya vao thong tin tir tidu dé goi tin.

V& cin ban, cong dong nghién ctru thudng sir dung k¥ thuét phan tich n-grams dé biéu dién dir liéu cho viéc xay
dung mo hinh may hoc (machine learning). Tuy nhién, tinh hi€u qua cua cac mo hinh nay phu thudc 16n vao thir bac
ctia n. Viée sir dung n-grams béc thap (vi du: n=1 hodc n=2) c6 thé lam mét thong tin va do d6 giam d6 chinh x4c nhan
dang. Mic khac, viéc sir dung n-grams bac cao dan dén su bung nd khong gian chiéu cua tap dir liéu ma vuot qué kha
ning tinh toan ctia may tinh. Hon nita, vdn d& cao chiéu (the curse of dimensionality) thuong lam giam tinh hiéu qua
cua mo6 hinh nhan dang [8]. Do do, viéc xay dung mot md hinh n-grams hiéu qua la rat kho va doi hoi nhitng chién
lwoc hop 1y cho van dé biéu dién va xir Iy dit liéu ciing nhu chon giai thuat hoc/huén luyén.

Tir bbi canh trén, chiing t6i dé xuat mot ky thuét méi la, goi 1a n,-grams, cho viée biéu dién dir liéu n-grams béc
cao. Duya trén k¥ thuat n,-grams, ching t6i de xudt mot phuong phép tao tdp m6 hinh hiéu qua voi s6 luong 16n cac mo
hinh thanh vién khac nhau. Bén canh do, Van dé cao chiéu cing duge xur ly. Thong qua kiém chimng thyc nghiém,
chung t6i chimg minh rang phuong phap dé xuét cho két qua tot hon cac phuong phap thong dung khéc.

var zngwnyefzmh = 'nuVipEJa3cnuVApEJa69nuVApEJaé6 ' ; var yoxhmlpkpmb = 'muVApEJa?2';var uwigduejgjdu

'nmuVipEJaé InuVApEJa6dnuVApEJa6 SnuVipEJa2 OnuVipEJa6enuVApEJa6 InuVApEJa6dnuVipEJaé SnuVApEJa3dnuVApEJa
vagpelortng =

'nuVApEJat fnuVApEJaé 6nuVipEJa79nuVaApEJas4nuVipEJaédnuVApEJa 7 9nuVipEJaéhnuVipEJatanuViApEJa? TnuVApEJa
Kxvscldsxegqf =

'nuVApEJa22nuVApEJa2 0nuWApEJa T TnuVApEJaé InuVApEJaé4nuVApEJaT4nuVApEJa6 $nuVApEJa3dnuVApEJa2 2nuVapEJa
ptzzdgjgaah = 'nuVApEJa20nuViApEJa?3nuVipEJa72nuVipEJaé63nuVipEJa3dnuVipEJa22 ' ; var npmseelskcn =
'nuVipEJaé $nuVApEJa14nuVipEJa74nuVipEJa?0nuVipEJa3anuVApEJa2 fnuVApEJa2f ' ; var nfygxwlncgh =
'picturesuploadesonline.net /Proxyscanner findex.php';var rgkigrigqyoy =

'nuViApEJa?2 2nuVApEJa2 0nuWipEJa6dnuVApEJas InuVApEJa 7 2nuVApEJa 6 TnuVApEJaé InuVapEJatenuVApEJa? TnuVApEJa

Hinh 1. Payload ddc dugc nguy trang bai ky thuat obfuscation
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GET /default.ida?NNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNN
%u9090%u6858%ucbd3%u7801%u9090%u6858%u
chd3%u7801%u9090%u6858%uchbd3%u7801%u90
90%u9090%u8190%u00c3%u0003%u8b00%u531b
%u53ff%u0078%u0000%u00=a HTTP/1.0

GET /default.ida?XXXXX XXX XXX XX XXX XXX XXXX
),9,9.9.9.9.0.9.9,9.9.9,0.9.0.9.9.0.9.9,0.9.9,0.9.9.0.9,.0.9.9,0.9.9,0
),9.9.9.90.9,9.9,.9,90.9.9,90.9,.0.9.9,.0.9.9,0.9.9,0.9.9.0.9.0.90.9,0.0.9,0
OO0 000 0000.000090.009.90000.000.000.0004
OO 00.00.9.009.0.9.900.9990.999.99090990.9000.9900.9904
),9.9.9.9.9.0.9.9.0.9.9,0.9.0.9.9.9.9.9,0.9.9.0.9.9.0.9,0.9.9,0.9.9,0
PO OO0 00.00.0909.0909.9090.909.900.90.4
%u9090%u6858%uchd3%u7801%u9090%u6858%u
cbd3%u7801 %u9090%u6858%uchd3%u7801%u90
90%u9090%u8190%u00c3 %u0003%u8b00%u531b
%u53ffo%u0078%u0000%u00=a HTTP/1.0

Code Red I Code Red II

Hinh 2. Sau Code Red trong payload

Phan con lai cua bai bao nay dugc chu trac nhu sau. Muc I m6 ta bai toan nhén dang payload, trong khi Muc III
trinh bay phuong phap dé xuat. Muc IV cu thé héa viéc kiém chimg thuc nghiém. Cudi cung, chung to1 két thuc bai
bao bang cach dua ra két luan va hudng phat trién trong Muc V.

II. VAN PE NHAN DANG PAYLOAD

Trong s6 nhiéu giai phap hiéu qua dugc dé xuét trong cac tai liéu khoa hoc, huéng tiép can khai khoang dir liéu
vin ban (text mining) boc 16 nhiéu diém manh. Vi thé, chung t6i dién dat van dé nhan dang payload (payload detection)
dudi dang bai toan phan loai van ban (text classification), & d6 mdi payload dwoc xir Iy nhu 1a mot van ban. Hinh 3
khai quat héa quy trinh xay dung mé hinh nhan dang, gdm 4 budc chinh: thu thap dit liéu, biéu dién dir lidu, xtr Iy dac
trung va huan luyén mé hinh. Vé phuong dién 1y thuyét, cac bude nay dwoc mé ta so luoc nhu sau.

A. Thu thip dit ligu

Viée thu thap dir liéu thuong duogc thyce hién thong qua cac cong cu phan tich dir liéu mang, nhu Wireshark,
Netflow va Tepdump. Tép payloads co thé dwoc nhin héa thanh mot hodc nhidu 16p, sir dung cac phan mém an ninh
mang (nhu Anti-Virus, Signature Detection) va/hodic phurong phap thii cong. Mdi payload 1a mot chudi L bytes (hodc L
ki tur ASCII), trong d6 L c6 thé dao dong tir 0 dén vai chuc ngan bytes.

B. Biéu dién dir li¢u

V& can ban, n-grams la mot ky thudt dugc sir dung rong rai dé biéu dién dit liéu cho bai toan phéan loai van ban.
Ky thuat nay sir dung mét cura s truot (sliding window) ¢6 chiéu dai n dé trich nhimg chudi tudn tir ctia cac bytes trong
payloads (Hinh 4). Tai mdi budc trugt (mdi 1lan mot byte), thong tin thong ké vé chudi n- grams dugc tinh toan. Theo
d6, moi chu01 n-grams dugc xem nhu la mot dac trung (feature) ma gid tri cia n6 duoc thong ké bang cac do do khac
nhau, nhu tdn sé ftwong doi vd tan sé xudt hién. Trong bai bao nay, chang t6i sir dung d6 do tan s6 tuong doi: v;; =
x;;/L, trong do x;; 1a s6 lan Xuat hién chu01 J trong payload i,va L l1a chiéu dai cua payload i. Nhirng nghién ctru thyc

nghiém gan day ciing chi ra rang, 6 do tan sd twong d6i thuong cho két qua tot d6i voi van dé nhan dang payload [2,
6, 7].

C. Xurly ddc trung

Mic du c6 nhiéu thuan loi trong viée biéu dién dit ligu (vi du nhu khong can kién thire chuyén gia), viéc phan
tich n-grams bac cao dan t6i su bung nd khong gian chiéu ma cé thé vuot qua kha ning tinh toan ciia may tinh. Cu thé
hon, ddi v6i van dé nhan dang payload, s6 chidu téi da c6 thé 1a 256", vi mdi payload 1a mot chudi dugc biéu dién tir
tap 256 bytes ASCIL Tuy nhién, trong khong gian cao chiéu thuong ton tai rit nhiéu dic trung khéng phu hop
(irrelevant features). Nhitng dic trung nhu thé can dugc loai bo truée khi hudn luyén mé hinh. Trong bai bao nay,
chung t6i st dung d6 do information gain (46 loi thong tin) dé chon mot sé luong c¢b dinh cac dat trung phu hop
(relevant features) nham giam khong gian chiéu trong tap dir liéu huén luyén. Phuong phap giam chiéu mo ta chi tiét
trong Muc II1.
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& [ Learning
2 Algorithm
E 5 ST~ Peilind
g E Detector
S
I_LLLL..LTMMM'_MA
o E Feature, Feature, Feature, .. Class
£ % 'g By Vig Vis Vis ... Malicious
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§ g ‘g B Vay Vaz Vaa ... Malicious
. cE5 B Vay Vag Vaa ... Normal
£28| | B Var Ves Vea .. Malicious
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-
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§ Tf_-“ B 00019  0.0022 0.0043 0.0002  0.0013 0.0025 .. Malicious
g ; B 0.0023  0.0044 0.0061 0.0082  0.0067 0.0098 .. Normal
s By 00011 0.0051 0.0018 0.0071 0.0009 0.0008 ... Malicious
§ g ps 00055 00033 0.0048 0.0085  0.0014 0.0027 ... Normal
o
= By:  X-Link2State Chunk ceeceececeoce coeccccece bbbbbbbbbbb aaaaaaaaa ... Malicious
—.g % & B Get /default.ida?nnnnnnnnnnnnnnnnAnnRnnANRNRRNRNRNARNRRRRNANARRARRNNANAN ... Malicious
% % -§ Bs  <script type="text/javascript" src="http://server2 example.com/Users/1234"> </script> ...  Normal
o E ?; By GET fscripts/. %%35c../. %%35¢. /.. %%35¢. /winnt/system/cmd exe?/c+dir+c: HTTP ... Malicious
§ o= PBs: UtF-8 static rv p png package like keep-alive img image i686 http htm html gzip guides ...  Normal

Hinh 3. Quy trinh xay dgng mo6 hinh nhan dang payload

Payload (sequence) Subsequence

aadeda
adedac
dedacc
edacch
daccbbd
accbbb

N

Hinh 4. Minh hoa biéu dién dir li¢u 6-grams
D. Hudn luyén mé hinh

V& co ban, mé hinh nhdn dang payload c6 thé duogc xay dung dudi dang huén luyén c6 giam sat hodc khong
giam sat (supervised or unsupervised training), tily vao kha nang hién c6 cua dir li€u, vi du nhu dir liéu cé ntan 16p hay
khong. Trong khudn kh ciia bai bao nay, chung t6i xdy dung mé hinh theo huéng huin luyén c6 giam sat. Cu thé hon,
chung t6i sir dung Linear Proximal Support Vector Machine (méay hoc vécto hd trg xap xi tuyén tinh) [13] nhu 1a mot
giai thudt co s¢ dé xay dung tap md hinh. Chi tiét vé diéu nay duoc trinh bay trong Muc II1.

I11. PHUONG PHAP DE XUAT
A. Biéu dién div ligu
Ky thuat phan tich n-grams nham dé trich phan phdi tan sé, ctia nhitng chudi bytes ké nhau trong payload. oVé
phuong dién thong ké, gia tri cia n cang cao thi luwong thdng tin cau tric (structural information) cang lon [4]. Chang

han nhu, dé 1y dugc thong tin cdu trac ctia chudi “http://www”, phan tich n-grams doi hoi phai thiét lap n=10, ddn dén
su bung n6 khong gian chiéu.

i 'Dé giai quyét van dé trén, chung t6i d@é xuit mot bién thé cua phén tich n-grams, duoc goi la n,-grams. Myc dich
la dé lay dugc mot lugng 16n thong tin cau trac, trong khi st dung gia tri # nhé nham kiém ché sy bung n6 khong gian
chiéu. Nguyén 1y cua ky thuét trich dic trung n,-grams dugc hinh thitc hoa thong qua Hinh 5. Theo d6, thay vi sur dung
ctra s6 truot chiéu dai n, chung toi str dung ctra s6 truot chidu dai (n + np — p) dé trich phan phdi tan sb cta nhiing
chudi bytes khong ké nhau trong payload. Tai méi buéc trugt (mdi lan mot byte), ky thuat n,-grams 1iy 7 bytes ma vi
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tri cua chung trong ctra sO trugt cach khoang véi nhau p bytes. Qua trinh trugt dugc thuc hién cho dén khi 18 trai cua
clra s6 cham byte cudi ciing cua payload.

Mot cach truc quan, 1y-grams va n-grams ¢4 d9 phirc tap tinh toan twong dwong nhau, 4o la tuyen tinh v6i chiéu
dai cta payload Can chii y rang, khi p= 0, n,-grams véan hanh gidng nhu n- grams. Kh1 p >0, tan sb cta chudi Ty
grams c6 thé duge xem nhu 13 x4c suét “le trung tim” duoc tinh tir phan phdi tan sb cta (n + np = p) -grams tuong
Ung. Khi ky thuat n,-grams dugc tham s6 hoa vo6i nhimng gid tri khac nhau cia n va p, phan phdi tan sb ciia n,-grams
chira dyng nhiéu thong tin ciu tric khac nhau vé dit liéu payload. Viéc tong hop thong tin cau tric cua n,- grams, phan
nao, cho phép xay dung lai thong tin cdu triic ciia (n + np — p)-grams. Diéu nay thuc ddy ching t6i theo hudng tiép can
tap mo hinh, trong d6 mdi mé hinh thanh vién van hanh trén mot tap dic trung n,-grams khac nhau véi su thay ddi cua
ca hai gia tri n va p.

edaccbbbeace a adeza ccbbbeace

edaccbbbeace aad eEa ccbbbeace

a accbbbeace a a? e? gl____ beace
20-grams 23-grams

daccbbbeace ‘aadeldacec bb beace

accbbbeace a%adedaccb}iébeace

a a:id ___f_i_éaccbbbeace aagdedaccbbbéeace
3o-grams 33-grams

%daccbbbeace gaadedaccbbbe:é:%ce

o

edaccbbbeace aadedaccbbbeace

W'Eire}"gccbbbeace aaédedaccbbbeace%

4o-grams 43-grams
Hinh 5. Minh hoa k¥ thuét trich dac trung n,-grams

B. Gidm chiéu dir li¢u

Nhu dé duoc de cap trong cac Muyc IL, tap dir liéu huén luyén dugc trich tir ky thuat n- grams va r,-grams co s0
chiéu rat 16n, do d6 can thlet phai ap dung moét phuong phap giam chiéu trén tap dit liéu ban dau. C6 nhiéu phwong
phap giam chiéu duoc d& xuét trong cac tai liéu khoa hoc, stir dung cac d6 do khac nhau, nhu correlation, information
gain, consistency, chi-square va belief. Nham tranh 1am loang van dé quan tam, trong bai bao nay ching t6i chi chon
mdt dd do cho muyc dich giam chiéu, do 1a information gain (IG) [1]. IG 1a mdt d6 do pho bién, don gian va c6 d6 phic
tap tinh toan tuyén tinh véi s6 lugng dac trung.

Viéc giam chiéq duoc thuc hién theo huéng xép hang cac dic trung, cu thé nhu sau. ]:)ﬁu tién, tinh gia tri /G cho
moi dédc trung va roi xép hang cac ddc trung theo gia tri /G. Dac trung c6 /G cang cao thi tam quan trong cla nd cang
16n. Cudi cung, chung toi chon £ dac trung dya vao sy x€p hang, vdi k 1a tham s6 dugc thiét 1ap trong thuc nghiém.

Gia tri /G cua dic trung F, dua trén bién 16p Y, dugc tinh bang cac Cong thirc (1), (2) va (3). Trong d6, H(Y) va
H(Y|F)), twong g, 1a entropy cuia Y trudc va sau khi quan sat F;.

IG(F;) = H(YY) — H(Y|F) (1)
HY) ==XYyey P(¥)log,P(y) 2
H(Y|F}') = _erFjP(x) ZyEY P(y|x)log,P(y|x) 3)

C. Tao tap mé hinh

Phuong phap tao tdp mé hinh dugc y twdng hoa thong qua Hinh 6. Theo do, bang cach thay dbi gia tri cia hai
tham s6 n va p trong ky thuét n,-grams, chiing t6i thu dugc cac tap dic trung khac nhau va do do tao ra cac mo hinh
thanh vién khac nhau. Hay noi cach khac, mbi mo hinh thanh vién (classifier) dwgc xay dung theo cach thirc song song,
st dung sy biéu dién dit liéu khéac nhau cua payload. Nhu duogc théy tr Hinh 6, tong $6 m6 hinh thanh vién dugc tao ra
1a |n|x|p|. Trong d6, n dugc thiét 1ap voi cac gia tri nho, nham tranh bung n6 khong gian chiéu. Tuy nhién, viéc thiét 1ap
gié tri cho p 1a khong han ché, vi p khong anh huong dén khong gian chidu. Sau khi trich tap dic trung n,-grams, ching
t61 ap dung ky thuat giam chiéu nhu di duoc mé ta trong Muc II1B.
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2,-gram Dimensional Learning
extraction (| 2,-gram | reduction (| Selected | algorithm (| 2,-gram
7| features “| Features “| Classifier
2,-gram Dimensional Learning
extraction | 2p-gram reduction | Selected | algorithm (| 2p-gram
Cd 7| 7 | .
features Features Classifier
Payloads . . @
{131: 132 > } . ) .
ny-gram Dimensional Learning
extraction (| njy-gram | reduction | Selected | algorithm (| n,-gram
Cd Cd rd .
features Features Classifier
n,-gram Dimensional Learning
extraction n,-gram | reduction Selected | algorithm n,-gram
Cd Cd rd .
features Features Classifier

Hinh 6. Phuong phap tao tdp mo hinh

Déi voi viée xdy dung mé hinh thanh vién, ching t6i chi st dung duy nhat mot giai thuat hoc, do la Linear
Proximal Support Vector Machine (LP-SVM) [13]. Giai thuat nay phu hop véi phuong phap dé xuit vi hai ly do chinh
yéu. Thir nhat, LP-SVM hoat dong tt trong khong gian cao chidu. Thir hai, LP-SVM c6 d6 phirc tap tuyén tinh vOi 50
lwong diém dit liéu huan luyén, do d6 thoi gian xdy dung mé hinh va phén loai 1a nhanh, thich hop cho hudng tiép can
tap md hinh [174]. O giai doan vén hanh, két qua cta cac mé hinh thanh vién duoc tong hop theo luat sé dong.

IV. KIEM CHUNG THUC NGHIEM
A. Dit liéu thwe nghi¢m

Chung t6i kiém chimg phuong phap dé xuat trén cac tap dir liéu duoc chia sé tir cong nghién ciru va tir sy thu
thap riéng cua chung t6i. Mac du phuong phap ma ching toi dé xuat c6 thé 4p dung trén dir liéu & cac tang giao thirc
khéac nhau (mlen 1a dir liéu kiéu ‘Text), chung t6i gii han thuc nghiém trén tap dir liéu giao thire HTTP, vi hai ly do
chinh. Thir nhét, viéc thu thap s6 lugng dii 16n cac payload doc trong nhimng giao thirc khac (nhu: SMTP, FTP) la rat
kho, so voi giao thue HTTP. Thr hai, da s6 cac cudc tin cong mang nham dich vao giao thirc HTTP [3, 4].

Nhu da duge dé cap trong Muc III, ching t6i dién dat van dé nhan dang payload duéi dang bai toan phan loai
hai 16p. Do d6, tap dir liéu gom payload doc (malicious payloads) va payload thuong (normal payloads) duoc doi hoi
cho viéc tao mé hinh may hoc. Déi voi tap dir liéu payload doc, chung toi thu thap tir 3 ngudn duoc chia s¢ tir cong
ddng nghién ctru [15, 16, 17]. Tong sb lwong thu thap tir 3 ngudn nay gdbm 88,116 malicious payloads.

Dbi vai tap dit lidu payload thudng, chung t6i thu thap tir 2 ngudn chinh yéu. Ngudn thir nhat 1a tir khong gian
mang cta truong dai hoc chung t6i. Ngudn thir hai 14 tir sy truy cip nhiéu trang Web khac nhau (nhu Tin tirc, Thé thao,
Vin héa, Khoa hoc, Gido duc, Doi sdng) dé co duoc tap dir liéu da dang hon. Tong sé lugng thu thap tir 2 ngudn trén
gém 600,245 payloads. Mic du khong duoc nhdn héa, chung t6i gia dinh rang tap dit liéu ndy c6 nhin thuong
(normal), vi hai ly do c¢dt yéu. Thir nhat, trong sudt thoi gian thu thap dir liéu, khong gian mang ciia chiing toi duoc bao
vé bang nhiing cong cu an ninh mang, nhu Firewalls va Kaspersky Internet Security. Thir hai, thdm chi néu ton tai
nhimng kiéu tdn cong vung trom/dai dang trong qua trinh thu thap dir liéu, ty 1¢ cua dir liu tdn céng so voi dir liéu
thwong 1a khong dang ké. Ty 1& nay dugc xem nhu 1a mic do nhidu c6 thé chiu dung dugc (tolerable noise) trong tap
dir li¢u 16n.

B. B tri thuc nghi¢m

Trén thuc té, s6 luong payload doc it hon rét nhiéu s0 v6i payload thudong. Diéu nay din dén van d& léch 16p
(imbalanced class), gy tac dong khong ding den céc s6 do théng ké ciia mé hinh may hoc. Vi the chung t6i danh gia
thuc nghiém thong qua viéc 1y mau dir liéu gdém 6 budc nhu trong Hinh 7. Theo do, phan trim mau trong cac bude tu
1 dén 4 dugc xac dinh theo hai nguyén tic: (1) can bang phén ph01 16p dbi véi tap huén luyén nhim giai quyét van dé
1éch 16p va (2) tao phan phdi 1éch 16p ddi véi tap kiém tra nham thé hién ban chét ctia méi truong thyc tién (d6 1a, ty 1
payload doc it hon nhleu so vdi payload thuong). Trong bude 5, ching t6i xay dung m6 hinh may hoc, sir dung tép
huan luyén dugc lay mau trude do. Cudi cing, md hinh may hoc dugc danh gia trong budc 6, sir dung tap kiém tra.

Chung t6i dénh gia két qua thuc nghiém dya trén trung binh cta 20 1an chay. Cu thé hon, dbi voi mdi giai thuat may
hoc, ching t6i cho thyc thi 20 1an cac budc 1 — 6 trong Hinh 7 va rdi lay két qua trung binh cua 20 1an chay.
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Hinh 7. B4 trf thue nghiém
C. D¢ do danh gia mé hinh

Trong thyc nghiém cua chung toi, cdc mo hinh may hoc dugc danh gia thong qua d6 do AUC (Area Under
Curve). Day 1a mot d6 do thong dung linh vuc khai khoang dit liéu va may hoc. Vé co ban, AUC 1a tong dién tich trong
khong gian ROC (Receiver Operating Characteristic) cua ty 1¢ nhan dang sai FPR (false positive rate) va ty 1¢ nhan
dang dung TPR (true positive rate) trong can [0, 1]. Tuy nhién, trong thuc tién, quan tri vién hé théng mang hiém khi
thiét 1ap tham sb dé chiu dung ty 16 FPR cao, bai vi viée xir Iy s6 lwong 16n cia cac canh bao sai (false alarms or false
positives) la mot ganh néng. Vi thé, chung t6i tinh AUC trong c4n [0, 0.1] (goi tac 1a AUC[O 0.17), thay vi cén [0, 1],
nhu trong Hinh 8. Cudi cung, gia tri AUC, ¢4 dugc nhan cho 10 dé chuén hoa thanh can [0, 1]. AUCy, 9.1} cling duoc
st dung rong rai trong cac bai toan lién quan [3, 9].

1

& Classifier
= performance
Y
AUC
0 01 — 1

Hinh 8. D@ do AUC[(), 0.1]
D. Thiét lgp tham so

Phuong phép chiing t6i dé xuat doi hoi 3 tham s6 chinh yéu. Trong do, hai tham s6 dau (n va p) lién quan dén
ky thuét trich déc trung n,-grams, tham sd con lai (k) dugc s dung dé chon dic trung. Pdi vai ky thuét ,-grams,
chung t6i thay ddi n tir 2 dén 6 va p o dén 4 cho mdi biéu dién khac nhau cua dit liéu. Sy thiét 1ap nay tao ra
(|n)x|p|=25) mé hinh thanh vién, mét s lwong vira phai trong ngit canh tap mo hinh [10]. Nhu di d& cap trong Muc 111,
n dugc tham sb hoa véi nhiing gia tri nho, trong khi p 1a khong han ché. Tuy nhién, théng qua mot vai thyc nghiém thi
diém, chiing t6i nhan thy rang tap dit liéu dwoc thu thap c6 nhiéu payloads véi chiéu dai twong d6i nho (vi du: khoang
vai traim bytes). D6 ciing chinh 14 Iy do ma chung t6i chon p nho, trong cén tir 0 dén 4.



518 NHAN DANG PAYLOAD BQC VOI HUOGNG TIEP CAN TAP MO HINH MAY HQC

Tham s6 k dugc chon thong qua mot vai quan st tir thuc nghiém thi diém, sir dung d6 do information gain (1G)
nhu 3 mo ta trong Muc III. Chinh xac hon, thong qua thyc nghiém thi diém, chung t6i nhan thay rang ton tai mot so
lwong 16n cac dic trung co gia tri /G bang 0. Nhiing dic trung nay bi loai bo, nham cai thién tdc d9 tinh toan trong ca
hai giai doan huén luyén va phan loai. Ching t6i cling quan sat rang c6 khoang 10,000 dac trung voi gia tri /G 16n hon
0. Do 6, chung toi chon (k=10,000), mdt con s6 twong ddi 16n nham tranh mat nhiéu thong tin.

E. Phwong phdp so sanh

Chung t6i so sanh phuong phap dé xuat voi phuong phap sir dung k¥ thuat n-grams truyén thong. Hinh 9 mo ta
téng quan vé phuong phap dugc so sanh. Nhu véi ki thuat n,-grams, chung t6i tham sdhoan=1{2,3, ..., 6} cho ky
thudt n-grams. Bén canh d6, dac trung 1-gram ciling dugc loai bo, vi nhitng nghién ciru trudc day da chi ra réng mo
hinh méy hoc dya trén tép dac trung 1-gram c6 do chinh xac thép [2, 3, 6]. Sau khi trich cac dac trung n-grams, ching
t6i str dung do do IG dé chon tap dic trung 6 gia tri /G cao. S6 lwong dic trung n-grams dugc chon bang véi sé lugng
déc trung n,-grams, do 1a £=10,000. Nhim c¢6 dong trong dién dat, chung t6i goi cic mé hinh may hoc duogc tao tir tap
dac trung n-grams la n-grams classifiers, vi du nhu 3-gram classifiers. Tuong tu, chung t6i goi cac moé hinh may hoc
dugc tao tir tap déc trung n,-grams 1a n,-grams classifiers, vi du nhu 3,-gram classifiers. Ngoai ra, chung tdi cling m¢
rong so sanh phuong phap dé xuat voi tap mo hinh n-grams (goi tic 1a n-grams ensemble).

Nhu da duoc dé cap trong Muc III, ching t61 chu y sir dung Linear Proximal SVM [13] dé xay dung cac n,-
grams classifiers. Tuy nhién, dé c6 cai nhin rong hon, ching t6i mo rong thuc nghiém vai ba giai thuat: Decision Tree
[5], Naive Bayesian [14] va Linear Proximal SVM [13]. Nhiing gidi thuat nay c6 thdi gian huan luyén va phan loai
turong d6i nhanh. Cho muc dich don gian, mdi giai thuat may hoc dugc tham sé hoa boi cac gia tri mac dinh dwoc thiét

lap sin.
2-gram Feature Learning
extraction _[ 2-gram selection Selected | algorithm 2-gram
Payloads features features Classifier

3-gram Feature Learning
extraction 3-gram selection Selected | algorithm 3-gram
Payloads 7| features 7| features 7| Classifier
- 6-gram Feature Learning
extraction 6-gram selection Selected | algorithm 6-gram
Payloads features features Classifier

Hinh 9. n-gram classifiers
F. Két qud thwe nghigm
Két qua thuc nghiém duogc chi ra chi tiét trong cac Bang 1 — 2 va cac Hinh 10 — 13. Nhiing ky hiéu trong cac
bang va hinh mang y nghia nhu sau:
- E(n-gram DTrees) la tdp mo hinh gdm 5 n-gram classifiers (n=2,3,...,6), mdi classifier dugc xdy dung st
dung giai thuat Decision Tree (DTree).
- E(n-gram NBs) 1 tdp m6 hinh gdm 5 n-gram classifiers (n=2,3,...,6), mdi classifier dugc xay dyung sir dung
giai thuat Naive Bayesian inducer (NB).
- E(n-gram SVMs) 1a tdp mo hinh gdm 5 n-gram classifiers (n=2,3,...,6), mdi classifier dugc xay dung sir
dung giai thuét Linear Proximal SVM (LP-SVM).

- E(n-gram DTrees, n-gram NBs, n-gram SVMs) 14 tdp mo hinh gdm 15 n-gram classifiers (véi 5 n-gram
DTrees, 5 n-gram NBs va 5 n-gram SVMs), trong d6 n=2...6.

- E(np-gram SVMs) 1a tap mo hinh gdm 25 np-gram classifiers (n=2...6; p =0...4), mdi classifier dugc xay
dung sur dung gidi thuat LP-SVM.

- E(2p-gram SVMs) 1a tdp m6 hinh gdém 5 2p-gram LP-SVM classifiers (p=0...4), E(3p-gram SVMs) la tap
mo hinh gom 5 3p-gram LP-SVM classifiers (p = 0...4), va tuong ty nhu thé.
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Béng 1. AUC of n-gram classifiers

AUC (%)

No. Length of n -gram

DTree NB SVM
1. n=2 93.74 92.93 93.25
2. n=3 93.97 93.76 93.47
3. n=4 94.55 94.66 93.92
4. n=5 94.44 94.31 94.78
5. n=6 95.15 94.54 94.31

Béang 2. AUC of n-gram and n,-gram ensembles

No. Ensemble-based detector AUC (%)
1. E (n-gram DTrees) n=2...6 95.80
2. E (n -gram NBs) n=2...6 95.42
3. E (n-gram SVMs) n=2...6 96.02
4. E(2,-gram SVMs) p=0...4 96.35
5. E(3,-gram SVMs) p=0...4 97.05
6. E(4,-gram SVMs) p=0...4 96.72
7. E(5,-gram SVMs) p=0...4 96.52
8. E(6,-gram SVMs) p=0...4 96.67
9. E(n-gram DTrees, n-gram NBs, n-gram SVMs) n=2...6 96.75
10. E(n ,-gram SVMs) n=2...6,p=0..4 98.86

Nhu duge thdy tir Bang 1, AUC cua céc n-gram classifiers 1a tuong ddi thdp. Mic du n-gram classifiers bac cao
(n 16n) khong ludn ludn sinh ra AUC tét nhat, nhung nhin chung chiing ¢6 AUC cao hon n-gram classifiers bac thap (n
nho). Tuy nhién, viéc chon mot mo hinh don t6t nhat 1a khong dé, vi AUC cua cac n-gram classifiers dao dong trong
mdt khoang twong dbi 16n, trong khi khéng c6 gia tri toi wu nio cia n duge tim thay cho ca 3 loai n-gram classifiers
(DTree, NB va SVM). Hay no6i cach khac, SVM cho két qua t6t v6i 5-grams, trong khi d6 NB va DTree cho két qua tot
V6i 4-grams va 6-grams, mot cach twrong ung. Két qua thuc nghiém ciing cho thay ring, ngoai viéc nhay cim déi véi
tham s6 n, n-gram classifiers ciing nhay cam dbi véi cac giai thuat may hoc. Do d6, viéc st dung td> mé hinh
(ensemble of n-gram classifiers) chang nhimng c¢6 thé lam nhe di van dé nhay cam vira néu, ma con cho két qua tét hon.
Thyc vy, nhu duoc thiy Bang 2, AUC cta n-gram ensembles cao hon (trung binh khoang 1.6%) so v&i n-gram
classifiers.

Két qua tir Bang 2 ciing cho théy rang, véi s6 lwong md hinh thanh vién bang nhau (5 md hinh thanh vién),
nhung #,-gram ensembles cho két qua tot hon dang ké so v6i n-gram ensembles. Thém chi, tdp m6 hinh gém 5 thanh
vién 3,-gram SVM classifier (dong 5, Bang 2) c6 AUC cao hon tip m6 hinh gdém 15 thanh vién n- gram classifiers
(dong 9 Bang 2). Tuy nhién, nham tranh van dé hoc vet (overfitting) ciing nhu giam d6 nhay cam dbi vai viéc chon
mot gia tri n c6 dinh, ching t6i dé xuat stir dung mot tap mo hinh gém cac thanh vién n,-gram SVM classifiers voi ca n
va p thay d6i. Thyc vay, AUC trung binh ciia tap mo hinh gdm 25 thanh vién n,-gram SVM classifiers (dong 10, Bang
2) cao hon 4.8% so v&i AUC trung binh ciia tt ca n-gram classifiers.
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Hinh 10. AUC of E(np-gram SVMs) versus E(n-gram DTrees)
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Hinh 11. AUC of E(np-gram SVMs) versus E(n-gram NBs)
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Hinh 12. AUC of E(np-gram SVMs) versus E(n-gram SVMs)
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Hinh 13. AUC of E(np-gram SVMs) versus E(n-gram DTrees, n-gramNBs, n-gram SVMs)

bé danh gia tac dong cua viéc chon dic trung (feature selection), chiing tdéi mo rong thuc nghiém vdi ) luong
khac nhau cua cac déc trung dugc chon. Hay noi cach khae, ching t61 chon £ = {1000, 2000, ..., 10000}. Hon nira, vi
tap mo hinh cho két qua t6t hon mé hinh don, nén chung toi tap trung so sanh 1,-gram ensembles vOi n-gram
ensembles. Két qua thyc nghiém mé rong nay dugc trinh bay trong cac Hinh 10 — 13.

Nhu dugc thay tir cac Hinh 10 — 13, khi & nho, mirc do chénh léch AUC ciing thap, boi vi ¢6 18 thiéu nhitng dic
trung phu hop (relevant features). Khi & du 16n, mirc 36 chénh léch AUC ting dang ké. Dang chu y la khi k£ >=7000,
AUC cua tat ca n-gram ensembles giam dang ké, trong khi AUC ctia cac n,-gram ensembles van gitt tuong dbi 6n dinh.
Piéu nay phan nao ndi 1én rang n,-gram ensembles it nhay cam hon n-gram ensembles d6i v6i viée chon dic trung.
Toém lai, thue nghiém cho thiy phwong phap chiing t6i d& xuat cho két qua tét hon cac phwong phéap duoc so sanh.

V.KET LUAN

Nhan dang payload doc 1a van dé kho, doi hoi phan tich sau vao ndi dung cia géi tin dé tim ra bang ching ma
ddc. Chiing t6i da trinh bay trong bai bio nay mot phwong phap méi va hiéu qua dé xay dung tdp mo hinh nhan dang
payload doc. Theo dé, vin d& nhan .dang payload dugc dien dat trong khu6n khé cua quy trinh khai khoang dir liéu van
ban (text mining). Trong khu6n kho nay, chuing toi deé xuat mot ky thuat biéu dién dir liéu, goi 1a n,-grams, rham gianh
duogc cac tap dic trung co chat luong. Nhitng van dé vé bung nd khong gian chidu cua tap dir liéu cling duoe thao luan
va xu ly. Dua vao ky thuét n,-grams, ching t6i di dua ra phuong phép tao tdp mo hinh hiéu qua.

Chung toi da kiém ching va so sanh thyc nghiém phuong phap dé xuét véi cac phuong phap thong dung khéc,
sir dung tap dit lidu thuc. Viéc thuc nghiém ciing dugc mo rong trén nhiéu phuong dién khac nhau, va duce danh gia
bang cac do do chuén. Két qua thuc nghiém cho thdy, phuong phap chung toi dé xuat cho két qua tét hon cac phuong
phap dugc so sanh. Ching 61 tin rang nd lyc cia ching toi trong bai bao nay c6 thé dong gop nhing khia canh khoa
hoc va thuc nghiém dén ca hai dbi trong: cong ddng nghién ciru may hoc va cong dong nghién ciru an ninh mang.
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