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Tom tat

Muc tiéu cua nghién ctru nay la dé xuat giai phap xay
dung mot hé thong hd trg g ciru sw ¢6 an ninh, gop
phan nang cao chét lugng dich vu giam sat an ninh,
ma xd hoi dang dit ra. Giai phap dé xuét 1a xay dung
mdt phan mém trén nén C#.net, cho phép dinh vi
dugc cac dia diém can giam sat va vi tri hién tai cua
nhén vién (hodc cong tac vién) dam nhiém vai tro ung
ctru su ¢d. Ngay khi hé thong tiép nhan tin nhin SMS
canh bao tir mot dja diém Xay ra sy ¢b, n6 s& tim vi tri
nhan vién gén nhat, dua trén dit liéu GPS. Tir d6, hé
thdng s& diéu nhan vién tiép can mot cach kip thoi,
thong qua cac chi dan duong di trén ban dd Google
Maps da cai trén dién thoai di dong ctia ho. Thir
nghiém hé thong cho thay két qua hoan toan dép ung
dugc yéu ciu thiét k& va co thé trién khai ing dung
v6i chi phi thap.

Tir khéa: Giam st an ninh, GoogleMaps, tin nhin
SMS, Web service.

Abstract

This study aims to propose a solution to build a
rescuing support system for security incidents,
contributing to improve the quality of security
services as requiring of the society. The proposed
solution is to build a C#.net-based software, allowing
to estimate locations of the monitored places and the
current positions of employees (or collaborators) who
assume the role of incident rescue. Once the system
receives a warning SMS from an incident location, it
will find the position of closest staff, based on GPS
data. Thence, the system appoints staff in a timely
manner, through the instruction paths on Google
Maps installed on their mobile phones. Experimental
results show that the system fully meet the design
requirements and can be implemented at low cost
applications.

Keywords: Security system, GoogleMaps, SMS
message, Web service.
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1. Giéi thiéu

Viéc g dung hé théng canh bao an ninh, giam sat an
ninh trong nha xudng, tram BTS, van phong, bai xe,
siéu thi, nha &... da duoc dua vao thyuc té tir rat lau.
Theo dong phat trién khoa hoc cong nghé, co rat
nhiéu hé thdng canh bao an ninh dugc phét trién voi
nhiéu kiéu canh bao khac nhau nhu canh bao bang tin
nhin SMS, canh bdo bang 4m thanh, cudc goi dién
thoai [1]. Tuy nhién, cac h¢ thdng nay bi han ché vé
sO lwong nguoi tiép nhan canh bao, ciing nhur chua ¢
giai phap quan ly cong tac tng pho, ctu ho mot cach
kip thoi, hiéu qua. That vay, hién nay co nhiéu doanh
nghiép cung cip dich vu bao v¢, ing clu, stra chira. ..,
nhung cong tac ung cliru sy ¢b an ninh chua that su
kip thoi. Vi dy, gia st mot doanh nghi€p dam trach
dich vu bao vé an ninh cho hang tram don vi khac.
Khi ¢6 trom tin cong mot diém can bao vé nao do, hé
thng giam sat s& canh béo, khi d6 ngudi didu phbi
hoat dong ciru hd s& mat nhiéu thoi gian dé lién lac va
diéu dong dugc nhan vién tmg ctru gan nhat, kip thoi
nhat (nhu dich vu taxi). Diéu nay lam cho chét luong
dich vu ctiia doanh nghiép bi han ché.

Tir nhu cau thyc tién trén, nghién ciru nay nham xay
dung mot hé thdng hd trg g clru sy ¢6 an ninh. Hé
thdng dép tng dugc nhu cau tiép nhan tin nhin canh
bao bang SMS tir nhiéu dia diém lip hé thng giam
s&t an ninh khac nhau, dinh vi dugc vi tri dia 1y cua
diém xay ra su c¢d, ciing nhu vi tri ctia nhan vién ciru
ho (hodc cong tac vién) gan nhit va giri canh bao
dung ddi twong. Cac vi tri nay c6 kha ning hién thi
trye quan trén ban d6 GoogleMaps trén may tinh quan
ly. Dong thoi, hé thong quan 1y ciing cung cap thong
tin vé& vi tri, tuyén duong ngin nhat dén dia ban ng
ctru, gitip cho nhédn vién ctru ho c6 cai nhin téng quan,
dé chuan bi cho cong tac tng ctru duoc thuan lgi nhét.

2. Phwong phap thiét ké hé thong

2.1 Tong quan vé hé thong

Khi mot dia diém cin bao vé xay ra sy cd, thiét bi
giam sat tai noi d6 s& giri tin nhin SMS canh bao cho
méy tinh quan 1y. Tin nhin nay bao gém cac ndi dung
nhu ngay gio, ndi dung sy cb. S6 thué bao gui tin
nhén s& duge doc va dua vao hé so so dir liéu dé so
sanh véi cac dir liéu co sin, dong thoi tim vi tri cac
nhan vién ctru ho (hay cong tac vién) trong co so dir
liéu ma vi tri cta ho gén nhét véi diém can ung cuu.
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Sau d6, hé théng s& giri tin nhin SMS cho ho thong
qua modem GMS. Sau khi nhan vién Ung clru nhan
dugc tin nhin canh bao, ho dugc yéu cau hdi bao cho
hé thdng, ciing bang tin nhan SMS. Khi hé thong chua
nhan duoc tin nhin xac nhan dd c6 nhan vién ung
clru, n6 tiép tuc giri tin nhan dén nhan vién ung ctu
khéc, cho dén khi co nhan vién x4c nhan. Hoat dong
duge mo ta nhu vong 1ap hinh H.1.

B da
| HE tadng phit tin dv |
canh hao
. Gl ol
Tin nhin cach D Dung
o SMS S : Sai

.
& faang ney Thin 40 e
Modom GSM, Wiedows o
Serves (may W smk)

/‘\

e ~

s  Wecowar \ &
— fide v b
\ e v 7
. o
¢ YD
re—l [ —

¢ thimg pin OB hgw

/i kit "\
/ Modem GSM, Wmndows
-

il by oty s

chtinshdn Server
et y
= Tin vk hi
am ~ m ™ L nhgn
53 .
((NMnvER Ao SsMeGPS
D \ tmgom
% KETTHIX

H.1 Vong ldp vmg ciru sw c6

2.2 Thiét ké h¢ thong tiép nhan va phat cinh bao
2.2.1 Phat tin hiéu canh bdo

Dé kiém nghiém hé thong, thiét bi duoc sir dung 1a bo
Home Burglar Alarm System (CG-8800G3) nhu hinh
H.2, dugc san xuat bai Chuango Security Technology
Co., Ltd[2]. Thiét bi nay c6 thé dugc 1ap dat d& dang
va hoat dong hiéu qua trong mang GSM tin sb:
850/900/1800/1900MHz. N6 cho phép giri tin nhin
canh bao sy ¢b an ninh bang SMS dén may tinh quan
ly. Tinh ndng cta thiét bi nay dugc mo ta bang so do
khéi hinh H.3. Tam phat hién sy chuyén dong dat tGi
8m & nhiét do moi trudng 33°C va 12m khi & 27°C.
Goc quét tir trai qua phai 1a 110° goéc quét tir trén
xudng 1a 90°.

Bo CG-8800G3 dugc diéu khién boi 2 vi diéu khién
Ardunio Uno (hinh H.3). Khi kich hoat ngudn cho hé
thong, cam bién chuyén dong PIR (passive infrared
sensor) bat dau quét dé phat hién tinh trang dot nhap
bét hop phap. Néu c6 sy thay d6i vé ngudn nhiét hong
ngoai trong vung quét cia nd (¢ day st dung hai bo
quét PIR dé ting chinh chinh xac cho canh bao), cam
bién s& giri tin hiéu canh bao dén Ardunio thir 1. Tin
hiéu nay sau d6 dugc giri dén Ardunio thir 2 lam
nhiém vu phat tin hiéu bao déng va didu khién
modem GSM guri tin nhan canh bao dén sé dién thoai
nguoi duoc thiét 1ap san.
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H.3 So do khéi thiét bi CG-8800G3

2.2.2 Xac dinh vi tri nhdn vién ung curu

Pé xac dinh vi tri nhan vién ung ciu sy ¢ an ninh,
yéu cdu nhan vién phai sir dung chirc ning dinh vi
GPS trén dién thoai. Qua trinh truy xudt dir liéu xac
dinh vi tri nhan vién moé ta nhu hinh H.4. O déy, thiét
bi di dong cd vai tro nhu mot may thu GPS vdi do
chinh xac vai chuc mét [3], dap ing dugc nhu ciu xac
dinh vi tri twong dbi cua nhan vién ing clru va diém
xay ra sy co.

Web Server

Database

Satelite for signals

GPS

Admin PC

Android device
H.4 Truy xuat dir liéu GPS tir dién thogi di dong.

Phuong thic xac dinh toa do tuong ddi cua mot diém
trén mit dat 1a xac dinh pha soéng mang L1 (véi may
thu 1 tan s6) hay L1, L2 (v6i may thu 2 tan s). Cong
thirc xac dinh toa do tuong ddi cua thiét bi di dong
GPS dugc sir dung theo [4, 5]:

S=NI+jl 1)
Trong do, | 1a budc song (I = cff); f 14 tin sé song; N
1a s& nguyén lan budc séng; j 1a pha cua song; S la
khoang cach tir vé vé tinh dén may thu.



Tur cong thuce (1) ching ta co:

R
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Xét (2) tir mot phia khac ching ta cé thé viét:

j(t)=°(t°) - f(t) + Ny ®)
Vi, fs(t) la pha cuia song tai thoi diém t° khi vé tinh
bat dau phat tin hiéu; f o(t) 1a pha cua song tai thoi
diém t khi may thu nhan duoc tin hiu; N°, la sO
nguyén lan budc song.
Tir cac cong thirc trén ta suy ra:

= - s -fmeNy @

Két hop céc thanh phan vé phdi cua (4), ta c6 cong
thirc xac dinh vi tri twong doi cia thiét bi GPS duoc
trinh bay nhu (5)[4, 5] :

im=- T si-a,m) )+ gl 6

Trong do, ay(t) la thanh phan anh huong hé thong pha
(t) do may thu gay ra, chu yeu 1a s0 hiéu chinh dong
h6 may thu; b(t) 12 thanh phan anh huong hé thong
pha (t) do v¢ tinh gy ra, chu yeu la so6 hi¢u chinh
dong hd vé tinh; g p(t) la thanh phan anh huong hé
thdng pha (t) do ca vé tinh va mdy thu gdy ra, khong
phu thudc thoi gian, chu yéu la £°(t,)- fo(te) *N°p, Vi t,
1a thoi diém bt dau do.

Nghién ctru ndy da phat trién mot timg dung Android
don gian, cai ddt cho dién thoai di dong ctia nhan vién
{mg ctru, voi giao dién nhu hinh H.5. Ung dung nay
s€ truy xuét dir lieu GPS cua dién thoai sau moi 30
gidy va giri vé Web Server, dé dua vao co so dit liéu
SQLServer (hinh H.4). Cac dir liéu dua vé bao gom
m& nhan dang thiét bi di dong (IMEI) kinh do
(LONG) va vi do ( LAT) cua vi tr1 thlet bi.

H.5 Uhg dung Android dé xdc dinh vi tri nhén vién

2.2.3 Tiép nhdn va xir Iy tin hiéu canh bdo

Dé truyén nhan tin nhan SMS giita may tinh quan ly
va thiét bi giam sat an ninh hay thiét bi di dong, mot
modem GSM (USB 3G MF190S- ZTE) c6 gin thé
sim, duogc két ndi véi may tinh qua céng COM. Mot
ung dung nhd dugc xay dung va cai dat trén may tinh
dé giao tiép v6i modem GSM nhd céc tép lénh AT,
nhu bang B.1 [6], ddm nhiém viéc tiép nhan va gui tin
nhin SMS.
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B.1 Tdp lénh AT

Lénh AT Cong dung

AT + CMGS Gui tin nhan

AT + CMSS Gui tin nhan tir bo luu trir
AT + CMGW Ghi tin nhan vao b nhd
AT + CMGD X6a tin nhan

AT + CMMS Guri thém tin nhan

AT + CNMI Dé xé4c dinh tin nhin mai
AT + CMGL Liét ké tat ca tin nhan

AT + CMGR Doc tin nhan

2.2.4  Xady dung phan mém qudn Iy Alarm Manager
Phan mém nay duoc xdy dung bang cong cu Visual
Studio 2005, véi ngdn ngir 1ap trinh C# va hé quan tri
co sé dit liéu SQL Server [7]. Phin mém c6 nhiém vu
ty dong tinh toan cac dir liéu vi tri (noi xay ra sy cdva
vi tri nhan vién Gng ctru gin nhat), xtr Iy dir lidu va
hién thi 1én giao dién dugc lap trinh sin. Phan mém
bao gdm mot Window Service [8] chay nén, két ndi
va nhan dir liéu truc tiép tr modem GSM. Khi nhan
duoc tin nhdn canh bdo tir tram Xay ra su cd,
Windows Service sé doc dir liéu tir modem GSM, truy
cap Web Server dé cap nhéat thong tin vi tri nhan vién
tng ctru. Sau d6, phan mém sé& ty dong tinh toan vi tri
dya trén dit liéu kinh d6 va vi 46 dé tim ra nhan vién
{tng ciru & gan noi xay ra su ¢ nhat dé gui tin nhin
canh bao cho ho. Noi dung canh bao va lién két (link)
chi 16 duong di, vi tri can ng ctru trén Goolge Maps.
Phan mém s& tiép tuc thyc hién qua trinh giri tin nhin
canh bao cho nhan vién mg ciru khac, cho dén khi co
ngudi nhan trach nhiém tng ctru bang cach giri lai hé
thdng tin nhic xac nhan. Giao dién phan mém nhu
hinh H.6 va hinh H.7.

H.6 Giao dién chinh cia ing dung trén may tinh quan IE
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3. Két qua thwe nghiém
3.1 Giri va nhén tin nhin cinh bao

Céc thiét bi trén hinh H.8, duoc cai dit va thir nghiém
cho két qua dap ung dugc déay du cac yéu cau quan ly
u'ng ctru sy ¢ an ninh cta he thong

H 8 Ma hinh thwc nghlem

Pé dam bao viée gl va nhan tin nhén SMS dat dugc
hiéu qua cao, nghién ciru nay da thiét ké vong lap
kiém tra tin nhan dén va giri di v6i chu ky mot phat.
Khoang thoi gian nay du dé nhan vién tng ctru cb thé
nhin tin xac nhan, khi d6, h¢ théng s& khong tiép tuc
giri cho nhan vién tmg ctru tiép theo. Qui udc nodi
dung tin nhén tir bd phat tin hiéu canh bao gui vé& cho
may tinh quan 1y duogc trinh bay trén bang B.2.

B.2 Qui wéc ndi dung tin nhdn givi vé may tinh qudn Iy
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H.9 Dang néi dung tin nhdn ma nhan vién nhdn dugc

B.3 Qui wdc ma xdc nhdn cua nhdn vién

C phap nhan tin Y nghia

ALARM TROM Co nguoi dot nhap
ALARM CHAY Co sy c0 chay nd
ALARM NUOC Co su ¢ ngdp nudc
ALARM DIEN C6 su c6 mat dién

Sau khi sy ¢ duoc tiép nhan hé thdng s& tra vé& cho
nhan vién ung ctru mot tin nhin canh bao sy ¢d nhu
hinh H.9. N6i dung tin nhan bao gébm md canh béo,
ma tram dang xdy ra sy ¢b, noi dung su cb va ban dd
dinh tuyén mo ta hudng di tir vi tri nhén vién ng ctru
dén noi xay ra sy co. Tat ca cac hoat dong nay déu
dugc xir Iy trén nén Windows Service.
Sau khi nhén vién {mg ctru giri tin nhin hdi dap viéc
nhan trach nhiém xu 1y sy ¢6 va phai hoan tat xir 1y sy
¢b thi méi dwoc xem 14 hoan thanh cua qua trinh canh
bao. CU phap tin nhan hoi dap cho hé théng dugc thiét
1ap nhu sau:

ALARM <Mad xdac nhan> <Mad canh bao>
V61 y nghia cac ma nay, dugc trinh bay trén bang B.3.

3.2 Hién thi vi tri sy ¢6 va nhan vién tng ciru

Phan mém quan 1y cho phép hién thi danh sach cac
nhan vién va vi tri ctia ho dugc cép nhat lién tuc thong
qua tng dung GPS trén dién thoai, sau mbi 30 gidy.
N6 ciing hién thi vi tri cac tram can giam sat mot cach
tryc quan trén ban d6 GoogleMaps, thong qua thu
vién GoogleMaps APIs [9], dugc cung cap mién phi
boi Google nhu hinh H.10.
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3.3 Tin nhén cénh bio c6 diéu huéng

Tin nhdn ma nhan vién tng ctu nhan dugc ludén di
kém mot lién két diéu hudng, nhu hinh H.11. Tur dir
liéu vi tri cua nhan vién rng cru va vi tri noi xay ra sy
b, phan mém sé& dinh tuyén dudng di chuyén tot nhit
trén mg dung ban d6 GoogleMaps, gilip nhan vién
{mg ctru ¢6 cai nhin tryc quan va nhanh chéng tiép
can dia diém can tmg ctru (hinh H.12).

DPé xac dinh duogc vi tri nhin vién Ung ciru nao gﬁn
noi can tmg ctru nhat trong danh sach nhan, hé thong
s¢ tinh khoang cach giita hai diém A(Xaya) Va
B(Xg;Yg) dua theo cong thirc :

AB= (g X2 )2 - (Vg -Ya)?  ©

Trong do, Xi , yi ‘i:A,B la vi d¢ va kinh d¢ tuong

(g cua vi tri 2 diém A va B.

Khi nhan vién tng ctru truy cap lién két didu hudng,
ho s€ nhan duoc ban dd goi y dudng di tdt nhét, nhu
hinh H.12.
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4. Keét luan

Bai bdo da trinh bay giai phap xay dung hé thdng hd
trg tmg ctru sy ¢b an ninh, dé gop phan néng cao chat
luong dich vu giam sat an ninh, ma nhu cau xa hoi
dang dat ra. HE thong xay dung phan mém quan ly
Alarm Manager giao tiép bang tin nhan SMS véi cac
thiét bi giam sat da lap dat ¢b dinh tai nhiéu dia diém,
cling nhu xac dinh dugc vi tri ctia nhan vién (cong tac
vién) dam nhiém vai trd tng ctru sy ¢d. Khi hé thong
tiép nhan canh bao tir mot dia diém can giam sat, no
s& diéu nhéan vién gan nhét tiép can mot cach kip thoi.
Thir nghiém hé thong cho thdy két qua hoan toan dap
g duoc yéu cau thiét ké. Cac ca nhan, doanh nghiép
hoan toan co thé mg dung dé nang cao chit luong
dich vy, vé6i chi phi thép.
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