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TOM TAT— Bai bdo tdp trung nghién cleu cde vén dé an toan giao thirc truyén thong SCADA. Mang SCADA (Supervisory Control
and Data AchISItlon) la cong ngh¢é truyen thong dé thu thap dir liéu tir nhitng thiét bi, co s¢ tir xa va giki cdc 1énh diéu khién dén
cde co cdu chap hanh. DO nhu cdu két hé thong SCADA véi mang doanh nghiép va internet, vi vdy nhitng b phdn SCADA la muc
tiéu ciia cdc cuge tan cong mang, thong qua myc tiéu do ma nhiing ké tan cong c6 thé dé dang ddnh sdp co so ha tang quan trong
va nén kinh té ciia quoc gia d6. Pé bio vé mang SCADA, chiing 161 tdp trung vdo giao thirc truyén théng chia dwoc thiét ké an toan.

An todn thong qua giao thirc, V6i myc dich sira déi cdu tric ciia giao thire nham dam bdo tinh todn ven, xdc thuc va chong phat lai.

Trong cau triic dé xudt ching t6i sir dung hai thudt todn dé cdi thién tinh bi mdt va todn ven ciia dir liéu, dénh ddu thoi gian dé
chéng phdt lai.

Tir khéa— SCADA, CRC, an toan, bi mat, xac thuc.
I. GIOI THIEU

SCADA (Supervisory Control and Data Acquisition) 1a cong nghé truyén thong dé thu thap dir liéu tr nhitng
thiét bi, co s& tir xa va giri cac tin hiéu didu khién dén cac co cu chap hanh. Mang SCADA gbm nhimg may tinh va
nhimg (g dung thyc hién cac chirc ndng quan trong trong viéc cung cap cac dich vy va san pham thiét yéu (nhu xir 1y
nudc thai, phat dién, truyén tai va phan phdi). Hé thong SCADA[18] 1a nhirng hé théng ndi b va cac Umng dung cta no
dugc mo rong sang cac mang dién rong theo sur phat trién cia cong ngh¢. Ban than hé thong SCADA phan nio dugc an
toan va giéi han nhitng van dé an ninh. Do nhu ciu cua su két ndi thi ngay nay cac hé thong SCADA duogc két ndi véi
mang cong ty va internet, khi do6 mang SCADA khong con la bat kha xam pham v6i cac cude tan cong. Nhimng h¢
thdng nay dugc thiét ké chu yéu tap trung vao cac chirc ning va hiéu sudt va chua duoc quan tim dich ddng dén van dé
an ninh an toan.

Khi ma cac hé théng SCADA dugc két ndi voi mang cong ty va internet [1] thi nhitng hiém hoa dbi véi van dé
an toan mang hién httu. Nhirmg hiém hoa nay 1 nhitng mdi de doa dén nén kinh té ciia dat nudc va doi séng cua ngudi
dan Khi nhitng ké tin cong xam nhdp va cac bd phan cua mang SCADA thong qua do6 co thé pha hity cac co sé ha
tang quan trong va gay ton that cho nén kinh té cua quoc gia do. Cac cude tan cong tiém an nhing hanh dong lam can
tro hodc gian doan cac dich vu tai chinh, tat cac hé thong cung cap dién nang. Trong khi hé thong diéu khién truyen
thong hién dai va viéc tinh toan cung cép nhirng co hoi 1on dé cai thién h¢ thdng cung ung dién nang dap tng nhu cau
t6i wu hiéu sudt san xuat dién va kha nang phuc hoi khi gap su cb thi chung ciing lam cho cac hé théng va qua trinh vat
1y dé bi tAn cong c6 chu  tir bén trong va bén ngoai.

II. MANG PIEU HANH GIAM SAT CONG NGHIEP

So v6i cac hé thdng cong nghé thong tin (IT) thi hé thdng mang SCADA c¢6 cic yéu ciu cao hon vé do tin cdy,
do tré va thoi gian hoat dong, vi vay khong phai tat ca cac gidi phap an toan mang IT déu c6 thé ap dung vao trién khai
cho mang SCADA. Bi mat, toan ven va san sang la nhirng méi quan tdm chinh trong ca hé thdng IT va SCADA. Sén
sang dugc uu tién hang dau trong cac hé thong SCADA con bi mét 1a mdi quan tim chinh trong mang IT. Cin phai
phan tich cac mdi de doa va nhitng 156 héng khac nhau anh huéng dén qua trinh véan hanh cia hé théng SCADA.

Hé théng SCADA 1a phin 15 cta cac hé thdng mang ty dong héa va mang cong nghiép tao nén co sé ha ting
quan trong qubc gia. Theo truyén thong thi nhimg hé thong nay duoc trién khai doc lap khong ¢ cac két ndi ra bén
ngoai. Nhung ngay nay, do nhu cau két ndi ting lén tir hé thong SCADA v6i mang cong ty va internet (diéu khién tir
xa), tir d6 ciing dé 15 ra nhiing 15 hong tir nhimg moi hiém hoa tin cong mang. Cac bo phan SCADA[2] dugc coi la
nhiing myc tiéu uu tién trong cac tan cong mang thong qua chung ma cac ke tan cong co thé dé dang danh sép cac co
s& ha tang va nén kinh té ciia qudc gia d6. Cac cudc tin cong nhu vy c6 the ngit cac hé thong cung cap dién, lam gian
doan céc dich vu tai chinh va tir d6 can tré cdc hoat dong can thiét ctia quic gia.

Bao vé hé thong SCADA dé thyc hién céac chirc nang giam sat va diéu khién cac co sé ha téng tién ich nhu dién,
khi dét, nuoc,... 1a rat quan trong li€n quan t6i an ninh quéc gia. Bét ky 16 hdng nao trong hé théng nay déu c6 thé gay
ra nhimng mdi de doa nghiém trong c6 thé pha huy hodc gian doan qué trinh hoat dong cuia chung. Trong céc ing dung
quan trong, chién thuat diéu khién phu hop s& ngan chan viéc thuc thi bét ky hanh vi doc hai hogc chua biét 1o nao. pé
bao vé hé thong SCADA, thi quan trong 1a phai ndm dugc nhitng nguy co mét an toan cua hé thong dé c6 thé trién khai
cac giai phap bao mat thich hop dé ngan chin cic cudc tan cong mang.

Viée thiét ké cac giao thuc trong mang SCADA[15],[16] truyén thong chua quan tdm t6i an toan. An toan hé
thong SCADA thong qua giao thirc truyén thong 1a mot giai phap hop 1y dé giai quyét nhing mdi de doa vao hé thong.
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Giao thirc DNP3 (Distributed Network Protocol Version 3) 1a giao thirc dugc st dung dé giao tiép giita thiét bi
Master va Slave trong cac co s ha ting quan trong. An toan giao thirc DNP3 1a chu dé trong tim trong bai bao nay.
DNP3 dugc thiét ké dé tdi wu viée truyén dir lidu thu thap dwoc va cac cau 1énh diéu khién giira thiét bi master va slave.
N6 dugc thiét ké riéng cho cac tmg dung SCADA, khong phui hop trong méi trudng internet. Giao thirc DNP3 [10],
[12] 12 mot giao thirc hién dai, mé va manh mé trong modi truong SCADA. DNP3 hoat dong & tang thir 3[5] (ting tng
dung trong md hinh EPA) ban du duoc dé xuat bai IEC (International Electro technical Commission) sau nay EPA
(Enhanced Performance Architecture) duoc cai tién bang cach thém vao tang gia chuyén van (pseudo transport layer).

A. Téng ieng dung

Tang ung dung cung cip cac chirc ning chuan hoa, dinh dang dir liéu va thii tuc cho viée truyén tai cac dir liéu
thu thap dwuoc nhu cac gia tri do, cac thudc tinh va cac I1énh diéu khién mot cach hidu qua [4]. Cac dich vu tang tmg
dung duoc sir dung dé giri cac thong diép dén cac thiét bi DNP3 va nhén cac thong diép tir cac thiét bi DNP3 khac. Mot
doan (fragment) 1a mot khdi cac octet chira nhitng thong tin yéu cau va hoi dap dugc truyén giira thiét bi master va thiét
bi bén ngoai. Cau triic doan & tang Gmg dung c6 hai dang:

e Doan yéu ciu (request fragment)
e Doan hdi dap (response fragment)
Trong doan yéu cﬁg, phan dau gém 2 byte: 1 byte la diéu khién tng dung, 1 byte 1a ma ham chirc ning. Trong
doan hoi dap, phan dau gom 4 byte: 1 byte 1a diéu khién ing dung, 1 byte 1a ma ham chuc nang, 2 byte chi thi bén
trong.

B. Tang gid chuyén vin

Téng nay cho phép chia nho thong di€p. N6 thyc hién chia doan dir liéu dai ¢ tang ung dung thanh cac don vi
dir liéu co kich thude ¢6 dinh trong qua trinh truyén va ghép ching lai tai bén nhan.

C. Ting lién két div ligu

Tang lién két dir licu truyén dit liéu trén kénh truyén thong dén thiét bi dich. Tai ting nay thyc hién mot s6 chirc
nang nhu dong goi, gan dia chi dich va ngudn. N6 ma hoa phan dir liéu chira dir liéu duoc truyen tir ting gia chuyén
van xudng v6i phan dau lién két dir liéu c6 do dai cb dinh. Dir liéu da ma hoa dugc truyén trén kénh truyén thong.
Khung lién két dir 1iéu DNP3 ¢6 khdi phan dau d6 dai cb dinh (10 octet), tlep theo 1a cac khéi dir liéu tly chon. M6i
khéi két thuc bang mot ma kiém tra 161 CRC (Cyclic Redundancy Check) 16 bit. Khung dit lidu c6 do dai 292 octet.

D. Tang vit Iy
Tang vat 1y 1a tang lam nhiém vu truyén cac thong diép trén céac thiét bi truyén thong vat 1y.
III. AN TOAN MANG DPIEU HANH GIAM SAT CONG NGHIEP
A. An toan thiét b

Thiét bi trong mang diéu hanh giam sat cong nghiép d6i khi ¢ nhirng vi tri rit xa, vi vay an toan thiét bi dwoc
dat 1én hang dau trong qua trinh thiét ké va trién khai nhitng thiét bi nay.

B. An toan giao thirc

An toan khong duoc thiét ké trong giao thirc DNP3. Giao thirc DNP3 khong c6 cac ky thuat méa hoa va xac thuc
trong cdu tric ciia n. Ké xam nhap c6 thé sir dung cac cong cu phan tich giao thirc nhu “Ethereal” hodc nhing k§
thuat da biét khac dé chan bat cac khung dix liéu DNP3. H¢ qua 1a ke tan cong bt cac khung dir liéu khong mi hoa
(ban r6) tir mot Ung dung mang hé thong SCADA. Bing cach do, ké tin cong s& ¢ dugc nhimg dia chi dich va dia chi
ngudn cia cic thiét bi trong hé thong. Ké tin cong co thé sir dung nhirng khung dir liéu khong duoc ma hoa chira
nhing thong tin diéu khién va nhiing thong tin thiét 1ap hé thong trong nhitng tin cong tiép theo vao cac thiét bi khac
trong hé thong SCADA hogc nhirng thiét bi thong minh IED (Intelligent Equipment Device). Nhiing tin cong nhu vay
c6 thé tat cac phan mem MTU, tit may tinh MTU, hodc lam cho cac RTU ngung hoat dong. Ngoai ra, ke tan cong co
thé thay ddi cac tham sb cai dat trong IED, bd diéu khién hodc toan b hé thong SCADA, diéu do khong nhiing lam
cho thiét bj khong thé hoat dong khi can, ma con gay 13i bus, 16i duong truyén, gian doan cac dich vu [13].

Toan ven va xac thyc la v6 cung quan trong trong mang diéu hanh giam sat cong nghiép khi ma cac thao tac dur
li€u trai phép cua d01 phuong c6 thé giy ra nhirng hau qua vo cung nghiém trong. Nhing tan cong ké dung gitra, phat
lai, chéi bo truc tiép vao nhitng mang nay trong truong hop thiéu nhirg nguyén tic xac thyc va toan ven. Do do, giai
phap an toan giao thire trong mang diéu hanh giam sat cong nghiép 1a mot giai phap toi wu. Phan tiép theo s& trinh bay
vé giai phap dé xuat nay.

C. Gidi phdp an toan dé xuit

Trong phan ndy xem x¢ét cac khia canh an toan tmyen thong cua giao thirc DNP3 trong mang SCADA. Chang
to1 tap trung vao cai tién an toan giao thirc DNP3 dé giam thiéu mbi de doa trong hé thong SCADA. Chu yéu tap trung
vao phan bd lai cac byte trong giao thirc, v6i nhitng phan bd lai d6 chiing t6i sir dung cac thuét toan nhu CRC cai tién,
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mit md AES (Advanced Encryption Standard), danh du thoi gian (TS — TimeStamp) va chit ky s6 dé dam bao céc
khia canh an toan. Giao thirc DNP3 truyén thong chi sit dung CRC d€ phat hién 10i trong qué trinh truyén [9], [11].
Chung t6i dé xuat hai hinh thirc an toan sau:

e Ma hoa gdi tin DNP3.
e Cai tién céu tric bén trong giao thirc DNP3.
St dung 34 byte ngoai 272 byte PDU (Protocol Data Unit) lién két DNP3 dé cho muc dich an toan va toan ven.
Chung t6i phan phoi lai cac byte nay dé tang cuong pham vi dir li€u va an toan cho giao thirc DNP3 bang su sap xép lai
nhu sau:

New LH Header (4 byte)

Key Sequence Number (4 byte)

Original LH Header (8 byte)

Payload Data (256 byte)

CRC cai tién (4 byte)

TimeStamp (4 byte).
Trong giai phap dé xudt cia chung t6i, thong diép dwoc bao vé bang mat md AES cai tién [17] va giai thuat
CRC cai tién dé xac thuc, danh dau thoi gian (TimeStamp) chéng phat lai, nhu trong Hinh 1.

Iy 0
z New LH Header
= 3
% Sequence Number
el 7 —
g z Original LH Header
& a0 15
=3 =)
= 2
g g Payload Data
5| S
SV £ o
=4
g| 275
] TimeStamp
¥ 279

Hinh 1. Cu tric gi tin giao thirc DNP3 d& xuit (MoDNP3)
Trong giao thirc d& xuat (MoDNP3), thong diép duoc bao vé bang:

e Thuat toan ma hoa/ giai ma AES: AES cung cap tinh bi mat bang cach ma hoa dir liéu.

e Thuat toan CRC cai tién dé xac thuc di liéu trong giao thirc: CRC cai tién gitp giup xac thyuc dit liéu & ca bén
giri va bén nhan. Trong CRC cai tién, sir dung 4 byte trong giao thirc MoDNP3.

e Danh dau thoi gian (TimeStamp): st dung giao thirc NTP (Network Time Protocol)[7] dé danh déu thoi gian,
str dung 4 byte.

1. Thuét todn ma hoa AES cai tién

AES cai tién [17] 12 ma khdi dbi ximg c6 d6 dai khoa thay ddi (128, 192, 256). N6 dwoc Rijndael d& xuit nim
2001. Thuét toan AES gdm hai phan: Phan mé rong khéa phuc vu cho cac vong mi va phan ma hoa. Trong phan mo
rong khoa, khoa dau vao co thé 1a 128, 192 hodc 256 bit. Qua trinh ma héa dir liéu gdm 10, 12, 14 vong thyc hién ma
hoa tuong ung va6i cac do dai khoa 128, 192, 256.

Trong kich ban ctia chiing t6i, s6 thir tw khoéa KSN (Key Sequence Number), phan du gdc, dir liéu, CRC cai
tién va danh dau thoi gian (TimeStamp) dugc mi hoa bang thuat todn AES cai tién nhu thé hién trong Hinh 2. Tong
272 byte dugc cho qua thuat toan ma hoéa AES, 1a ma khéi dbi xung, mdi khdi co do dai 128 bit. Khoa ma cua AES co6
do dai 128, 192, 256 bit. N6 1a mot thudt toan ma hda du manh véi cac giao thire sir dung trong mang SCADA.

2. Thuat toan CRC cai tién

CRC gitip cho viéc xac thuc dir liéu ¢ cd bén gui va bén nhan. Trong CRC cai tién, sir dung 4 byte. Trong CRC
st dung mdt da thirc sinh dé chia _thong diép dé tim ra phan du goi 1a CRC[3], [8]. Pé c6 CRC r bit ta can da thirc sinh
phai c6 béc r. Bé tim da thic phan du bén gui bo sung thém r bit ‘0° vao thong diép m bit va chia da thir gdbmm +r
bit d6 cho da thirc sinh. Dt liéu dugc truyén gdm m bit thong diép gdc, tiép theo 1a r bit CRC. Phuong phap CRC[6],
[14] thuc hién trén thong diép nhu da thac trén truong GF(2). Tai bén nhén, nguoi nhan st dung chung da thirc sinh d6
dé chia thong diép nhan dugc. Néu da thirc phan du tim dwgc sau khi chia thong diép nhan duge d6 bang 0 thi théng
diép khong c6 161, nguoc lai la c6 16i.

Trong giao thitc MoDNP3, thong diép ban dau c6 thé biéu didn dudi dang da thuc: P(x) = ay_,x¥ ™' +
ay_»x""2 + -+ a;x* + a,, biéu dién dudi dang nhi phan 13 [ay_jay_s ... a;ao), a1 12 bit c6 trong s6 cao nhat, ng la
bit c¢6 trong so thap nhat.
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‘ Téng gid chuyén van __Data Téi da 2048 byte
‘ NH ‘ ‘KSN‘ ‘ OH ‘ Téng lién két di¥ ligu

(tdi da 292 byte)

&
[NH [ksN] oH [ Data ‘PD/F

ancanal]

ci tién
__

[NH [ksN] oH [ pa [ PD [crRC]Ts|
Trong dé:
NH: New Header
KSN: Key Sequence Number AE.S
OH: Original Header algorithm

PD: Padding
CRC: Cyclic Redundancy Check
TS: TimeStamp

[NH [ksN| OH [ pata | PD |cRC|TS|
TAng vét ly ‘ NH ‘KSN‘ OH ‘ Data ‘ PD ‘CRC,T—S‘

Hinh 2. Ciu trac bén trong cia MoDNP3

Trong viéc tinh CRC, ludn ludn két hop voi da thic sinh G(x) ¢ bac M, G(x) dugc biéu dién dudi dang da thic
G(x) = gux™ + gy—1xM~1 4 -+ go, dang nhi phan [gy gy -1 - Gol-

Trong thuét toan CRC ci tién, chia thong diép ban ddu gom N bit [ay_;ay_; ... ao] thanh n doan, mdi doan co
M bit. Khong mat tinh tong quat, N = nM, v&i N 1a s6 bit ciia thong diép ban dau, M 1a s6 bit ciia mdi doan, n 1a s6
nguyén duong. Trong giao thirc MoDNP3, thong diép gdm 272 byte duoc chia thanh 68 doan (Sy, Sy, ... Se7), mdi doan
4 byte, nhu dugc thé hién trong Hinh 3.

T | ]

x&}yg
X

CRC

Hinh 3. CRC cii tién

Trong d0, S;(x) = agriym-1X""1 + -+ apy.
Thong diép goc s& 1a: P(x) = Sp_1xV "1+ S,_,xV "2 4+ -+ S, (1). Va Si(x) 1a doan tht i cta thong diép gde.

V6i thong diép gde 1a P(x) va da thuc sinh G(x), chiing ta c6 thé tinh CRC bang cach bd sung M bit 0 sau bit c6
trong s6 thap nhit va chia théng diép sau khi dia bd sung cho da thic G(x). Két qua Ila:
CRC[P(x)] = (P(x)x™) mod G (x) ... (2). Tir (2) va tinh chat dong du, viéc tinh trén cic doan thong diép da chia (1)
nhu sau: CRC[P(x)] = S,,_1 ()™ mod G (x) + -+ + Sox™ mod G (x). O day, S;(x) mod G(x) = S;(x).

S ()x M mod G (x) = S;(x) mod G(x)x M mod G(x), véi i =0, 1, 2, ..., n-1. Véi béc cia da thic
Si(x) trong mdi doan nho hon M. Xac dinh hé s6 A, 4 = X" ™ mod G(x) v6ii=0,1,2, ..., n-1.

Sau @6 tinh CRC nhu sau: CRC[P(X)] = St ® 40.1® ... @Sy ® .
Str dung da thirc sinh G(x) dé tinh A. Dé tinh cac thanh phan cua A, ching ta c6:

457X mod G(X) = {Qu.1 + G2 +... +0o}
2:=x* mod G(x) = {4 ® Ao}
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An=x™ mod G(x) = A"

Két qua ta co (Ao, Ay, ...,An), sau d6 tinh CRC nhu sau: CRC(P(X)) = Sp1 ® 1p1® ... DSy @ .

Phép toén ®, @ trong céac biéu thirc trén 1a phép nhan va phép cong trén truong GF(2) (Galois Field).
Thuat toan CRC cai tién duge mo ta nhu sau:

B1. Thong diép N bit, chia thanh n doan [S,.1S,.2...S:So] va mdi doan c6 kich thude M bit (N = nM).
B2. Khoi tao da thirc sinh G(x) véi bic M dong thoi tinh cac hé s6 A (nhur da trinh bay & trén).

B3. Nhan n-cip trén truong GF(2) dong thoi va sau d6 thye hién phép XOR thu duge CRC.

) Thong di€p ban dau s& duogc chia thanh 68 doan, mdi dpan 4 byte. Nhitng doan nay s€ st dung tl}ue_it toan CRC
de tao ra xdc thue thong diép. Trong Hinh 3 m6 ta CRC cai tién. Trong thudt toan CRC dugc st dung d¢ dam bao tinh
toan ven cua thdng diép trong giao thirc SCADA. O day 4 byte dugc st dung trong CRC trong 20 byte va nhiing byte
con lai phyc vu trong tuong lai. Do d6 giao thirc ndy s€ dugc xac thyc va toan ven bang cach sur dung thuét todn md
AES cai tién va CRC cai tién nhu da trinh bay ¢ trén. Véi giai phap nay chung t6i sip xép lai cac byte cua g1ao thuc
DNP3 dé dam bao tinh bi mat, toan ven va xac thuc. Trong giao thirc ndy ching t6i da thay d6i mot sb cach sap xép
thdng tin trong giao thirc d¢ dam bao tinh an toan cta giao thirc. Phin m¢ dau LH ban dau va dir liéu Payload dugc ma

hoa bang thuat toan AES dé dam bao tinh bi mat ctia thong diép. 4 byte phan CRC dé xuit cua chung t6i dugc st dung
dé xac thuc thong diép. 4 byte danh dau thoi gian duoc str dung dé chdng tan cong phat lai trong SCADA.

3. Danh dau thoi gian

Danh dau thoi gian duoc bén nhan sir dung két hop voi khe thoi gian ndi bo dé kiém tra tinh méi ctia goi tin vira
nhan. Giai phap nay s dung mot sd tuan tu 4 byte don gian va duoc cung cap cho tat ca cac thiét bi DNP3 véi nhiing
khe thoi gian ¢6 kich thude hiru han dé x4c minh tinh méi cua goi tin. Do d6, giai phap nay khong nhitng thuan tién ma
con hoan toan an toan. Viéc trién khai thyc té sir dung cac danh dau thoi gian NTP (Network Time Protocol)[7] phu
hop trong viéc danh gia tinh méi cua goi tin voi d§ chinh xdc cao. Tat nhién, viéc thyc hién cac danh dau thoi gian
NTP yéu cdu mot may chu NTP trong kién trac SCADA dé cung cép mot xung nhip ddng bo dang tin cdy cho tat ca
c4c thiét bi tham gia truyén théng. Tai bén nhan, sau khi giai ma thong di¢p thi thiét bi Slave phai d6i chleu danh diu
thoi gian nay véi thoi gian trong khoa phién (trong phan 4.), néu hai thoi gian nay kh6p nhau thi méi tiép tuc thuc hién
hanh dong trong thong diép, nguoc lai thi Slave bo qua hanh dong yéu cau niy vi c¢6 thé 1a mot tan cong phat lai.

4. Quan ly khoa trong MoDNP3

Viéc quan ly khoa trong MODNP can don gian phu hop voi méi trudong mang SCADA. Bugc thyc hién trong
qua trinh cau hinh thiét bi Primary Master, Secondary Master va cac thiét bi Slave dé thiét 1ap ket ndi khdi tao giira
ching;

MoDNP3 request
Master Slave

-t
)

ModDNP3 response

M_CSDLKhoa S_CSDLKhoa

0 Primary
1 Secondary KSN

Slave <J Master
Address KSN Session Key

L—» Time Stamp

Slave -
Session Key

Hinh 4. Truyén théng trong SCADA/MoDNP3

Thiét bi Master tao va quan ly mot co s& dit liéu khoa an toan “M_CSDLKhoa” cho cac khoa phién ding chung
v6i cac Slave (Hinh 4). Co so dit liéu nay bao gdm 4 truong: Pia chi Slave duoc sir dung nhu mét chi sé khoa, khda
phién ding chung, danh dau thoi gian dé giéi han viée sir dung khoa ding chung trong thoi gian dinh trude va s thir ty
khéa. Thiét bi Master goi ham “M_TaoKhoa” dé tao ra mot khéa phién duy nhat khi ma khoa phién cii da hét han. Ham
“M_BosungKhoa” dé thém mot khoa phién mai vao co s dir liéu khoa.

Thiét bi Slave phai duy tri hai khoa phién, mot khoa dé truyén thong voi thiét bi Primary Master, khoa con lai dé
truyén thong vai thiét bi Secondary Master (Hinh 4). Co sé dit liéu nay c6 3 trudong va 2 ban ghi: (0, Khéa phién thiét
bi Master chinh (Primary Master Session Key) va 1, Khoa phién thiét bi Master thtr hai (Secondary Master Session
Key), Sé thtr tyr khoa (Key Sequence Number)). Him “S_ BosungKhoa” dé cap nhat khoa phién méi vao co sé dit liéu
khéa va ham “S_BosungSTTKhoa” dé cap nhat s6 thir ty khoa KSN vao co s& dit liéu khoa.
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IV. KET LUAN

Khi hé thong mang diéu hanh giam sat cong nghi€p bi xam nhap trai phep, ké tan cong c6 thé tir d6 pha huy
nhung cong trinh quan trong ciia qudc gia. Nhitng hiém hoa tir nhitng mang nay 1a rat 16n, n6 anh huorng dén an ninh
ctia dat nude, anh huong t6i tinh mang ciia ngudi dan. Trong bai bao ndy, ching toi nghién ciru vin dé an toan giao
thirc truyén théng trong mang diéu hanh gidm sat cong nghiép. Dé bao vé cic mang SCADA, ching t6i hudng toi
nhitng giao thirc ma khi xdy dung ching ban dau chwa c6 nhimg thudc tinh an toan. V&i muc dich thay d6i céu tric bén
trong ciia cac giao thirc d6 dé tao ra giao thirc toan ven, xac thuc hon, chéng tin cong phat lai. Trong cdu tric giao thirc
dé xuat, str dung hai thuat toan dugc dé cai tién kha ning an toan va toan ven ciia phan Payload. Chiing toi d4 sir dung
4 byte cho CRC cai tién, 4 byte danh dau thoi gian va con lai 12 byte trong cau triic dé cho nhitng cai tién trong tuong
lai. Myc dich la tang tinh an toan cua giao thirc truéc nhimng hiém hoa trén mang diéu hanh giam sat cong nghiép.

TAI LIEU THAM KHAO
[1] Anupam Saxena, Om Pal, Zia Saquib, Dhiren Patel, “Customized PKI for SCADA Systems Network™, Int. J. of Advanced

Networking and Applications. 282. Volume: 01, Issue: 05, Pages: 282-289 , 2010.

[2] Athar Mahboob, Junaid Zubairi, “Intrusion Avoidance for SCADA Security in Industrial Plants”, Collaborative Technologies
and Systems, 2010.

[3] David C. Feldmeier, “Fast Software Implementation of Error Detection code”, IEEE/ACM Transactions on networking,
December 1995.

[4] Distributed Network Protocol (DNP3), IEEE Standard for Electric Power Systems Communications 2012.
[5] DNP3 Application Note AN2003-001, http://www.dnp.org.

[6] D. V. Sarwate, “Computation of Cyclic Redundancy Checks via Table Lookup”, Communications of the ACM, vol. 31, no. 8
1988.

[7]1 D. L. Mills. Internet time synchronization: The network time protocol. IEEE Transactions on Communications, 39(10):1482—
1493, October 1991.

[8] H. Michael Ji, Earl Killian, “Fast Parallel CRC Algorithm and Implementation on a Configurable Processor”, IEEE 2002 vol3.

[9] M. Bellare, P. Rogaway, “Entity authentication and Key distribution”, in Advances in cryptology-CRYPTO 93, Leture notes in
computer Science, Springer 1994.

[10] Munir Majdalawieh, Francesco Parisi- Presicce, Duminda Wijesekera (2006), “DNPSec Distributed Network Protocol Version
3 (DNP3)”, Security Framework Advances in Computer, Information and Systems Sciences and Engineering 2006.

[11] P. Rogaway, M. Bellare, J. Black, “OCB A block —cipher mode of operation for efficient authenticated”, ACM Trans. Inf. Syst.
Secure 2006.

[12] Robert Dawson, “Secure Communication for Critical Infrastructure Control System”, University of Queensland 1997.

[13] Safeguarding IEDs, Substations, and SCADA Systems Against Electronic Intrusions by Paul Oman, Edmund O. Schweitzer,
111, and Jeff Roberts - Schweitzer Engineering Laboratories, Inc. Pullman, WA USA.

[14] Sanjay M.Joshi, Pradeep K. Dubey, Marc A. Kalpan, “A new parallel algorithm for CRC Generation, Communication”, ICC
IEEE International Conference 2000.

[15] S. Bhagaria, S B Prabhakar, Z Saquib, “Flexi-DNP3: Flexible distributed network protocol version 3(DNP3) for SCADA
security”,Recent Trends in Information System 2011.

[16] S Saiwan, P Jain, Z Saquib, D Patel, “Cryptography key Management for SCADA System An Architectural Framework”,
Advances in Computing Control, & Telecommunication 2011.

[17] V. Sumathy & C. Navaneethan, “Enhanced algorithm for strong encryption”, International Journal of Advances in Engineering
& Technology, Sept 2012.

[18] Zia Saquib, D. Patel, R. Rajrajan, “A configurable and efficient key management scheme for SCADA” International Journal of
Research and Reviews 2011.

A NEW METHOD FOR ENHANCING SECURITY ON NETWORKED
INDUSTRIAL SUPERVISORY AND CONTROL SYSTEM
Nguyen Dao Truong, Nguyen Doan Cuong, Nguyen Duc Tam

ABSTRACT— This paper investigates security issues of SCADA communication protocol. SCADA stands for Supervisory Control
and Data Acquisition, a communication technology which collects data from distant facilities and sends control signals to actuators.
Due to the need to connect SCADA systems with corporate networks and the Internet, so SCADA components are considered to be
profoundly privileged targets for cyber attacks through which hackers can easily demolish the nation’s critical infrastructure and
economy. In order to protect the SCADA networks, we focus on the protocols as they were not designed with inherent security
features. Security system through protocol hardening is the main focus of this paper. The goal is to modify the structure of such
protocols to provide more integrity and authentication. In the proposed structure, two algorithms are used to enhance the security
and integrity of the payload and using timestamp againt replay on the network.



