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TOM TAT— Trong mang tiy bién di déng cdc nit ¢é the tu di chuyen tir vi tri ndy sang vi tri khdc, viée di chuyén nay lam cho cdu
triic mang thay doi theo thoi gian thuc va dnh hudng rdt lom dén chat liong dich vu ndi chung ciia toan mang. Viéc tinh toan dg tin
cdy ciia mang gap rat nhiéu khé khan vi tinh phi cdu tric ciia mang. Bdi bdo ndy dé xudt phirong phdp tinh d@¢ tin cdy ciia mang diwa
trén viéc phdan cum mang nham giam tinh phirc tap cia cdu triic mang trong viéc tinh todn va tir d6 dp dung phwong dn dir phong dé
ndng cao dg tin cdy ciia mang tiiy bién di déng.

Tir khéa— Mang tiy bién di dong, dé tin cdy, phan cum mgng, du phong.
I. GIO1 THIEU
A. Pic diém ciia mgng MANET

Dic diém mang tuy bién di dong MANET (Mobile Ad-hoc Network) dugc cAu tric tir cac node mang khong
day c6 dic tinh tw cdu hinh va truyén thong da budc. Do dic tinh tiy bién nén MANET c¢6 thé cung cap modt mién rong
c4c ung dung dich vu cho cic ving mang cuc bd va do thi nhu: Mang cong ddng, mang hd trg khan cép, cac diém truy
nhdp cong cong, cac trng dung cho quan doi, cac ing dung tinh todn nhing va phan tan, cac dich vu theo khu vyc va
mang cam bién, ...

Bén canh cac vu diém, MANET phai ddi mat v6i mot loat cac thach thire do chinh ciu tric mang tao ra vi du
nhu: tinh ty tri cua cac ndt, diéu hanh phéan tan, dinh tuyén da budc, cau hinh mang déng, cong suat tiéu thu va sy
khong 6n dinh cia moi trudng, lién két khong day,...

Trong mot mang MANET céc niit ¢6 thé tu di chuyén tir vi tri nay sang vi tri khac, viéc di chuyén nay lam cho
cAu tric mang thay doi theo thoi gian thyuc va anh hudng rat 16n dén chét lugng dich vu nodi chung cua toan mang. Xét
mot mang MANET theo khong gian phang 2 chiéu viée xac dinh do tin cay ciia mang 1a van dé quan trong ¢ y nghia
rat 16n d6i vai viée trién khai cac mang MANET trong thyc té.

Céc nut mang trong mang c6 ngudn ning lugng han ché vira dam bao nhiém vu truyén nhan dit liéu vira dam
bao nhiém vu chuyén tiép do d6 tai timg thdi diém md nut mang c6 vai trd khac nhau, vai tro nay n6 thay déi lién tuc
theo thoi gian. Nhu nhom tac gia [3] dé xuét huéng tiép can “khong-thdi gian” cho t6i uvu ving phi cia mang nhim
giai quyét ca hai yéu t6 1a tinh phi cAu tric ciia mang va tinh da nhiém cta nut mang.

Theo [4] d& xudt huéng tiép can khi tinh d6 tin cdy ctia mang cam bién khong day di dong (MANET) dua trén
viéc md hinh hoa ca‘iu tric ctia mang tai timg thoi diém dang xét dudi dang db thi roi dya trén cau trac d6 dé tinh ra do
tin cdy cua mang, vé co ban phuong phap nay dya trén hai tham sO chinh 1a: d¢ tin cdy ctia timg nut va do tin cdy cua
lién két giira cac niit theo cu tric clia mang.

B. Tinh dj tin cdy dwa trén viéc phén cum mang

Thoi gian hoat dong khong 15i clia cac nit mang 14 dai lugng dic trung cho kha niang khong 16i ctia né trong
khoang thoi gian t. Do tin cay P(t): cia phan tir hodc ciia hé thong 1a x4c suat dé trong sudt khoang thoi gian khao sat t,
phén tir 46 hodc hé thong d6 van hanh an toan [1].

Tir ddc diém cua mang dit ra nhiéu thach thirc trong tinh toan danh gia do tin cdy cia mang, mot trong nhiing
phuong phap dang dugc nhiéu nghién ctru lya chon hién nay la phan chia mang thanh cac phan cum nho va trén cac
phan cum nay sé& tién hanh tinh toan va danh gia timg phan cum rdi tién dén danh gi4 toan mang dya trén mdi quan hé
gitra cac phan cum véi nhau.

II. PHAN CUM MANG
A. Phan cum mgng dong nhat

) Céc tac gia [2, 5, 6] dd chia mang MANET thanh cac phin cum (cluster) mang va dua trén cac phan cum nay
dé tinh d¢ tin cdy cua toan mang, goi C la tip cac phan cum khi d6 ta co:

C= {Cl, Cy e, Cp } v6i B 1a s6 phan cum trong mang. 1)

V6i phuong phap phan cum nhu trén s& giam do phuc tap cua cdu hinh mang, gia st xét mot mang MANET
V6i a nut thi khi d6 s lugng cau hinh ¢6 thé c6 caa mang sé 1a ¢ = 2(@*(@=1)/2 ¢ay hinh. Gia sir mang MANET nhu
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trong hinh 1 (24 nat mang) ta c6 sd lugng ciu hinh c6 thé c6 1a € = 2?4241/ = 2276 rong khi néu sir dung
phuong phap phén cum thi ¢6 C s€ nho hon rat nhicu va dg tin cdy cua toan mang s& khong phu thudc vao timg cau
hinh cu thé cua timg phan cum ciing nhu viée tinh toan tré nén don gian hon.

Cluster-3

.
Chanter-f) ) . ". ‘

Hinh 1. Phan cym mang MANET
V6i S dinh nghia 1a tap cdu hinh hé thong:
s=U,c @)

Dit P, la d¢ tin cay cua phan cum C;, khi d6 d9 tin cay cua toan mang s¢ la:

P(S) =i, P, 3)
Néu mang 13 chia déu va ddng nhat thi cong thirc (3) s& thanh 1y tuéng la:
P(S)=Pf @)
B. Phan bé nGt mgng trong phan cum

Theo [7], gia sir cac nit mang dwoc phan bd ngau nhién trong mot viing mang dién tich Q, xét mot kich ban
mang hinh ludi c6 cac nat dugc phan bd nhu mot qua trinh Poisson hai chieu véi mét d6 y trong mat phang. Xac suat
dé tim thay k nat trong mot mién dién tich Q 1a;

@ *
P, = VTe v+ (5)

III. UOC LUQNG PO TIN CAY CUA PHAN CUM MANG CO SU DUNG NUT CH
A. Nat CH

Trong MANET, khi chia mang thanh S phan nhu cong thirc (2); véi mi phan cum ¢ € € dinh nghia mot head
node (clusterhead node-CH node) duoc ky hi¢u la h(c) cua phan cum phdi la mot nat ma khoang cach cua né den cac
nat con lai trong phan cum phai nhé hon hozc bang ban kinh truyén dan r ciia nut d6 [6], tac la:

Vc € C,Vi € ¢, dist (i,h(c)) <r (6)

Cluster-2

Cluster-1

Cluster-3

M: CH-node

Hinh 2. Phan cum str dung nat CH
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Nut CH yéu clu c6 nguén nang lugng cao hon cac nlit con lai trong mang béi khi td chirc theo phan cum, mbi
khi mot niat CH hét ning luong hay ra khoi ving (dia 1y) ciia mot phan cum thi s& kich hoat mot hoat dong “phan cum
lai” (reclustering) ctia toan bo cac nut trong phan cum, ban than hanh dong phan cum lai nay doi hoi tiéu ton mot ning
lwong khong nho, do dé do tin ciy cta phan cum phan nhiéu phu thudc vao do tin cdy cia nhitng nut CH nay [6].

Vi viée sir dung cac niit CH nay dam bao céc nat thanh vién trong phan cum ludn trong pham vi truyén cua
CH, mbi khi né di chuyén ra khoi phan cum va ra nhap phan cum khac van khong kich hoat hoat dong “phan cum lai”
toan bd mang boi khi d6 chi 1a viée xir 1y tai cac niat CH ciia mdi phan cum c6 bién dong vé céu trac mang (khi thém,
bt thanh vién).

B. Uéc lugng dj tin cdy ciia phan cum c6 CH node

Theo nhém céc tac gia [3, 5, 6] viéc lva chon mot nut 1am NGt CH dya trén ngudn ning lugng con lai cua mot
n{t so véi tong nang lwong trung binh cua cac ndt trong nhom, viéc lua chon theo tiéu chi nay dam bao nit CH la nut
¢6 nang luong 16n hon cac nit con lai trong nhém va ¢am bao cau tric ciia nhom xoay quanh niit CH duoc duy tri lau
hon, tuy nhién viéc lya chon theo huéng nay c6 nhitng han ché nhit dinh nhu: d6 tin cay ciia mot nut khi dat trong vain
dé truyen thong khong hoan toan phu thugc vao mirc ndng lugng hién ¢6 cua nit do, boi & véi mot nit con rat it ning
luong (vi du con dudi 5% nang lugng) nhung ¢ Vi tri két ndi thuan loi thi hoat dong truyén thdng noi nhém van dam
bao tot thi s& co do tin cdy cao hon nhiéu so véi mot nit CH ¢6 nhiéu ning lwong nhung & vi tri khong thuan lgi cho
céc nit trong nhém truyén thong cho nhau. Ngoai ra cc cong thirc tinh todn ning lugng suy hao trong truyén thong
déu dwa trén khoang cach gitra nut giri va niit nhan.

Do d6 trong bai bdo nay xac dinh viéc chon mot nit CH cho mot nhém dua trén vi tri cia nat do sao cho
“thudn loi nhat” trong lién két ndi nhom, dé xuat phuong an dy phong cho nit CH theo phuong an dy phong lanh [1]
(hinh 3).

Cluster-2

Cluster-|

Cluster-3

M  CH-node

. Spare-node

Hinh 3. St dung nat du phong trong phan cum

Ménh dé: cho mot phan cum c6 n niit, phan cum goi la hoat dong (trong trudng hop nay khong tinh dén lién két ngi
nhém cua cum) khi c6 toi thiu k (O<k<n) nit hoat dong, gia su cac nut mang la dong nhat va c6 do tin cay la p(t). Khi
d6 do tin cay Pc(t) cua phan cum (vai toi thiéu k nat hoat dong) sé la:

Pe(t) = XI5 G — p(O) 'p(O™ U]

Chitng minh: Xét truong hgp cum cd n ndt hoat dong thi do tin cay cia cum sé& la P, (t) = p(t)", trong truong hop cd
01 ndt bi hong thi do tin cay cia cum s& 1a P,(t) = CL(1 — p(t))p(t)" ", trong truong hgp 02 nit hong ta cé
pP,(t) = C,Zl(l —p(®)*p(H)™2, trong truong hop n-k nit hong (c6 k ndt con hoat dong) P, ()=
G (= p@®)" " p®".

Xét mot phan cum ¢6 su dung nat CH (d6 tin cdy cua nut CH nay la p ., (¢)), gid st phan cum c6 n nit mang
ddng nhét, phan cum chi duoc coi | hoat dong khi cé k nit hoat dong (ménh d&) va nit CH node hoat dong. Vay dé tin
cay cua phan cum sé la:

Pe(t) = peu () * p(D)" (8)
C. Ning cao dj tin cgy cua phan cum dua trén de phong cho nut CH

Trong mdi phan cum ndt CH ¢6 vai tro rat quan trong, no dugc coi 1a nat diéu khién caa ca phan cum, trong
cac mang cam bién khong day viéc chon mét ndt 1am nat CH c6 thé dya trén khoang céch caa nat d6 vai cac nit con
lai hay dya trén nguon nang lugng con lai cua n6 so véi cac ndt con lai trong phan cum, trong pham vi bai bao nay
chiing t6i khong dé cap dén vi tri hay ngudn ning lugng hién c6 caa mot nit CH, bai béo tap trung giai quyét phuong
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an dy lay m nit (n-m>k) bat ky xung quanh niit CH 1am niit du phong véi mot ring budc 1a n théa man cong thic (6),
nham nang cao do tin cdy cua ndit CH, dy phong cho niit CH c¢6 02 phuong an dy phong la [1]:
e Du ph()ng nong: la cac nat Iam‘ du phong hoat dong ddng bd véi thanh phan dwoc du phong va sin sang thay
thé bat ctr IGc nao khi thanh phan du phong bi 16i.
e Du phong lanh: la cac nit lam du phong khong dugc str dung cho dén khi thanh phan dugc du phong bi 16i
can duoc thay thé, n6 s& phl hop véi nhitng nit mang c6 ngudn ngan lugng han ché.

Trong truong hop nay sir dung phuong an du phong lanh, tic la cac nut 1am du phong s€ khong hoat dong cho
dén khi nat CH bj 13i thi n6 s& chuyén sang gitt vai tro 14 ntit CH.

Sau day sé& tinh dén d tin cdy cua phan cum trong cac trudong hop lan luot ¢6 1 nat, 2 nat, 3 nat lam du phong
lanh [1] cho nat CH, c6 tinh dén yéu cau tdi thiéu ¢ k nat hoat dong nhu néu trong ménh dé ¢ trén, tir cong thirc (5),
(6), (7) va (8) suy ra:

e Nut CH c6 01 nut du phong:

Pei(t) =
(e ) pey (6) ("™ + CAa (1 = PEIP(E)™ + CE_y (1 = p(O))2P ()" 3+, +CAE ¥ (1 —
PO (D)) = (L2 =0 pe () (p(O)" + BI2 €Ly (1 = p(0) p(O")

(9)
e Nut CH c¢6 02 nut dy phong:
Pe; (t) =
((y;‘?) e ") (pey ()2 + 2(1 = Py (E)Pei () Y PO 2 + Ch_y (1 = p(E)P(O)" 4. +ChF (1 —
PO *p(0)) = (L2 =) (pgy (602 + 2(1 — pen () () (P2 + B2 €1, (1 -
p(®)'p(®" ) (10)
e  Nut CH c6 03 nat dy phong:
Pes(t) = (25 6=0"D) (py (6)° + 3(1 — pn ()pen () + 3(L — pen (£))?pen () ) ()"~ +
Cn-3(1 = p(O)P(O)"*+.. +CZITA - pO) () =
(L2 6= (py (6)* + 3(1 — Pon ()Pen (B + 3L — pen ()P () ) (p(O)™ + TIF* €y (1 -
p(O))'p®)"37) (12)

Véi Q trong treong hop ndy tring véi mién truyén dir liéu cia cde it CH (va cde nit dwoce chon la dw phong).
IV. PHUONG AN DU PHONG SU DUNG PHAN CUM LOI
A. Phén cum I6i

Xét mang MANET c6 N nit cam bién duoc phan thanh B phan cum véi mdi cum ¢ a nit mang (N=p*a). Bac
diém cua cac nat trong mang MANET vira 1a nGt nhan va gui tin ciing ddng thoi 1a nit chuyén tiép (router) trong
mang. Vi vay cac nut ¢ trung tam cua mang s& ¢ Xac suit lam router cao hon cac nit & ving bién, do d6 anh huéng rat
I6n dén kha ning két ndi va truyen tin thanh cong trong mang, day ciing la nit s& t6n nhiéu nang lugng trong thoi gian
hoat dong cua nd Vi tat ca cac truyén thong giira cac nit & cac ving bién xa nhau déu di qua cac nut trung gian ¢ Vung
trung tam (hinh 4) [4]. Vén dé dat ra ¢ day 1a trong k¥ thuat phan cum véi nhiing nit & viing trung tam can c6 co ché
du phong nham dam bao viing nay ¢6 do tin cay cao nhit.

('\5 w\ii’f _3

Hinh 4. Phan cum IGi
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B. Tinh dé tin c@y ciia mang

Goi phan cum I8i Cy, vai s6 nut 1a o vay khi d6 cong thie (3) d6 tin cay ciia mang sé la:

P(S) =P, + 15} P, (12)
C6 nhiéu cach dé tang d tin cay ciia phan cum I8i nay, trong bai bao nay dé xuét ba cach:

e Céch tha nhét: st dung 1, 2, 3 nit du phong lanh nhu ¢ cac cong thuc (9), (10), (11) hodc sir dung m nit du phong
cho nit CH (3<m<k); & cach nay cac nit du phong can duoc hra chon dam bao sao cho thoa mén (5) va (6).

e  CAch thu hai: do la cym 161 nén wu tién cac nat dy phong cho cum nay, trong cum nay ngoai cac nat hoat dong
binh thudng kém véi no la cac nit du phong cung thudc tinh twong tu n6 va dugc du phong theo phuong thirc
du phong lanh nhu trén [1]. Khi d6 so lwgng nat & cum trung tam Cy, s& 13 2a.

e Céach thu ba: tong hop ca hai cach trén, tirc 1a ngoai cac nit CH dwoc du phong theo cach thir nhat thi ban than
cac nat thanh vién cua phan cum 13i dugc du phong theo cach thir hai. Cach tinh d6 tin ciy theo cach nay suy
ra tir cach tinh cua hai cach trén.

Tinh d9 tin cdy cua phén cum 151 theo cach thir 2, cum 10i s& gdm 20 trong d6 ¢o o nit du phong cho a nut
hoat dong, trong bai bao nay xét mang la dong nhat tirc 1a cac nut deu c6 do tin cay la p(t) khi do co the coi phan cum
16i gom a nat véi d6 tin cay cta moi ndat la;

p'(®) = p®) + (1= p@®) *p(t) = 2+ p(t) — p*(t) (13)
T hai cong thire (8) va (13) ta co:
Pe, (8) = peu () * ' () = peu (8) * (2 xp(t) — p?(6) )* (14)

V. KET LUAN VA HUONG NGHIEN CUU

Trong bai bao nay da trinh bay phuong phap tinh do tin cdy cho mang MANET duya trén ky thuat phan cum,
trong d6 viéc st dung ham tinh xac suét tim thiy k nat mang trong mét mién dién tich Q 1am dai lugng dic trung cho
kha nang két ndi trong ndi bd phan cum giita cac nut voi nhau thdng qua nit CH, vira dam bao tinh don gian cua viéc
tinh toan do tin cay dwa trén cau hinh, vi tri cia nat CH ciing nhu nhitng nat dy phong cho né.

Trong bai bao nay cac phép tinh toan déu duoc xét trong diéu kién gan véi tham sb k (14 s6 nut tdi thiéu can
thiét dé mot phan cum duoc coi la hoat dong). Bai bao ggi mé hudng hoan thién cong thirc (8) tinh d tin cdy ctia phan
cum mang c6 tinh dén d6 tin cdy cua lién két mang thong qua “khoang cach” giira cac nat trong phan cum 1a mot ham
phu thudc khoang cach va ning luong giita cac nut voi ntit CH trong cac phuong an du phong nham dam bao nat CH
c6 do tin cay cao nhét.

Hudng nghién ctru tiép theo ctia nhom sé& tap trung vao tinh toan do tin cdy cua lién két gitra cac nit trong
phan cum, van dé anh huong vi tri cta cac nit dbi voi nang luong dé truyén thong, van dé suy hao ning luong trong
truyén tin gitra cac nit va nang luong tiéu hao khi chuyén ving [8, 9]. Viéc dua ra dugc mét mo hinh tinh dg tin cay
cua lién két dua trén do phu vira dam bao giam sy phu thudc vao tinh phirc tap rat 16n cta ciu hinh mang vira gan duoc
v6i van dé nang luong trong tinh toan do tin ciy ciia ban than cac nat va day ciing 1a hudng nghién ciru tiép theo.

VL. LOI CAM ON

Nhom tac gia bai bao nay bay to long cam on ddi véi Dy an san phdm cong nghé cao cua Bo Cong thuong "Ung dung
cong nghé bao dam an ninh, an toan mang va bi mat thong tin & mirc cao dé phat trién b giai phap an toan an ninh
mang LAN cho co quan nha nuéc va doanh nghiép".
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A PROPOSED RELIABILITY ESTIMATION METHOD FOR MANET BASED
ON CLUSTERING ALGORITHM AND NETWORK REDUNDANCY

Le Khanh Duong, Le Quang Minh, Nguyen Anh Chuyen, To Huu Nguyen

ABSTRACT— In mobile ad-hoc network, nodes can move from location to a new location, this movement makes network topology
changes in realtime and greatly influenced to the quality of services of the network. The calculation of the reliability of the network
encounters many difficulties because of the network unstructured. This paper proposes a method for calculating the reliability of the
network-based clustering to reduce the complex of network structure in calculation and thereby applying the contingency plan to
improve the reliability of mobile ad-hoc network.

Keywords — MANET, Reliability, Clustering, Redundancy.



