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TOM TAT—Tdn cdng ngdp lut can tré qué trinh khdm pha tuyén va ting hao phi truyén thdng cia giao thire dinh tuyén AODV trén
Mang MANET. Trong bai bdo nay, ching téi dé xudt gidi phap xay dung tac tir di dong bao mdt SMA ¢6 khd ndng phdt hién tdn
cdng ngdp lut, dong thoi tich hop SMA vao thugdt toan kham phé tuyén cia giao thizc AODV tgo ra giao thizc an ninh tén l1a SMA-
AODV. Si dung NS2, chiing t6i danh gid tdc hai cia tan cdng ngdp lut dén giao thic AODV va hi¢u qua phat hi¢n tdn cong cua
giao thizc an ninh SMA-AODV trong mdi triréng mang c6 cac nit di chuyén ngdu nhién.

Tir khéa—AODYV, SMA-AODV, MANET, giao thic, tdn cong ngdp lut.
1.GIOI THIEU

Mang tiy bién di dong (MANET) la mot mang khong day déac biét, voi uu diém 1a kha niang hoat dong doc 1ap
khong phu thudc vao co so ha tang mang c¢b dinh, chi phi thép, trién khai nhanh va tinh di dong cao. Cac nut trong
mang MANET phéi hop v6i nhau dé truyén thong nén dam nhan chirc nang ciia bd dinh tuyén. [1]

Dich vy dinh tuyén duoc cung cAp tai ting mang (Network Layer) 1a muc tiéu cua nhiéu loai tin cong tir chdi
dich vu (DoS [3]), tiéu biéu 1a tin cong ngép lut (flooding attacks [4]). Hinh thue tan cong nay duoc thyc hién bang
cach nat doc hai gui tran ngdp cac goi hé thong cho cac nut khong ton tai trong mang, hodc truyén mot lugng 16n cac
g6i dir liéu vo ich dé gay nghén mang. Két qua 1a tao ra bio quang ba gbi tin trén mang, lam tang hao phi truyén thong,
giam kha ning d4p ung tai mdi nat vi phai xir ly cac goi tin khong can thiét. Hinh thtrc tin cong nay dé dang thyc hién
v6i cac giao thie dinh tuyen theo yéu cau, tiéu biéu nhu giao thirc AODV. Giao thirc AODV [5] str dung co ché kham
pha tuyen khi can thiét rat phu hop véi mang MANET. Nut nguon mudn giao tiép voi nut dich ma khong co tuyén
dudng dén dich thi ngudn phai khoi dong qua trinh kham phé tuyén bang cach quang ba goi yéu cau RREQ. Nut dich
tra 101 tuyén vé ngudn bang cach giri goi tra 10i RREP, g6i HELLO va RERR dugc st dung dé duy tri tuyén. AODV la
giao thirc tiéu biéu thudc nhém giao thirc dinh tuyén theo yéu cu nén tin tic d& dang thuc hién tin cong ngap lut trén
giao thirc nay, tiéu biéu la tin cong ngap lut goi HELLO, gbi RREQ va g6i DATA [6][7].

a) Ngap lut géi HELLO

Goi HELLO duoc phat dinh ky dé thong bao su ton tai cua nit voi lang gleng trong mang khong day, day la
diém yéu bi tin tic loi dung de phat tran ngdp goi HELLO budc tat ca cac nat lang giéng phai tiéu ton tai nguyén va
thoi gian xtr y goi tin khong can thiét. Hinh thirc tan cong nay chi gdy hai dén cac nut lang giéng ciia nut doc hai.

—» RREQ -» DATA > HELLO @ Nt doc hai < Rét goi
Hinh 1. M6 ta tin cong ngap lut trén mang MANET

b) Ngép lut goi DATA

Hinh thirc tin cong ndy chi gay hai tai mot sO nut trong mang, dé thyc hién tan cong, nut doc hai phat qua murc
g6i DATA dén mot nit bat ky trén mang, diéu nay anh huong dén kha nang xir 1y ciia cc ndt tham gia dinh tuyén dir
liéu, tang hao phi bang thong khong can thiét, gdy nghén mang va rét goi.

c) Ngap lut goi RREQ

Goi yéu cau tuyén RREQ duoc sir dung dé thuc hién kham pha tuyén khi can thiét, vi thé tin tic loi dung goi nay
dé phat quang ba qua muc 1am tran ngédp luu lugng khong can thiét trén mang. Tén cong ngap lut géi RREQ 1a gay hai
ning nhat, béi né anh huéng dén kha nang kham pha tuyén cta tit ca cac nut khac trong hé thong, tao ra cac con bio
quang ba goi tin trén mang dé chiém dung bing thong, tiéu hao tai nguyén tai cac nit va tang hao phi truyén thong.

Tiép theo, bai bao trinh bay cac cong trinh nghién ctru lién quan dén phat hién, ngan ngira tan cong. Phan 3
trinh bay giai phép xay dung tac tir di dong bao mét (SMA) va tich hop SMA vao co ché kham pha tuyén ciia AODV
nhidm phat hién tdn cong ngap lut. Phan 4 trinh bay két qua danh gia bang mé phong trén NS2 va cudi cung 1a két lun.
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II. CONG TRINH NGHIEN CUU LIEN QUAN

Thoi gian qua, dd c6 mot sb nghién ctru phong ngira tin cong ngap lut, cac giai phap da dé xuat chu yéu tap
trung theo hudng ngan ngira va phat hién tan cong.

Cac giai phap ngan ngira tin cong st dung co ché “chl’rng thuc, toan ven va chong chdi tir” dua trén nén tang
chir ky s6 hodc ham bam c6 uu diém 1a kha ning bao mat rat cao, co thé ngan ngira nhiéu hinh thirc tin cong xuét hién,
tiéu biéu nhu: SAODV [8], ARAN [9], SEAR [10], va SEAODV [11]. Tuy nhién, thoi gian kham pha tuyen 16n 1a mot
tré ngai khi img dung vao thuc té. SAODV [8] dugc tac gia Zapata cai tién tir AODV c6 thé ngan ngura tan cong mao
danh. Tuy nhién, ton tai cia SAODV chi hd trg ching thyc tir dau-cudi (end -to-end), khong hd trg ching thyc tai mdi
nat (hop- by hop) nén nit trung gian khong thé ching thue goi tin tir nat tién nhiém. Ngoai ra, SAODV chua c6 co ché
quan ly cap phat khoéa cho nit, nat doc hai c6 thé vuot qua rao can an ninh bang cach st dung b khoa gid mao.
Sanzgiri da dé xuat giao thirc ARAN [9] tién bd hon SAODV, goi kham pha tuyén RDP trong ARAN dugc ky va
chimg thyc tai tat ca cac nut trung gian (hop-by-hop) va chimg thuc end-to-end. Ngoai ra, ARAN di b sung co ché
quéan 1y cip phat khoa cho nat. SEAR [10] dugc Li thiét ké sir dung ham bam dé xay dung bd gia tri bam gin véi mdi
nut, duoc ding dé chimg thue cac goi tin kham pha tuyén. Trong SEAR, dinh danh (ID) cua niit dwoc mé hoa cing véi
gia tri SN va HC nén ngin ngira tin cong lap tuyén. Tuong tw, SEAODV [11] dwoc phat trién tir AODV bang cach sir
dung lugc d6 chimg thyc HEAP véi khoa dbi ximg va ham bam dé bao vé goi tin kham pha tuyén. Thong qua mo
phong, tic gia di cho thly SEAODV bao mat hon va c6 hao phi truyén théng thip hon AODV.

Nguoc lai, cac giai phap phat hién tan cong c6 uu diém 13 it anh huong dén chi phi kham pha tuyén, tuy nhién
kha nang an ninh khong tot bang cac giai phap theo huéng ngan ngira tan cong. Trong [4], Ping da trinh bay mot giai
phap an ninh chéng lai tin cong ngap lut dua trén tién trinh xir Iy g6i RREQ goi 1a phuong phap FIFO. Tac gia cho
rang d6 vu tién ciia mot nit ti 1 nghich véi tan so phat song RREQ. Cac nut thyuc hién yéu cau tuyén qua nhiéu s& ¢
vu tién thap va s& bi loai khoi qua trinh dinh tuyén. Tuy nhién, chi tiét chon gia tri ngudng uu tién dé phat hién tan
cong ngdp lut g6i RREQ chua dugc trinh bay cu thé. Van dé nay duogc khic phuc trong [12], tac gia Ping cling da trinh
bay giai phap phat hién tan cong ngap lut goi RREQ, g6i DATA. De ¢6 thé phat hién tan cong ngdp lut gbi RREQ, mét
gia tri ngudng dwoc thiét 1ap dua vao dir lidu cua tat ca lang giéng. Ngoai ra, vin dé phat hién tan cong ngdp lut goi
DATA ciing dugc trinh bay dya vao dir liéu nhan duogc tai tang ng dung. Trong [7], Jiang dé xuat mot hé thong tudng
vé kép (DDWS) dya trén ky thuat tiét kiém nang lwong nham giam thiéu tac dong ctia cac cude tan cong ngap lut trong
giao thire dinh tuyén AODV. Duya trén thong s6 RREQ RATE-LIMIT dinh nghia trong tiéu chudn RFC, mot niit mang
khoi tao RREQ duoc wu tién theo téc do dong chay véi ba cap do: hop phép, vira phai va manh m&. Cac gdi RREQ
nhén duoc tir mot nit c6 mot vu ti€n hang déau duoc chuyén tiép, nguoc lai s& bi loai bo. i v6i cac nat c6 mot wu tién
vira, chinh sach nang cap va ha cap do uu tién duoc ap dung theo su thay dbi tc d6 dong chay RREQ cua nut. Trong
[13], Desilva da trinh bay vé tan cong ngép lut goi RREQ va tac hai dén thong lugng mang dya trén s6 luong cac nit
doc hai. Pé giam thiéu nhitng anh hudng cta cc cudc tan cong ngap lut, ho dé xuat mot luge do thong ké goi tin huy
thich tng. Phuong phap nay dua trén ky thuat danh gia do tré ngau nhién dé theo ddi cac géi tin vira nhan dugc trong
mot khoang thoi gian. Cubi cting, hd so ciia mot nut duoc tao ra va gia tri nguong dugc tinh vao cubi mdi ky lay mau.
Gi4 tri ngudng ndy dugc st dung dé nhan biét xuit hién tin cong ngap lut goi RREQ hodc binh thuong. Tuong tu,
trong [14] tac gia Balakrishnan da trinh bay giai phap thém thanh phin méi vao moi nit ¢6 nhiém vu theo ddi ngudng
gi6i han sb goi tin yéu cu tuyen cua tat ca lang giéng. Giai phap nay da giai quyét van dé phat hién tin cong ngép lut
g6i RREQ, nhung chua giai quyét van dé tan cong ngap lut goi DATA.

III. GIAI PHAP PHAT HIEN TAN CONG NGAP LUT

Trong ba hinh thirc tan cong ngap lut trén giao thirx AODV gdm tin cong ngp lut g6i HELLO, RREQ va
DATA thi tin cong ngap lut goi RREQ Ia nguy hai nhét vi n6 dé dang tao ra bdo quang ba. Bai bdo nay tép trung vao
giai phap phat hién hinh thirc tan cong ngap lut goi RREQ bang cach dé xuat tac tir di dong bao mat mai tén 1a SMA.

1. P& xuit tac tir an ninh SMA (Security Mobile Agent)

Téc tir [15] 12 mot thuc thé vat 1y hodc mé hinh logic c6 tinh ty tri, tinh di dong, tinh théng minh, tinh thich
nghi, tinh cong tac va tinh an ninh I diém quan trong ciia SMA. Khi xdy dyng mé hinh kiém tra an ninh trong MSA
nhdm phét hién tdn cong ngap lut g6i RREQ, chling t6i sir dung mot s6 khai niém lién quan nhu: Thoi gian kham pha
tuyén, khe thoi gian kham pha tuyén va khe thoi gian kham pha tuyén t5i thiéu.

e Thoi gian khdam phd tuyén 1a khodng thoi gian tir luc thuc hién khdm pha tuyén dén khi nhan tra 16 tuyén
duoc tinh theo cong thue 1, trong d6 s 1a thoi diém kham phaé tuyén, e 1a thoi di€m nhén tra 161 tuyén.
t=e—-s 1)
*  Khe thoi gian kham pha tuyén la khoang thoi gian gitra hai lan kham pha tuyén dugc tinh theo cong thirc 2,
trong d6 e; 1a thoi di€ém nhén tra 101 tuyén thi i, S;+ 1 thoi diém thue hién kham pha tuyén tiép theo.

T= Siia 6 )
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o Khe thoi gian kham phd tuyén toi thiéu ciia mét niit 13 khoang thoi gian tbi thiéu gitta cac 1an kham pha tuyén
tai mt niit mang dugc tinh theo cong thuc 3, trong dé6 m 1a so6 lugng khe thoi gian kham pha tuyen.

T, =Min(T, ), Vi=1m

3)

o Khe thoi gian kham phd tuyén toi thiéu ciia hé thong 1a khoang thoi gian tbi thiéu gitra cac 1an kham pha tuyén
trong toan hé thong dugc tinh theo cong thic 4, trong d6 n 1a so6 lugng nut mang.

TS in

min

= Mln(TJ );Vj =

(4)

Goi kham pha tuyen (RREQ) cho phép nut ngudn kham pha tuyén den dich khi can thiét, trong moi truong
mang binh thuong thi s0 lan kham pha tuyén phu thudc vao nhu cau dinh tuyén tai mdi nit nén tang suat kham pha
myen thap. Tuy nhién, khi xuét hién nut doc hai thuc hién hanh vi tin cong ngap lut goi RREQ thi tang suit kham pha
tuyén day dic, day 1a dic diém ma ching t6i st dung dé xay dung mé hinh cho phép phat hién niit doc hai nhu hinh 2.

Xay dung biéu dd
khe thoi gian

Tinh khe thoi gian t6i thiéu
(Tmin) cia moi nat

Tinh khe thoi gian t6i thiéu
(TSmin) ctia hé thong

Quyét dinh

Budce

4

Kiém tra

Hinh 2. M@ hinh kiém tra an ninh ciia SMA nhim phét hién tin céng ngap lut géi RREQ

Hinh 2 cho t}}éy qua trinh kiém tra an ninh cia SMA gdm hai giai doan cco ban la hud'iy luyén va kiém tra.
Trong d6, giai doan kiém tra chi dugc thuc hién sau khi thuc hién xong qua trinh huan luyén, chi tiét cac budc nhu sau:

Bugre 1: Trong giai doan hu‘én luyén, tit ca cac nit s& thu thap thong tin kham pha tuyén cta cac nut khéac
trong hé thong nham xay dung bi€u do khe thoi gian, hinh 3 mo ta biéu do khe thoi gian tai nat N;.

Bude 2: Sir dung dir liéu vao la biéu d6 khe thoi gian kham phé tuyén dugc xay dung tai bude 1, 4p dung
cong thuc 3 dé tinh khe thoi gian toi thieu (T j,) cia moi nut.

Budéc 3: Dya vao dir ligu da thu thip tai budc 1 va 2, 4p dung cong thirc 4 dé tinh khe thoi gian toi thiéu
(TSmin) ctia hé thong. Pay la gia tri ngudng dé kiém tra an ninh tai budc 4.

Nt
tl tz t3 t4 t5 t6
NI il Sl oo - - —-------- = Thoi gi
T T, T. T, T orsan
S1 [ Sy €, S3 €3 Sy €4 Sg €5 Se ©p v
a) Cua nat Ny tai nut N;
Nt
t’l T1 t? T? t’-l T’-l tA
Nn ——------- R —— R  — —
tt, T b T, {3 Ty 14 Ts ts Tse t
N2 — -/ - - - -~ == = = 1~ ~ ~ — I
g . R T — .
N t T, t, Ts &) Ta ta N ts T 7 Thoi glan
1 1 S2 2 93 €3 S4 €4 5 S5 56 Cp e

b) Cua hé théng tai nut N;

Hinh 3. Biéu db khe thoi gian kham pha tuyén

Budre 4: Khi hét thoi gian huén luyén, mdi nit s& kiém tra an ninh khi nhan dwoc yéu cau tuyén RREQ tir nut
nguodn bat ky N;. Néu khe thoi gian kham pha tuyén ctia nat N; nho hon khe thoi gian kham phd tuyén t6i thiéu cia hé
thong (T < TSpn) thi xuat hién tan cong ngép lut.

2. Pé xuit giao thire SMA-AODV

Giao thirc AODV nguyén ban chap nhan tat ca cac géi RREQ kham pha tuyén tir nit ngudn bat ky, day la
diém yéu bi tin tic loi dung dé thuc hién tin cong ngap lut g6i RREQ. Giai phap cta chung t6i 1a tich hgp SMA vao
qué trinh kham pha tuyén ciia giao thirc AODV tao giao thirc SMA-AODV c¢6 kha ning phat hién tan cong ngép lut gbi
RREQ, chi tiét thuat toan kham pha tuyén cai tién dugc mo ta tai hinh 4.
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Hinh 4. Thut toan kham pha tuyén cai tién trong giao thire SMA-AODV

Thuat toan kham phé tuyén trong SMA-AODV (hinh 4) cho théy trong giai doan huén luyén thi giao thirc SMA-
AODV hoat dong nhu giao thie AODYV, tat ca goi RREQ nhan dugc déu duoc chap nhéan va tiép tuc quang ba goi RREQ
dén tat ca lang gicng dé kham pha tuyén. Piém khac biét so v6i AODV la tac tir SMA thu thap thong tin dé tinh khe thoi
gian ti thiéu ctia hé théng (TSmin), day la gia tri co s¢ dé phat hién tin cong ngap lut goi RREQ, vi vdy yéu cdu trong giai
doan nay 13 hé théng khong dugc ton tai nuat doc hai. Sau giai doan huén luyén, nat N kiém tra an ninh g6i RREQ nhén
dugc tir N; trude khi quang ba dén lang giéng. Néu khe thoi gian kham pha tuyén (T) ciia g6i RREQ nho hon khe thoi
gian kham pha tuyén 6i thidu ctia hé thong (TSmin) thi xudt hién tin cong ngép lut, g6i RREQ bi huy.

IV. PANH GIA KET QUA BANG MO PHONG
1. Théng s6 md phong va tidu chi danh gia

Chung t6i str dung h¢ m6 phong NS2 [16] phién bdn 2.35 dé danh gia tac hai cua cac hinh thirc tan cong ngap
lut goi RREQ den kha ning dinh tuyén cia giao thirc AODV va hiéu qua phat hién tan cong cua giao thic SMA-
AODV. Téng s6 5 md hinh mang dugc st dung ¢ md phong, mdi mo hinh mang ¢6 100 ndt binh thuong va 1 nut doc
hai, hoat dong trong pham vi 3200m x 1000m, c4c nit mang chuyén dong ngiu nhién vé6i vén tdc di chuyén thay déi
t6i da 10m/s theo md hinh Random Waypoint [17], kich ban dugc tao boi cong cu ./setdest trén NS2.

e === Bang 1. Thong s6 mé phong trén NS2
s Thong sb Giatri
. e . Khu vuc dia Iy 3200m x 1000m
. hles s "X “ & NG Viing thu phat séng 250m
o? = & ‘~ , Z5 MRy Thoi gian m6 phong 200s
Rt = R Téng sé nut mang 101 (1 nat déc hai)
S OFIONT & . *s Van tdc di chuyén (m/s) 1..10
. e o, : _' S = Dang truyén théng CBR (Constant Bit Rate)
. * ¢ o " S6 két noi 10 UDP
Kich thudc goi tin 512(bytes)
" Hang doi FIFO (DropTail)
Giao thuc dinh tuyén AODV va MSA- AODV
Hinh 5. Giao dién m6 phdng trén NS2 Thoi gian huin luyén 49 giay
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Giao thirc mé phong la AODV va SMA-AODV, thoi gian mé phong 200s, vung phat séong 250m, hang dgi
FIFO, c6 10 két ndi UDP, nguén phat CBR, kich thudc goi tin 512 byte, nut doc hai ding yén tai vi tri trung tam (1600,
500) va thyc hién hanh vi tin cong ngap lut goi RREQ bat dau tai gidy thir 50, ngudn phat UDP du tién bat dau tai gidy
thir 0, c4c ngudn phat tiép theo cach nhau 5 gidy. Nt tham gia ludng di liéu (ntit ngudn, dich) gdm {(0, 19); (3, 56); (6,
93); (21, 77); (41, 59); (62, 91); (65, 73); (80, 12); (84, 32); (99, 40)}. Trong qua trinh m6 phong c6 5 ngudn phat CBR
ngung tir gidy 100 dén gidy 150 thi phat lai. Chi tiét cac thong sb mo phong dugc tong hop trong bang 1.

Dé danh gia tac hai ctia tan cong ngap lut goi RREQ va giai phap cai tién giao thirc AODV nham phat hién tan
cong, ching toi str dung mot s6 tiéu chi la: Hiéu qua phat hién goi RREQ doc hai, hiéu qua kham pha tuyén (gom thoi
gian kham pha tuyén trung binh, s6 1an khdm phé tuyén), ty 1& giri géi tin thanh cong, théng lugng mang, hao phi
truyén thong, thoi gian tré trung binh.

*  Hiéu qua phat hién goi RREQ doc hai: Thong sO cho biét kha nang phat hién géi RREQ do nut doc hai st
dung d¢ thyc hién tin cong ngép lut.

e Hiéu quad kham phd tuyén: Thong sé cho biét tac hai cua tén’ cong ngdp lut va hiéu qua an ninh cua SMA-
AODV, dugc danh gia dva vao thoi gian kham pha tuyén va so lan kham pha tuyén.
e Ty ¢ guri gi tin thanh cdng: Thong s6 cho biét ty 16 goi tin giri dén dich/tong sb goi tin da gii.
e Thong heong mang: La thong sb do lwong thong tin truyén thong, dugc tinh bang (tdng sb gbi tin guri thanh
cbng * kich thudce goi tin) / thoi gian mé phong.
e Hao phi truyén théng: Thong sé cho biét tong s goi tin didu khién tuyén da gui, hodc chuyén tiép tai tit ca
nat mang.
e Thoi gian t,re: trung binh: Thong sé do khoang thoi gian trung binh dé dinh tuyén mot goi dir liéu thanh cong
tor nguon dén dich.
2. Két qua méd phong
a) Hiéu qua phat hlen g61i RREQ ddc hai
Biéu do sb lwong gbi RREQ doc hai bi phat hién (hinh 6) cho thdy sau 200s mo phong, giao thirc SMA-
AODV di phat hién 45285.8 go6i RREQ doc hai trong tong s6 45814.8 gbi RREQ bi phat hién, ty 1& dung 1a 98.85%.

Sb go6i RREQ phat hién sai 1am la 529 goi (ty 1€ 1.15%), nguyén nhan la nat ngudn phat goi yéu ciu tuyén qua nhanh
nén khe thoi gian kham pha tuyén (T) nho hon khe thoi gian kham phé tuyén tdi thiéu ciia hé thong (TSpin).

¥ Trae Avarags —et— soerare, Muate Ferege
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Hinh 6. S6 luong goi RREQ ddc hai bi phat hién

b) Thoi gian kham pha tuyén

Biéu dd thoi gian kham pha tuyén (hinh 7) cho thiy sau 200 gidy mé phong thi thoi gian trung binh mdi lan
kham pha tuyén (ADRD) ctia AODV la 0.188s trong mdi trudng binh thuong va 0.411s trong moi trudng mang bj tin
cdng, tang 218.86%. Giao thirc SMA-AODV c¢6 kha nang phat hién t4n cong nén ADRD la 0.274s, chi bing 66.64%
so voi AODV khi bi tin cong. Nhu vay, tan cong ngap lut da ngan can qua trinh kham pha tuyén cta giao thirc AODV
nén thoi gian kham pha tuyén cia AODV ting cao khi bi tan cong, tuy nhién kha ning an ninh da lam giao thirc SMA-
AODV c6 ADRD cao hon AODV trong moéi truong binh thuong.
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Hinh 7. Thoi gian kham pha tuyén
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¢) S 1an kham pha tuyén

Biéu do s6 lan khdm phé tuyén (hinh 8) cho thiy sau 200s mé phong trong méi truong mang binh thuong thi
trung binh sb 1an kham pha tuyén (ANDR) cua hai giao thirc gin twong dwong nhau, AODV |4 2.744 va SMA-AODV
14 2.75. Tuy nhién, trong mdi truong mang bi tan cong thi trung binh mdi nat phai thuc hién 2.886 1an kham pha tuyén
dbi v6i AODV va 2.674 lan kham pha dbi véi SMA-AODV. Piéu nay cho thy tdn cong ngap lut d ngin can qua trinh
kham phé tuyén nén ANDR ctia giao thirc AODV cao hon SMA-AODV khi bi tdn cong.
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Hinh 8. S6 14n kham pha tuyén tai mdi nut

d) Ty 1€ giri goi tin thanh cong

Biéu dd (hinh 9) cho thay ty 1é giri goi tin thanh cong (PDR) ciia ca hai giao thirc gan twong dwong nhau trong
mbi truong mang binh thuong, AODV la 80.28% va SMA-AODV 1a 80.25%. Tuy nhién, trong moi trudng mang bi tin
cong thi PDR ciia AODV 1a 76.7% khi bi tin cong, giam 3.58%. Diéu nay cho thdy tin cong ngap lut di ngin can quéa
trinh kham pha tuyén nén da lam giam PDR cua giao thic AODV. Nguoc lai, giao thitc SMA-AODV c¢6 thé phat hién
tan cong ngap lut nén PDR cua SMA-AODV khi bi tin cong chi thip hon 0.05% so véi méi trudng binh thudng.
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Hinh 9. Ty 1¢ glri goi tin thanh cong

e) Thong lugng mang

Biéu d6 (hinh 10) cho thdy théng lwong mang (TN) cua ca hai giao thirc gin twrong duong nhau trong moi
truong mang binh thudng, nguyén nhéan 1a do PDR cua ching gin tuong dwong nhau. Tuy nhién, trong méi trudng
mang bi tin cong thi TN cia giao thie AODV giam nhiéu, giao thitx SMA-AODV c¢6 bi anh huéng nhung khong dang
ké. Sau 200s md phong, TN cia AODV la 50315.27 bit/s trong mdi trudng mang binh thuong, giam xudng 48058.4
bit/s khi bi tin cong. Nguoc lai, SMA-AODV c6 thé phat hién tin cong ngap lut nén TN 14 50290.70 bit/s trong mdi
truong mang binh thudng va 50237.44 bit/s khi bi tan cong.
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Hinh 10. Thong lugng mang
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f) Hao phi truyén thong

Biéu dd (hinh 11) cho thdy hao phi truyén théng (CO) ctia ca hai giao thirc gin twong dwong nhau trong moi
truong mang binh thuong. Tuy nhién, hao phi truyén thong cia AODV ting 650.29% khi bi tan cong, tir 26179.8 goi,
tang 1én 170245 gbi. Hao phi truyén thong ciia giao thitc SMA-AODV ciing bi anh huong khi bi tan cong, ting
160.28% tir 25623.6 go6i tang 1én 41069.8 goi. Nhu vay, giao thic SMA-AODV c6 thé phat hién tin cong ngap lut nén
CO ciia SMA-AODV chi bang 24.12% so véi AODV khi bi tan cong.
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g) Thoi gian tré trung binh (ETE)

Biéu db thoi gian tré trung binh (hinh 12) cho thdy tin cong ngap lut di 1am ting thoi gian dinh tuyén goi dir
lidu thanh cong dén dich cia AODV. Sau 200 gidy md phong, ETE cia AODV 1a 0.46s trong méi truong mang binh
thuong va tang 1én 0.58s khi bi tdn cong. ETE cuia SMA-AODV 14 0.49s trong méi trudng mang binh thudng va 0.46s
khi bi tin cong.
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V.KET LUAN
Nhu vy, bai bdo da dé xuit tac tir di dong an ninh (SMA) c6 kha nang phat hién tan cong ngép lut g6i RREQ,

va tich hgp vao AODV d¢€ tao giao thire an ninh SMA-AODV. Két qua md phong cho thay khi bi tan cong thi ty 1€ gu
goi tin thanh cong (PDR) cua SMA-AODV chi bi giam 0.05%, riéng AODV giam 3.58% va déc biét hao phi truyen
thong cua SMA-AODV giam déang ké, chi bang 24.12% so v6i AODV. Riéng méi trudong binh thuong thi PDR cua
SMA-AODV chi thap hon 0.03% so v4i AODV.

‘ Tuong lai, ching t6i tiép tuc cai tién SMA dé cho phép phat hién tan cong ngp lut goi HELLO va DATA.
Dong thoi, cai dat danh gia voi cac nghién ctru da cong bo dé kieém chang thém ket qua.

VI. LOI CAM ON

Bai b4o dugc thuc hién dudi sy hd tro tai chinh ciia dé tai khoa hoc cong nghé cip B6 Gido duc va Pao tao c6
ma s6 B2016-DHH-21.
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A SOLUTION TO DETECT FLOODING ATTACKS IN MANET
Luong Thai Ngoc, Vo Thanh Tu

ABSTRACT—The flooding attacks prevent discovery route process and increase communication overhead of AODV routing
protocol in Mobile Ad hoc Network. In this article, we describe a solution to build security mobile agent (SMA), and integrating
SMA into the discovery route process of AODV procotol. Improved protocol is called SMA-AODV which can detect flooding attacks.
Using NS2, we compare the performance of SMA-AODV and AODV with mobility nodes network topology under flooding attacks.



