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TOM TAT— Bai bdo dé xudt gidi phdp xdy dung thudt todn mdt ma khoa doi ximg tir vige phat trién hé ma sir dung khoa 1 lan -
OTP (One - time Eadj keét hop véi cac hé ma lily thira. Uu diém cﬁa thudt toan moi dé gcudt la co tinh an toan va hi;éu qua thyuc hién
cao tuwong ty OTP, dong thoi voi viéc sir dung khéa hoan toan giong nhu cac hé ma khoi duoc s dung trong thuc té: DES, AES,...

Tir khéa— Mdt ma khéa doi xung, thudt toan mdt ma khoa déi xung, thudt toan mdt ma suw dung khoa mot lan, mat ma OTP.
I. PAT VAN PE
Hau hét cac hé ma khoa dbi xing déu duoc thiét ké dya trén 2 nguyén tic co ban cua Claude Shannon, d6 1a
tinh hon loan (confusion) va tinh khuéch tan (diffusion). Trong bai bao ndy, nhom tac gia dé xuat giai phap xay dung hé

m& khoa dbi xtmg theo nguyén tic ma hda cua hé ma sir dung khoa 1 lan (OTP) [1-5] két hop voi hé ma iy thira nhur:
RSA [6], ElGamal [7],... nham giai quy¢t cac y€u cau sau:

- Tég dd thuc hién cao, d& cai dat trén cac hé nén khac nhau, cling nhu qho phép tich hgp hiéu qua trén céc
thiét bj c6 kich thuéce, dung lugng nhd nhé va nang lyc tinh toan han ché.
- €6 kha ning loai trir cac dang tan cong dbi v6i cac hé ma khoa ddi ximg da biét trén thuc té [8].
_Bai béo ciing dé xuét 2 thuat toan x@y dyung theo giai phap mai dé xuét, cho thay tinh kha thi cua giai phap ciing
nhu vé co ban, cac thuat toan ¢ day c6 thé dap ung tot cac yéu cau da dat ra.
II. PHAT TRIEN THUAT TOAN MAT MA KHOA POI XUNG TU CAC HE MA LUY THUA VA MA OTP

A. Cdc hé md co so
1. Hé ma sir dung khéa 1 lan OTP

Mt ma sir dung khoa 1 lan — OTP (One — Time Pad) dugc dé xuat bai Gilbert Vernam va Joseph Mauborgne
vao nam 1917. Nguyén tac can can cia ma OTP la sir dyng 1 khoa mat c6 d6 dai bang véi do dai cua ban tin can ma
hoa (ban 18), c4c bit ciia ban ma nhan dugc tir viéc cdng loai trir (XOR) truc tiép cac bit ctia ban rd véi cac bit ciia khoa
mat:

C=Pe®K
Trong do:

P=(RPP,..R..P,) : Ban rd n bit.

K = (K;K,.. K;..K,) : Khoa mat n bit.

C=(CC,..C;..C,): Banma n bit.

Ly thuyét cta Claude E. Shannon [9] d chi ra OTP 1a mot loai ma c6 do mat hoan thién (Perfect Secrecy). Hién

tai, mat ma OTP van dugc xem 1a loai mi an toan tuyét dbi va chua ¢ két qua nao duge cong bd cho thay co thé pha
dugc loai ma nay néu moi khoa chi dung dé ma hoa 1 ban tin duy nhat va cac khoéa duge chon c6 tinh chat ngau nhién.

Trong bai bao dé xuat phat trién mot hé mat ma co nguyén tic mi hoa va giai mi tuong tw OTP, nham giai
quyet cac yéu cau cao veé tinh an toan bao mat va toc do cling nhu hiéu qua khi thyc hién.

2. Cdc hé ma liiy thira

Mat ma OTP c6 d6 an toan rat cao, song dd an toan cua OTP lai phu thu(:)c vao mot thuc té 1a mdi khoa chi
duoc st dung cho 1 1an ma hoéa. Véi co ché ma hoa cua OTP, 18 rang n6 khong thé ding viing trudce tan cong vai chi
ban rd da biét, vi khéa mat de dang tinh dugce tir phép cong loai trir ban rd va ban ma tuong ung:

K=P®C

Do vay, cin phai tao mdt khéa méi va thong bao n6 trén mét kénh an toan véi mbi ban tin trude khi gui di.
bicu do gay kho khan cho van dé quan 1y khoa va han ché kha nang su dung rong rdi OTP. D¢ khac phuc han ché trén
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ctia OTP, c4c thuat toan ElGamal va RSA 4p dung nguyén tic mé héa ciia cac hé ma lity thira nhim cho phép sir dung
khoa mat nhicu lan twong ty cac hé ma khoa do6i xtirng khac.

a) Hé ElGamal

Pay 1a 1 h¢ mat ma khoa cong khai dugc T. ElGamal d& xuét nam 1985, hé mat nay dugc xdy dung dua trén
tinh kho ctia bai toan logarit roi rac nhu sau:

- Céac thanh vién trong ctiing hé théng chon chung mdt sd nguyén td p va phan tir sinh g ciia nhom Z; .

- Madi thanh vién chon cho minh 1 khoa bi mat x trong khoang (1,p) va tinh khéa cong khai tuwong tng:
y=g*mod p

- Gia st A mudn giri cho B ban tin M véi: M < p, A chon ngdu nhién 1 gi4 tri k trong khoang (1,p-1). A tinh:
r:gk modp, C=M x(yB)k mod p, trong do: Vg = g™ mod p la khéa cong khai cia B, roi gui cho B cap:
(r,C).

- B sir dung khoa bi mat Xg ctia minh dé giai ma ban tin bang cach tinh: r¢ mod p rdi nhan véi C.

Tinh an toan ctia hé ElGamal dya trén gia thiét khéng thé tinh duoc gk'xﬂ mod p néu chi biét g“mod p va
g™ modp. Trén ly thuyét, c6 thé c6 cach sir dung tri thic vé g“mod p va g* mod p dé tinh g"** mod p . Nhung hién
tai, chua c6 cach nao dé tinh g"** mod p ma khong phai giai bai toan logarit roi rac.

b) H¢ RSA

RSA ciing la 1 h¢ mé khoa cong khai do R. Rivest, A. Shamir va L. Adleman phat minh nam 1977, h¢ nay c6
nguyén tac hoat dong nhu sau:

- Chon 2 s6 nguyén t6 p, g 16n va manh. Tinh: N = PXQ va ¢(n) =(p-)x(q-1)

- Chon e trong khoang (1, #(n) ) va ged(e, d(n)) =1

- Tinh d =e*mod ¢(n) . Cong khai: (e,n), giit bi mat: d va hity cac gia tri: p, g, @(n).

- Dé giri thong diép P (P < n) cho ngudi c6 khoa cong khai (e,n), ngudi giri tinh: C = P¢modn.

- Pé giai ma, nguoi nhan s dung khéa bi mat cia minh tinh: P =C%modn.

- Trong hé mat RSA, bai toan phan tich mot s6 nguyén 16n ra cac thira sé nguyén t6 dwoc sir dung dé hinh thanh
cdp khoa cong khai/bi mat (e,d). Thuc vay, do p, q, ¢(n) dugc gilt bi mat, nén chi c¢6 thé tim duoc khoa bi
mat d tir khoa cong khai (e,n) néu co thé phan tich dugc: N = px (. Nhu vay, tinh an toan cua h¢ RSA dugc
thiét 1ap dwa trén gia thiét vé tinh khé giai ctia bai toan nay.

B. Nguyén tic xdy dung
1. Ma héa va gidi md theo khéi véi thudt todn OTP

Tuy c6 d6 an toan va téc d6 md hoa cao ciing nhu kha ning cai dat dé dang, nhung ma OTP doi hoi khong
gian khoa va ban rd phai bang nhau va kich thudc cta khda ciling phai bang kich thudc cua ban rd da gay kho khan cho
viéc quan 1y khoa trong cac ung dung thyc té.

~ Baibao dé xué} giai phap xay dung mot hé ma khoa d6i xtmg theo nguyén tic ciia mat ma OTP, nham giai

quyét cac yéu cgiu cao veé tinh an toan bao mét va toc do cling nhu hiéu qua khi thyc hién. O day, ban rd P dugc ma hoa
dudi dang n khoi dit liéu P; c6 kich thude m bit:
P={R,R,...P,...,RP} 7 =1Ln,|P |=mhbit
Do d6, ban ma C cling duoc giai ma dudi dang n khéi di liéu C; cd kich thude m bit:
c ={C,C,,...C.,...C.}, i =1n,|C, |=m bit
Thuét toan ma hda va gidi ma co ban chi dya trén phép XOR tuong ty mat ma OTP:
C.=P®K,i =1n
va:
P=C @K,/ =1n
. Trong d6 K 1a khoa ma hoa/gidi ma sir dung 1 lan twong tmg v6i mdi khdi dit liéu P; va C;. C6 thé thy rang,
vé mat hinh thirc viéc méa héa/giai ma ¢ day duoc thuc hién theo khoi m bit nhu cac hé ma khoi thong thucng (DES,
AES,...) thay vi timg bit nhu & ma OTP. Tuy nhién, néu c6 thé tao ra cac khoa K 1a khac nhau d6i v6i moi khéi dir lidu
can ma héa/giai ma thi viéc ma hoa va giai ma ¢ hé¢ ma dugc dé xuit va ma OTP 1a hoan toan nhu nhau, va hoan toan

khéc véi viée sir dung 1 khoa dé ma hoa va giai ma cho tat ca cac khoi dit liéu cua ban tin trong cic hé ma khoi thong
thuong.
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2. Sirdung 2 khéa khéc nhau dé ma héa/gidi ma ban tin

Nhu da dé cap 0 muc trudc, khoa K trong thu tuc ma hoa dugce sinh ra tir cac khdi dix liéu dang trudce Piy bé'mg
mot ham sinh s0 ngau nhién F:

Ki = Fl(Pi—l)’ I = ﬁ

Vi phuong phap tao khoa nay, khoa Koy sir dung 1 1dn cho viée ma hoa bao gdom:

Kor ={K,, Ky Kiro K 3
Do @6, viéc ma hoa theo OTP voi Kot cling chi thue hién tir khéi th 2 tro di:

C =P®K,i =2,n

Nhu vay s& dit ra vin dé tao khoa va ma hoa cho khdi dit liéu du tién ctia ban rd. Hon nita, dé thu tuc ma hoa
va giai mé cé thé thyc hién véi cung phép XOR nhu m3 OTP thi cac khéa K; tuong ung véi cac khoi ban ma C; trong
tha tyc giai ma cling phai duoc sinh ra theo cung 1 phuong phéap véi thu tuc ma hoa. Piéu nay cé thé thyc hién dugc
néu khoi dir liéu dau tién cua ban tin dugc ma hoa va giai ma theo mdt phuong phap an toan nao d6. Giai phap ¢ day la
st dung cac hé ma liiy tl}ira ¢6 cac tham so dugc giit bi mat hoan toan va chinh cac tham s nay s€ duogc st dung lam
khoa bi mat chia sé Kg d& ma hoa cho khoi dir liéu dau tién cua ban ro:

C =F (Pl’ Ks)
va cling chinh Kg s€ dugc sir dung dé giai ma cho khéi dir liéu dau tién cia ban rd:
-1
R=F (Cl’ Ks)
& day: F{l 1a ham nguoc cua F,.

Sau khi khéi dir liéu dau tién ciia ban ma dugc giai ma, cac khoa K; dé giai mi cho cac khdi tiép theo s& duoc

sinh ra theo chinh phuong phap da su dung trong thu tuc ma hoa:

Ki = Fl(Pi—l)v /= ﬂ
va cac khéi con lai ctia ban ma duoc giai ma theo thuat toan OTP:
P=C &K,/ =2n

Nhu vay, ¢ hé mi duoc dé xuét khoéa bi mat K s& bao gdbm 2 thanh phan c6 chirc nang phan biét:

K= {Ks,Kor}

_ Trong do: Ks la khoa bi mat chia s¢ gitra cac dbi tugng tham gia trao doi thong tin mat, khoa nay dugc sir
dung dé chi ma hoa va giai ma cho riéng khoi dir liu dau tién cua ban tin, khoa nay dugc sir dung dai han tuong tu
khoa bi mat chia sé cua cac hé ma khoi khac nhu DES, AES,... Trong khi 36, Kot 1a khéa str dung chi 1 lan véi 1 ban
tin va khoa nay duoc str dung dé ma hoa va giai ma cho cac khoi dit liu tir thir 2 trd di cua ban tin.

3. Khéa ma h6a sir dung 1 lan la khéa ti sinh

Muc dich cua viéc mi hoa ban tin theo cac khdi bit 1a dé tao cac khoa K; tir cac khdi dir liéu ding trude Piy
bang mot ham sinh s6 ngau nhién F;:

Ki = Fl(Pi—l)! /= ﬁ
Hon nira, ¢ tha tuc giai ma, sau khi khéi dau tién da duoc giai ma, khoa K; dé giai ma cho céac khéi tiép theo

ciing dugc tao ra bang chinh phuong phap nay. Do d6, thii tuc ma héa va giai mi ctia hé ma dé xuat & day c6 thé duge
thuc hién v6i cuing mdt thuat toan twong tu cac hé ma khoi dién hinh nhu DES, AES,...

Thuyec té, trong 1 ban tin cin mi hoa co thé bao gdm nhiéu khdi P; ¢ gia tri gidng nhau, dé K; khong bi lap lai
thi viéc chi st dung ham F; 14 khong du, khi d6 K can phai dugc tao ra tr  Pj; va 1 gia tri ngau nhién V nho ham F;:

Ki=R(R.V), 7 =2n
C. Xady dwng thudt todn mit ma khéa déi xieng theo gidi phdp dé xudt

 Muc ndy dé xuét xdy dyng 2 dang thudt toan khac nhau. Thuit toan thi nhat — ky hiéu: MTA 16.5 - 01, duoc
thiet ké dé lam vjéc ¢ ché d6 ma dong, thuét‘toér} dang 2 — ky hi¢u: MTA 16.5 — 02, 1am viéc nhu cac h¢ ma khoi thong
thuong nhung ho tro kha nang xac thuc ngudn goc va tinh toan ven cta ban tin dugc ma hoa.

1. Thudt toan MTA 16.5 — 01

a) Dirligu:
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I1I. BAN RO P PUQC MA HOA DUOI DANG CAC KHOI DU LIEU P, CO KiCH THUOC 128 BIT:
P={P,P,..,P,..,P}, i=1n, | P |=128 bit
Béan ma C ciing dugc giai ma dudi dang cac khéi dit liéu C; 128 bit;
c={Cc.C,,...C,..,C.}, i=1n, |C =128 bit

a) Khoa:

Khoa bi mat bao gdm 2 phan khoa riéng biét:

K ={Ks,Kor}

Trong d6:

- Khoéa bi mat chia sé¢ Kg duoc sir dung dé ma héa/giai ma khoi dir liéu dau tién cua ban tin, bao gdm cac thanh
phan:

Ks=(p.9.%)

Trong do6: p 1a 1 s6 nguyén 6 16n c6 | p |=128bit, g 1a phan tir sinh ciia nhém Z; va x la mot gia tri duogc
chon ngdu nhién trong khoang (1, p).

- Kor 12 khoa sir dung 1 1an dé ma hoa/giai ma cho cac khdi con lai ciia ban tin:

Kor ={K,, Ky Koo K 3, =20, | K, [=128 bit

Trong thug_it toan dé xuit & day, KO,T l1a khoéa ty sinh dugc tao ra tir chjnh ban tin cAn ma hoéa/giai ma. Trong do,
cac khoa con K; dé ma hoa/giai ma cho khoi dir liéu P/C; dugc tao ra tur khoi dir liéu ding trude Piy va 1 vector khai
tao V nho ham bam MDS3 [10] nhu sau:

K, =MD5(P_,,V), i=2n

O day: V la vector khoi tao co gia tri dugc chon ngau nhién cho mdi 1an mi hoa ban tin, nham loai bo céac

truong hop: P; = B dan t6i: K; = K;. O déy: i, j 1a chi s6 dinh danh cac ban tin khac nhau duge ma hoa.

b) Thuat toan ma hoa:
- Sinh khéa ma hoa su dung 1 1an Kor:
[1]. Chon ngau nhién mdt gia tri k trong khoang (1,p)
[2]. Tinh gi4 tri vector khéi tao: V = g* mod p
[3]. Thu tuc sinh khoa Kor:
fori=2tondo
begin
K =MD5(R_ [V IR, V)
end

- M4 hoa khéi diu tién coa ban rd:
[1]. Tinh gia tri: C, =P, x(V)*mod p
[2]. Tinh gi4 tri: E = MD5(P, ||V)mod p
[3]. Tinh gia tri: S =x7* x(k + E)mod p
Khdi dau tién ctia ban ma: C, = (C,, E, S)
- M hoa céc khdi tir 2 dén n:
fori=2tondo
begin
C =R oK
end
- Ban ma nhan duoc:
c={C,.C,,....C;,...,C,}, i=1n, | C, |=128 bit
Chay:
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- Toan tr
Xau bit.

“H”

str dung & thu tuc sinh khoa Kor va bude [2] cta thu tuc ma hoda khéi Cy 1a phép toan ghép ndi 2

- Diéu kién dé giai md dung khdi dau tién 1a: P, < p. Trong thuc té, ¢6 thé xay ra mot sd trudng hop ma:
P, > p va két qua giai ma s& bi sai. Do d6, & budc [1] cla thi tuc ma hoa khdi dau tién cta ban rd c6 thé tinh:
Cy,=(p-PR),x(V) mod p thay vi: C; =P, x(V ) mod p, trong do: (p— B,), 1a dang md bu 2 cua (p—P)).
¢) Thut toan giai ma: )
- Giai ma khoi thir nhat cua ban ma:
[1]. Tinh gia tri: V = g*°* xg " mod p

[2]. Tinh: B, =C,x (V) mod p
[3]. Tinh: E = MD5(P,||V)mod p
[4]. Néu: E =E thi: P, =P,. Khi d6 s& chuyén sang thyc hién thu tuc sinh khoa va giai ma cac khéi tir 2
dén n. Nguoc lai, néu E # E : két thuc viéc giai ma.
- This tuc sinh khda va giai ma cac khéi tir 2 dén n duogc:
fori=2tondo
begin
Ki = MD5(P_ IV [ P4 [IV)
P=C &K,

end

- Gié tri g*modp c6 thé tinh 1 1an va luu trit nhu 1 thanh phén cia Ks: K¢ =(p,g,X,Y), & day:
y=g"modp-
- Khidd, gidtri V ¢ budc [1] cua thuat toan giai ma duoc tinh theo: V =y xg = mod p.
d) Tinh dang din cia MTA 16.5 — 01
Pidu cin chimg minh ¢ day la: p sb nguyén t6, MD5: {01} =Z, voi: | plHQql=128bit, 1<x,g,k < p,
y=g*modp, V=g“*modp, E=MD5FR|V)modp, S=x*x(k+E)modp, C,=Rx(V) modp. Néu:
V=g Exy*modp, P,=Cyx(V) modp, E=MDS5(P,|V)modp thi: B=p vaE=E.

Chitng minh:
Ta co:
V=g xy*modp=g"x gX-(X)’l-(k+E) mod p
=g """ mod p=g“mod p=V
Nén:
B =C,x(V)*mod p=Px(V) (V) mod p=PR
Va:

E =MD5(P, || IV )mod p = MD5(P, || IV)mod p = E
Day la diéu can chimg minh.
2. Thudt todn MTA 16.5 — 02
a) Dir liéu va khoa:
IV.BAN RO CAN MA HOA P BAO GOM N KHOI DU LIEU CO PQ DAI 128 BIT:
P={R,P,...P,..,P}, i=1n, | P |=128 bit
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- Ban rd dwoc ma héa P, 1a ban rd P duoc bo sung khéi P :
P, ={R, P}={R,,P,PR,.....P,... R}, ¢ day: P, = MD5(P)
- Khoa bi mat chia s¢ Kg bao gdm 2 thanh phan:
Ks =(p.X)
Trong dé: p 1 1 sb nguyén t6 16n c6| p|=128 bit, x 1a mot gia tri dwoc chon ngau nhién trong khoang (1,p) va

théa man: ged(x, p—1) =1.

a) Thuat toan ma hoa:

- Thu tuc sinh khoa Kor:
fori=ltondo
begin
Ki =MD5(P_, [ R [ P | R)
end
- Ma héa khbi dau tién cua banrd P, :
C, =(P,) mod p
- M4 hoa cac khéi con lai:
fori=1tondo
begin
C, =P &K,

end
- Ban ma nhan duoc:
c={.C,GC,,...C,.,C} i=0,n,|C, |=128 bit

Chay:

- Déi véi cac truong hop ma: MD5(P) > p, din dén: P, > p va viéc giai ma sé bi sai. Vi thé, & thi tuc ma
héa khdi diu tién cta Py, can tinh: C, = (PO )X mod p voi: P, = (p — |\/|D5(P))2 thay vi: P, =MD5(P), ¢ day:
(p—MD5(P)), 1a dang ma bu 2 ciia (p — MD5(P)).

b) Thuat toan giai ma:
- Giai ma khoi Co cua ban ma nhén duoc:
P, =(C,)" modp

- Thii tuc sinh khoa va giai ma cac khoi tir 1 dén n:

fori=1tondo
begin
K; = MD5(P_ [| R, | B, | Ry)

=C, @K,

0|

end

- Ban rd nhén duoc:
P={P,B,...P,...P} i=1n
- Thu tuc xac thye ban tin nhan dugc:
[1]. Tinh: H = MD5(P)
[2]. Néu: H = P, thi: P = P. Khi d6 ban tin dwoc x4c thuc vé ngudn gdc va tinh toan ven.

Chuy:
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- Viéc tinh gia tri x*mod(p—1) trong thu tuc giai ma khéi Co c6 thé thyc hién 1 1an va luu trit nhu 1
thanh phén ciia Ks: Kg ={p, X, y}, ¢ day: y=x"mod(p-1).

- Khido, gidtri P, duoc tinh theo: B, =(C,)’ mod p.

¢) Tinh dung dén ciia MTA 16.5 — 02

Diéu can ching minh & day la: p sb nguyén t5, MD5:{01 —2Z, voi: |plHQql=128bit, 1<x<p,
y=x'mod(p-1), P={R,P,.,P,..R}  P,={R,P}={R,R,R,...P,...,P} voi: |P|=128bit va:
P, = MD5(P), K, =MD5(P_ | P,| ._1||p) voi: i=1n, C,=(R)'modp, C,=P@®K, véi: i=Ln. Néu

P, =(C,)’ mod p. K=MD5(P71||P|| P,IP), P=C,®K, wéi: i=Ln, H=MD5(P) th: H=P, va
P=Pvi P {F_’l_, 4P }

Chirng minh:
That vay, ta co:
P, =(C,)’mod p= ((P0 ) mod p)X mod p = (PO)“’l mod p = P,

Nén:
K.=MD5(R, [ R IR I R)=MD5(R, | R I R I B) =K,
Do do:
P=C,®K =C,®K, =P,
Tiép theo:
K,=MD5(R R IRIR)=MD5(RIRIRIR)=K,
Va:
P,=C,®K,=C,®K,=P,
Tuong tu:
K,=K;,... K =K,
Va:
E:Psv--v F_)n:Pn
Suy ra:
PP
Va:

H = MD5(P) = MD5(P) =P, = P,
Day la diéu can chimg minh.

1. Mot so danh gia vé d¢ an toan va hi¢u qua thyc hién ctia cac thuat todn mai de xuat

a) Muirc do an toan va hiéu qud thuc hién cua MTA 16.5 — 01

Mukc dé an toan: Viéc st dung 2 khoa phan biét dé ma hoa/giai ma ban tin, trong d6 khoa Kot duge sir dung
twong ty nhu hé ma OTP cho phép loai trir hau hét cac dang tan cong da dugc biét dén trong thyc té: tham ma vi sai,
thim ma tuyén tinh, tin cong ban ma c6 lya chon, tin cong ban 16 da biét,... Cac phuong phap tin cong nay hoan toan
khong c6 tac dung véi thuat toan méi dé xuét do Koy chi sir dung 1 lan cung v&i ban tin dugc ma hoéa, hon nira véi kich
thudc 128 bit thi phuong phap vét can 12 khong kha thi dé tAn cong cac khoa con K;. Mit khac, khoa bi mét chia sé Kg
trong thudt toan nay chi sir dung dé ma hoa va giai mi cho khdi dit liéu dau tién ciia ban tin va cac thudt toan ma
hoéa/giai ma & day dugc thuc hién theo phuong phap cia cac hé ma lity thira (RSA, ElGamal,...) nén khoa bi mat chia sé
¢6 thé sir dung nhiéu 1dn hoan toan nhu cac hé mi khéi thong thuong khac: DES, AES,... Ngoai ra, thudt toan ma
hoéa/giai ma khéi dAu tién ctia ban tin véi khoa Ks con ¢6 tac dung cho phép xac thuc nguén géc cua ban tin nhan duoc.
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Hiéu qua thuc hién: Ngoai trir khdi dau tién duoc ma hoa va giai ma theo phuong phap cua cac h¢ ma liy thura
nhu: RSA, ElGamal,... cho hi¢u qua thyc hién khong cao, cac khoi con lai ciia ban tin dwgc ma hoa/giai ma hoan toan
theo nguyén tac cia hé¢ ma OTP. Vi vay, vé can ban hi¢u qua thyc hién cua thudt toan méi d¢ xuat 1a twong duong voi
hé ma OTP.

b) Mirc d an toan va hiéu qua thuc hién cua MTA 16.5 — 02 ‘
Mirc d¢ an toan \{é hiéu qua thyuc hién cia MTA 16.5 - 02 vé co ban co thé danh gia twong tu thuat toan MTA
16.5 — 01, ngoai trir 2 di€m khac biét chu yéu:

- Co kha nang xac thue ngudn goc va tinh toan ven cuia ban tin nhan dugc. Vi thé ngoai kha nang chong duoc
céc dang tan cong dbi véi cac hé mi khdi thong thuong khac, thuat toan con co thé chdng lai mot sé dang tan cong gia
mao trong thuc té.

- Chi thyc hién véi cac loai ban tin ¢6 kich thudc xac dinh, ndi cach khac thuét toan nay khong lam viéc dugce
véi cac dong dir liéu ma kich thudc chua dugce xac dinh tai thoi diém tién hanh ma héa nhue MTA 16.5 — 01.

V.KET LUAN

Bai bao dé xuit giai phdp xay dung mot hé ma khoa ddi ximg hiéu nang cao tir viéc phat trién hé ma sir dung khoa
1 14n OTP két hop véi cac hé ma liiy thura khac nham dép tng cac yéu cau vé do an toan va hiéu qua thuc hién. Vi
giai phap thiét ké khoa mat tir 2 phan khoa tach biét, céc thuét toan dugc xdy dung theo giai phap duoc de xuit ¢ day
c6 kha nang loai trur hau hét cac dang tan cong ddi véi cac hé ma khoa dbi xung, day 1a mot wu diém rat quan trong
duoc ké thira tir hé md OTP. Ngoai ra, do co co ché xac thuc nguon goc va tinh toan ven cua ban tin dugc ma hoa, cac
thuat toan nay con c6 kha nang chéng cac dang tan cong gia mao da biét trén thyc té. Nhing vu diém khac cua cac
thuat toan nay la co tbc do va hiéu qua thuc hién co thé so sanh voi hé ma OTP, song khoa mat chia sé co thé dung
nhiéu 1an nhu cac hé ma khéa dbi xing khac. Pay la nhitng dic tinh rat quan trong dé tmg dung céc thuat toan méi
trong viéc thiét ké - ché tao cac thiét bi bao mat thong tin trong thyc té.
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A SOLUTION FOR DEVELOPING SYMMETRIC - KEY CRYPTOGRAPHIC
ALGORITHMS BASED ON THE OTP AND EXPONENTIAL CIPHERS

Luu Hong Dung, Nguyen Vinh Thai, Tong Minh Duc, Bui The Truyen

ABSTRACT— This paper proposes a solution for developing Symmetric-key cryptographic algorithms based on the OTP cipher
combined with the exponential ciphers. Advantages of the new algorithm have high safety and efficient implementation as OTP
cipher, but the use of secret keys are exactly the same as DES/AES algorithms.

Keywords — Symmetric-Key Cryptography, Symmetric-Key Cryptographic Algorithm, One - Time Pad Algorithm, OTP Cipher.
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