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TOM TAT — Trong bai béo ndy, chiing t6i dé xudt mét thugt todn md héa va xdc thue ban tin bang khba sir dung mét lan. Py la
phirong phép dira trén s két hop ciia phwong thirc xir 1y mi OTP V& ma khoi, sir dung ham bam SHA256 dé sinh khéa OTP ban diu
Va thudt toan AES dé sinh khéa OTP tiép theo cho méi khéi dit liéu 256 bit. Thudt todn nay sé tiang toc dg md héa va gidi md, ting
tinh bao mdt, giam d¢ dai khéa bi mat, dong thoi thudt todn con xdc thiee dwge ngi dung va tde gia ciia ban tin va bdo mdt duge khoa
ban déau nho hé mat khéa cong khai RSA.

Tir khéa — Hé mat ma OTP, AES, ham bém.
I. GIOI THIEU

H¢ mat ma voi khoa str dung mot lan OTP (One- -Time Pad) la mot h¢ mét ma dong, da dugc chimg minh c6 d6 an
toan hoan hao. Pic diém ndi bat cia hé mat ma nay la mdi khoa chi sir dung ding mjt lan va khong bao gio duge dung
lai. Nhung nhuge diém co ban ctia hé mat ma nay 1a do dai cua khoa phai béng dung do dai cua ban rd va mot yéu cau
rat khit khe nira 1a cac khoa phai dugc sinh thyc sy ngau nhién. Pay 1a mot diéu kién rat kho thuc hién ngay ca cac
chudi ngiu nhién dugc sinh ty dong bang may tinh ciing méi chi 1a gia ngdu nhién vi chung phu thudc vao mot cai nhan
(seed) cho trude. Ngoai ra, do dai ciia khoa ciing 1a mot van dé khi ban rd 12 mot van ban 16n. Vi thé di co tac gia [x2]
cho rang OTP 1a phuong phap ma héa bang “giay va but chi”.

Dé vuot qua duoc nhitng tré ngai noéi trén, trong bai bao nay ching t6i d& xuit mot lugc dd ma hda véi khoa sir
dung mot 1an cai tién bao gom ba quy trinh sau:

- M hoa: Chia ban 13 thanh cac khdi c6 kich thudce bang 256 bit. Néu khong chén thi phai chén thém cho du mot
khéi. Bam ban rd bang mot ham bam an toan véi gia tri bam c6 kich thudce bang 256 bit. Gia tri bam nay duogc
chon 1am khoa OTP khéi dau, goi 1a K;. Khoa nay s& duoc sir dung lam chit ky sd ciia ngudi giri d6i véi ban 3.
Sau d6, K, s& dugc XOR v6i khdi ban rd thir nhat dé tao ra khdi ban ma thi nhat. Cac khoa OTP tiép theo, K;
(i>=2) s& duoc sinh ra bang cach mi hoa khdi ban rd thir i-1 bang hé mat Rin256 voi khoa Ki.;. Cac khda mai
dugc sinh ra lai dugc XOR véi khdi ban 16 tuong Gmg dé tao ra cac khéi ban ma tiép theo. Ghép tat ca cac khoi
ban ma dé thu dugce ban ma.

- Ky ban rd va gri ban ma: Khoa K; dugc ma hoa bé‘mg khoéa bi mat ciia nguoi gui. Sau do, lai dugc ma hoa
bang khoa cong khai cua ngudi nhan. Gui cho bén nhén thong tin d@ ma hoa nay va ban ma.

- Xéac thyc va giai ma: Nguoi nhan sir dung khoa bi mat cia minh va khéa cong khai cia nguoi st dung dé giéj
ma ra khéa K;. Chia ban ma thanh cac khdi ¢6 kich thudce 256 bit sau d6 lam tuong ty nhu qué trinh ma hoa dé
thu duoc ban ro.

Trong luge do trén, ching toi da 1ay gia tri bim cua ban rd 1am khéa OTP. Vi cac ban rd 1a nhitng vin ban bt ky
nén gia tri bam ciia chiing 1a cac chudi bit ngau nhién va gan nhu 1 duy nhat d6i vi mdi ban 1. Viée chon gia trj bam
lam khéa OTP da lam giam déng ké d¢ dai ciia khoa ddi voi nhimng ban 16 ¢6 dung lugng 16n. Cac khoa tiép theo duge
sinh ra bang thuat toan AES trén khdi ban r twong tmg v6i khoa duoc sinh ra trude d6 van dam bao dugce tinh OTP.

Phan con lai ctia bai bao Quqc sép xép nhu sau. Muc II trinh béy dinh nghia ctia mdt $6 khé}' niém can dung trong
bai bao. Muc III trinh bay chi tict lugc do ma hoa ket hop gitta ma khoi va md khoa sir dung mot lan. Muc IV mo ta quy
trinh cai dat thir nghiém va danh gia két qua.

II. MOT SO PINH NGHiA

Hé mia véi khéa sir dung mét 1in OTP (One Time Pad) Thuét ngit “one-time pad” ding dé chi mot phuong
phap ma héa trong d6 mdi byte ciia ban rd dugc mi hoéa bang mot byte cua ludng khoa va mdi byte khoa chi duge sir
dung ding mot 1an va khong bao gio dugc sir dung lai. Trong hé ma nay do dai ciia khoa phai bang dung d dai ctia ban
ré va phai phai la mot luéng duoc sinh ra thyc sy ngau nhién, tirc 1a moi byte cua khoa co thé nhan bat ky gia tri nao
trong khoang tir 0 dén 255 v6i x4c sudt nhu nhau va doc lap véi gia tri cia tat ca cac byte khoa khac. Trong hé ma OTP,
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ban ré duoc biéu dién dudi dang mot chudi nhi phan, luéng khoa ciing 1a mdt chudi nhi phan c6 d9 do dai b?lng do dai
ban 0.

Viéc ma hoa bang OTP thuong duoc ky hidula C;=P; ® K;, (i=1, 2, 3,...), trong ¢ P; 1a ky ty thtr i ctia ban
rd, K; 1a byte thir i ctia khoa dugc sir dung dé ma héa ban rd nay va C; 1a ky tu thi i ctia ban ma két qua, ® 1a ky hiéu cua
phép cong loai trir (XOR), phép toan hay duoc dung trong ma hoéa OTP nhung van cé thé dwoc thay biang phép toan
khac. Qua trinh giai ma dugc lam twong ty nhu ma héa P; = C; @ K;.

Tuy nhién, phuong phap One-Time Pad khong c6 y nghia sir dung thuc té vi chiéu dai khoa bang chiéu dai ban
tin, moi khoa chi sit dung mdt lan, nén thay vi truyén khoa trén kénh an toan thi co6 thé truyén truc tiep ban rd ma khong
can quan tdm dén van dé¢ ma hoa nira. Boi vay chung t6i da sit dung ham bam dé giam d¢ dai cua khoa bi mat.

Hé mi AES va Rindajen: AES 1a mot thuat toan ma hoa khdi dugc chinh phii Hoa Ky 4p dung lam tiéu chuén
mé hoa tir nim 2001. Tién than ciia AES la thuét toan Rijndael dugc thiét ké boi J. Daemen va V. Rijmen. Hai thuét toan
nay van thuong dugc goi thay thé cho nhau nhung trén thyc té thi ching khong hoan toan giéng nhau. AES chi lam viéc
v6i céc khéi dit liéu (dau vao va dau ra) 128 bit va khoa c6 do dai 128, 192 hodc 256 bit trong khi Rijndael c6 thé lam
viéc véi dir liéu va khoa c6 do dai 128, 192, 256 bit. Dé cho thuan tién, trong bai bao nay chung toi dung tén AES256 dé
chi thuat toan Rijndael véi do dai khéi dir liéu va khoa cung la 256 bit.

M4 héa khoa cong khai: Mat ma héa khoa cong khai 1a mot dang mat ma hoa cho phép ngudi sir dung trao d6i
céc thong tin mat ma khong can phai trao d6i cac khoa chung bi mat truée d6. Piéu nay dugc thuc hién bang cach sir
dung moét cap khoa cé quan hé toan hoc vdi nhau 1a khoa cong khai va khoa bi mat. Trong hai khoa, mét dung dé ma hoa
va khoéa con lai ding dé giai ma. Piéu quan trong d6i voi hé théng 1a khong thé tim ra khoa bi mat néu chi biét khoa
cong khai. Hé thong mat ma hoa khoa cong khai c6 thé st dung v6i cac muc dich:

- Ma hoa: giit bi mat thong tin va chi co nguoi cod khoa bi mat méi giai ma dugce.

- Tao chit ky sb: cho phép kiém tra mot vin ban ¢ phai di duoc tao v6i mot khoa bi mat nao ¢6 hay khéng.

- Thoa thudn khoa: cho phép thiét 1ap khoa ding dé trao d6i thong tin mat giira 2 bén.

Chir ky s6 khéa cong khai: 1a mo hinh sir dung cac ky thuat mat ma dé gén v6i mdi ngudi st dung mot cap khoa
cong khai - bi mat va qua d6 c6 thé ky cac van ban dién tir ciing nhu trao ddi cac thong tin mat. Khoa cong khai thuong
dugc phan phdi théng qua chimg thuc khoéa cong khai do mot td chire duge chinh quyén tin nhiém cdp. Qua trinh st
dung chit ky s6 bao gdm 2 qué trinh: tao chir ky va kiém tra chit ky. C6 thé néi chit ky sb 1a thong tin di kém theo di
liéu (van ban, hinh anh, video...) nhim muc dich xac dinh nguoi chu cia dir licu do.

Dé sir dung chir ky s thi vin ban can phai dugc ma hoéa bang ham bam (vin ban dwoc "bam" ra thanh chudi,
thuong c6 do dai cd dinh va ngén hon vin ban) sau d6 ding khéa bi mat ctia ngudi chii khoa dé ma hoa, khi do ta duoc
chir ky s6. Khi can kiém tra, bén nhan giai ma bang khéa cong khai cua bén giri dé 1ay lai chudi gdc dugc sinh ra qua
ham bam ban dau, sau d6 ty bam vin ban nhan dugc Va so sanh hai chudi bit nay voi nhau. Néu ching tring khép thi
bén nhén c6 thé tin twdng rang van ban nhan duoc chinh 14 vin ban xuét phat tir ngudi s hiru khoa bi mat.

III. LUQC PO MA HOA VA GIAI MA
A. M ta lwogc dd

Lugc dd ma hoa va giai mi v6i khoa sir dung mot 1an bao gdm ba quy trinh dwoc thyc hién gitra ngudi gii A va
B. Gia thiét 1a A va B déu 1a thanh vién ciia mot ha ting khéa cong khai nao dé. Cac khoa cong khai va bi mat cia A
dugc ky hidu 1an lugt 13 Kay va Kag. Cac khoa cua B ciing duge ky hidu tuong tu 13 Kgy v Kgg. Luoc d6 nay bao gdm
cac quy trinh sau:

1) Ma hoa: A chia ban rd M thanh cac khdi M; , (i=1, 2,..., n) ¢6 kich thuéc bang 256 bit. Néu khong chin thi phai
chén thém cho da mot khdi (cach chén thém gidng nhur trong cac ham bim SHA). Bam ban 16 bang ham bim an
toan SHA256 voi gia tri bam co6 kich thudce béng 256 bit. Gia tri bam nay dugc chon lam khoéa OTP khoi dau, goi la
K. Khéa nay s& dugc sir dung lam chit ky s6 ctia nguoi giri dbi voi ban rd. Sau d6, K sé& dwoc chon lam khoa Ky
khoi dau cho ludng khéa OTP. K, dugc XOR véi khdi ban 16 thir nhdt M, dé tao ra khbi ban ma thir nhat C, . Céc
khéa OTP tiép theo, K; (i=2, 3, ..., n) s& duogc sinh ra bang cach ma hoa khdi ban rd M., bing hé mat AES256 véi
khéa Ki1. Cac khoa méi dugce sinh ra lai dwoc XOR vé6i khéi ban 16 twong tmg dé tao ra cac khdi ban ma tiép theo.
Ghép tit ca cac khdi ban ma dé thu dwoc ban ma.

Ban r3: M=M;M,..M,; | M;]|=256 bit, véi i=1, 2,..., n
Khéa OTP ban dau: K = K; = SHA256(M)

Céc khoa OTP tiép theo: K; = AES256(M; 1, Ki.1), v6i i=2, 3,..., n

Céc khoi ban ma: Ci=M;®K;,véii=l,2,...n

Ban ma: C=C,C,...C,

2) Ky bén rd va truyén tin: A ky ban rd bang cach ma héa khéa OTP K (gi tri bam cta M) bing khoa bi mét Kag.
Sau d6 lai ma hda tiép bang khoa cong khai Kgy ctia B d¢ dam bao chi B méi doc dugc khoa K. A gui cho B ban
ma ndy va ban ma C:
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E(E(K, Kar), Kgu) C; trong d6 E 1a thuit toAn ma héa khoa cong khai RSA

3) Xdc thyc va gidi mé: B nhén duoc chit ky cua A da dugc ma hoa bing khoa cong khai cia B va ban ma C’. B su
dung khéa bi mét cua minh va khoa cong khai cua A dé giai ma ra mot chuoi bit tam goi 1a K”. Sau do, B bam ban
ma C’va thu dugc mot chuoi tam goi la K”. So sanh K’ voi K”. Néu chung trung khop nhau thi B khang dinh rang
A chinh la nguoi gui tin cho minh, trong d6 K = K = K” la khoa OTP khoi dau dung dé giai ma ban miC=C.B
chia ban ma C thanh cac khoi co6 kich thudc 256 bit sau d6 lam twong ty nhu qua trinh ma hoéa ctia A dé thu dugc
bén rd.

K’ = D(D(E(E(K, Kar), Ksu), Kgr),Kau)

K” =SHA256(C’)
Néu K’ = K” thi thyc hién
C=C;C,...C,v6i | C;|=256bit, v6ii=1,2, ...,n
Kl =K’
Ki= AES256(C; 4, Ki.1), vdii=2, 3,...,n
M =C; ® K;, voi i=1,2,..,n
M=M;M,..M,

Cac khoi ban ro:

Ban ro:
Quy trinh ma hoa dugc mo ta trong Hinh 1 con Hinh 2 m6 ta qui trinh giai ma.

Bdn tin can ma héa

M M. ‘
— |
/S | Y [ ——
e L sseme
Hambam / ) G SR Y o
& . : ¥
K=SHA2S6M) | ABS(K My | AESKAMY) | ABS(Ke:Me)
| ¥
Khéa Ki _-T :__-__T Voradsisses [ T
v
]
Ban tin da dwoc md héa
- Ban tin dé diroc mé hoa
N e, —— - ——— T
| ]' -Iv I Y -Iv : )4 Y v
| XOR w XOR XOR AES(Ka1Ma1)
; AES(K; M AES(Kz M;) AES(Ke2Me2) -l—lé >
KHOA K &My D D 45
K=K En2 K K
v v v v
Ban tin ban ddu M

B. Thuét toan giai ma
1) Ma héa: (bén A)
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- Pau vao: ban ré M ¢é dj dai tity y. M sé dwoc chia thanh cdc khéi M; sao cho:

M ‘: Ml M2 Mn'
- Daura: ban ma cia M: C=C,C,...C,,
- Thudt toan:

/I Sinh khéa K;:
K = SHA256(M);
Ki=K;
/ Ma héa
Ci=K,®My;
For i=2; i<=n; i++
{
/1 Sinh cac khéa K,, ..., K,
Ki = AES(K.1, Mi4);
// M& hoa:
Ci=M;®K;;
}
C=C;C,...Cy;
2) Truyén tin: (bén A) i
Il Aky thong diép M (ma hda K bang khoa bi mdt);
E(K, Kar)
I Mdt héa chit ky bang khéa cong khai ciia B;
E(E(K,Kar),Kzu)
Il Giti ban ma C va ban md chit ky cho bén nhdn;
send C and E(E(K,Kar),Kgy)) to B

3) Xdc thyc va giai ma (bén B)

- D{?lu vao: c’'=C }1 C ’2... C}n_; E(E(K,KAR),KBu)
Pau ra: banro M = M; M,... M,,.
- Thuat toan:

/I B giai ma chit ky thu duogc khoa K’
K’ = D(D(E(E(K, Kar), Kau), Kgr),Kauv)
// Bam ban ma C’
K” =SHA256(C’)
// So sanh K’ va K” ‘
if (K>==K”) // A chinh I nguoi giri ban ma C* = C va K=K’ 1a kh6éa OTP khoi dau
{
//Chia C thanh cac khéi c6 do dai bang 256 bit
C=0C,C...GC;
M=K, ® Cy;
For i=2; i<=n; i++

/I sinh dong khéa OTP
Ki = AES256( Ki.1, Mi.1);
// giai ma C;
Mi =K ®GC;i;

}

M= MleM nos
}

else print “cé 16i! dé nghi giri lai”’;

IV. CAI PAT THUC NGHIEM

- Phan ma hoéa van ban:
Tt ban rd ma hoéa thanh ban ma va cac dir liéu ma hoa, thoi gian ma hoa va tong so block.
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- Phan giai ma van ban:
Tt ban ma thanh ban rd va cac dir liéu giai ma, thoi gian ma hoa va tong so block.
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- Phan danh gia va so sanh:

Véi cung dit lidu dau vao, vi sb vong nhu nhau nhung thoi gian xtr 1y cia OTP nhanh hon hén so véi cac

thuat todn khac.
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V.KET QUA THUC NGHIEM

Chuong trinh phﬁn mém minh hoa thuét toan da thuc hién céc chirc nang
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- Mai hoa duoc théng diép bat ky nhap vao, bang thuit toan mat ma véi khoa st dung 1 1an (OTP), thuc hién
ma hoda, giai ma va hién thi két qua.

- So sanh v&i cac thuat toan khac voi tbe 6 nhanh hon khi c¢6 cing thong diép dau vao.

- Nghién ciru dua ra cac phuong phép sir dung thuat toan OTP nhim muc tiéu ting d¢ an toan, ting toc do

ma héa va giai ma va giam d¢ dai khéa, bd sung thém kha ning xac thuec.

VI. KET LUAN VA PINH HUONG NGHIEN CUU
Trong khuén k,hé bai bdo nay chung toi da nghién ctru va dua ra mot phwong phap ma héa dya trén sy két hop mat
ma dong, mat ma khoi va ham bam. V6i phuong phap twong tu thuét toan c6 thé dé dang thyc hién véi khoi dir liéu dai
hon, két hop thuat todn AES, RSA dé ting dd an toan, xac thuc dugc ndi dung ban tin va bao mat dugc khoa ban dau.
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ENCRYPTION AND AUTHENTICATION MESSAGE BY CIPHER
ONE TIME PAD (OTP)

Nguyen Duc Toan, Bui The Hong, Nguyen Van Tao, Tran Manh Huong

ABSTRACT — In this paper, we propose an encryption algorithm and authentication with the key messages used once. This
innovative method is based on a combination of treatment methods and OTP cipher code, using SHA256 hash function to the original
OTP key generation and key generation algorithm AES for next OTP for each 256-bit block of data. This algorithm will speed
encoding and decoding, increase security, reduce the length of the secret key, and authentication algorithm is also the author of the
content and security bulletins and initial key thanks RSA public key.

Keywords — OTP encryption system, AES, Hash.
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