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TOM TAT— Thiiy van sé dirgc xem la mét cdng cu hiu hiéu d@é bao vé co sé dir lidu trén cde méi trieong trao déi khong an toan.
Cdc lirpe do thity van truyén théng chi cho phép trich thiy van ma khong c6 kha ndng khéi phuc co s dit liéu. Do dé, nguwéi nhdn
khong c6 duroc dir liéu goc ma chi 1a mét ban gdn ding. Pé khdic phuc nhwoe diém trén, gan ddy da xudt hién cdc woe do c6 kha
ndng khéi phuc dwoc ban goc, goi la cdc so do thity van thugn ngh,ich. Phép bién déi mé rgng hiéu dwoc xem 1a mét ki thudt hifu
hiéu dé xay dung cdc lirpe d@o thity van thudn nghich, tuy nhién né cé nhirge diém lam cho diF liéu bj blén dsi khé nhiéu. Gan ddy
Fafoura va cong su dé xudt sir dung phuong phdp mé réng hiéu trén phan phan cua cac thugc tinh kiéu sé thuee, do dé giam su thay
déi va nang cao chdr lirong thiy van. Tuy nhién bang céc phan tich ly thuyet ciing nhw thir nghiém, chdng toi chi ra trong mgt so
truong hop loe do nay khong thé khoi phuc thiiy vdn ciing nhu dit ligu goc mot cach chinh xdc. Trong bai bdo ndy ching toi aé
Xuat mét gidgi phap khdc phuc nhuoc diém noi trén bang céch siz dung bdn dé dinh vi d@é phan biét rreong hep c6 thé nhiing theo
phuong phdp md rong phdn phdn va triweong hop khéng cho phép nhiing. Sau do dwa trén phicong phdp nhiing tin mdi nay, ching toi
aé xuat mét lwpe do thiy van thugn nghich dé V& khoa cong khai trén cdc co sé dit lidu quan hé. Luge do nay ¢6 wu dzem & ché
nguoi nhdn dé dang kiém tra tinh todn ven ciia co s dir liéu thiy van nhédn dicoc va khoi phuc ding co sé dir lieu géc. Nhur vy
nguroi nhan khong phdi si dung co sé dir lidu gan ding (thiy van) ma dimg co sé dir liéu chinh xac.

Tir khéa— Co sé diF lidu quan hé, thiy van thugn nghich, mé réng hiéu, dé vé, khéa cong khai.
I. GIOI THIEU

Thuay van la k§ thuat nhing thém thong tin vao dit liéu da phuong tién nhu hinh anh, am thanh va co s¢ dir liéu,
trugc khi nhitng dir liéu nay duoc trao ddi trén moéi truong khong an toan. Céc thuat toan nhing thong tin (dau thay
van) thuong bién doi dir liéu gdc theo mot qui tic nao d6 dé nhan duoc dir liéu chaa tin (dit liéu thay van), nén gita
chang lubn c6 mot sy sai léch nhat dinh. Tuy nhién, diu thiy van 1a co s dé phat hién nhitng su thay doi trai phép
trong qué trinh trao ddi, hodc dung dé chirng minh quyén so hitu khi ¢6 sy tranh chap.

Theo [1,8-10,20], céc lwge do thity van dugc chia thanh thiy van dé va va thay van bén viing. Thay van dé vo
[2-12] yéu cau diu thuy van phai nhay cam (d& v&) truée nhitng su tin cong trai phép trén dit liéu thuy van, du chi vai
bit. Do d6 cac lwoc dd nay thuong duoc dung trong viéc phong chéng gia mao, hay xac thuc tinh toan ven cua dir li¢u
thiy van. Tréi véi thay van dé& va, cac luge dd thiy van bén ving [16,21] lai mong mudn dau thuy van it bi bién ddi
(bén vitng) trudc cac phép tin cong. Vi vay thuy van bén viing duoc ding trong bai todn bao vé ban quyén.

Mt khac theo [1,20], cac luoc dd thiry van c6 kha nang khoi phuc lai dit liéu géc tir dit liéu thay van thi duoc
goi la thay van thuan nghich (reversible watermarking). Thay van thuan nghich thuong str dung mot sb phép bién doi
nhu: mo rong hiéu [2,7-8,10-11, 14-15,19]; dich chuyén histogram [6]; wavelet nguyén [12], nén bao toan [18,22] va
sir dung ddc trung nén JPEG [3-4,9]. Ngoai ra, viéc két hop ky thuat du béo véi mo rong hiéu hoic dich chuyén
histogram cling nhan dugc nhiéu sy quan tam cua cac nha nghién ctru. Theo cac tai liéu [1,20], trong nhiéu ang dung
cuay té, quan su va nghé thuat, viéc khoi phuc lai anh goc tir anh thuy van la mot trong nhitng yéu cau bat bugc. Bai,
chi can mot sy thay ddi nhoé trén anh sir dung so véi anh géc ciing c6 thé anh huéng dén két qua chuan doan cua bac s3,
hoac gay ra cac hé luy nghiém trong trong quan su.

Dé bao vé co so dir liéu quan hé, trong [21] d& xuit nhing day bit thiy van vao bit thip cua cac thudc tinh s6,
nhirng thugc tinh chip nhan su thay dbi nho nhung khéng anh huéng dén ¥ nghia cua di liéu. Theo [21], bo dit liéu
cling nhu thudc tinh dung dé nhing du thuy van dwoc chon ngau nhién va bi mat thong qua ma ham bam wng véi gia
tri cta truong khoa chinh. Pay dugc xem 1 luge dd thity van dau tién trén co sé dit liéu quan hé. Dé cai thién tinh bén
vitng, trong [16-17] dé xuat nhiing nhiéu bit thiy van vao mdi thudc tinh dwgc chon thay cho nhing mét bit nhu [21].

Dua trén y tuong cua [16,17,21], trong [13] dé xuét luge do thﬁy van dé v& bang céach sir dung khoa bi mat dé
phan hoach cac bé dir liéu (cac ban ghi) cua quan hé R = (P, A, ... A,—1) thanh cac tép con, trong do P la khoa chinh
ctia quan hé R va A; la cac thudc tinh sb,va nhung dau thiy van vao tat ca cac bo dir liéu trong cac tap con theo phuong
phép chén bit thip. Két qua thuc nghiém trong [13] cho thay, lugc dd nay c6 kha nang phat hién duoc nhiéu dang tan
cong khac nhau trén co s& dir liéu thuy van. Tuy nhién, viéc thay dbi bit thap cua cac truong c6 kiéu So nguyén trén tat
ca cac ban ghi nhu [13] s& tao ra mot su sai léch khdng nho giita dir liéu thay van so véi dir liéu gbe. Mat khéc, cac
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lwoc @6 [13, 16,17,2] khong c6 kha nang khoi phuc lai co s¢ dir lieu gdc, diéu nay ddng nghia vai viéc nguoi dung phai
st dung dir liéu sai 1éch so vai dir liéu goc.

Dé giam sy sai léch gitra dit liéu thay van so véi dit liu gbc, trong [10] (Iwoc dd Farfoura) dé xuat nhing bit
thity van vao phan phan cuaa cac truong c6 kiéu sb thuc theo phuwong phap mé rong hiéu. Do vay vé ly thuyét, luge do
[10] c6 kha ning khéi phuc lai dir ligu gdc tir dir ligu thay van. Tuy nhién trong thuc té, luge do [10] ¢6 sy nham lan
dan dén truong hop khong thé khdi phuc chinh xac cac bit thuy van ciing nhur gia tri cac thudc tinh dit ligu gdc. Diéu
nay s& dugc phan tich trong Muc 11.B. Dya trén y tuong [10], bai bao nay d& xuat lugc db thuy van thuan nghich dé v&
trén co so dir liéu quan hé bang cach sir dung mot ban do dinh vi dé phan biét khi nao cd thé nhang tin thuan nghich va
khi nao khdng thé lam diéu d6. Cac phan tich va két qua thuc nghiém cho thiy, lugc dd dé xuat c6 kha nang phat hién
dugc nhiéu dang tan cong trai phép trén co so dir ligu thay van.

Noi dung tiép cta bai bdo dugc to chirc nhu sau: Muc 11 gi6i thigu mot s cong trinh lién quan. Myc HI trinh
bay phuong phap nhing tin dé xuat. Muc IV xay dung mét luge do thuy van thuan nghich khéa cong khai. Ket qua
thuc nghiém trinh bay trong Muc V. Cuoi cung la mot s6 két luan trong Muc VI.

II. NHUNG CONG TRINH LIEN QUAN
Phan nay trinh bay mot sb lugc dd thuy van thuan nghich lién quan dén phuong phap dé xut.
A. Phwong phdp mé rong hiéu

Bién d6i mo rong hiéu dugc dé xuat boi Tian [14] dung dé xay dung luge do thuy van trén anh sb. Theo [14],
viéc nhung bit b vao cap diém anh (x,y) c6 gié tri thuoc [0,255] thuc hién theo cng thuc:

x +
h =x-y, l=l 4 (2.1)
o1 %
W =2h+b, x’=l+l . J y’=l—l5J 2.2)

Khi d6, viéc trich bit b va khéi phuc cap diém anh (x,y) tir cap diém anh thay van (x’,y’) thuc hién theo cac

cdng thuc:
x' +
N’ l:l y] H

b =R mod 2 —l+lh .y [hJ
=h'mod2, x-= | y = 5

Néu sau khi nhang tin, cac gia tri x'vay’ van nam trong mién gié tri ciia diém anh (mién nay bang [0,255] dbi
v6i anh da cap xam), thi c6 thé nhang thuan nghich mot bit trén cip diém anh (x, y). Dé phan biét cap nao co thé
nhidng, cap nao khong thé nhiing, Tian da str dung mot ban d6 dinh vi, thuc chat 12 mot day nhi phan c6 gia tri 0 hoac 1
g vai cap co thé va khong thé nhing tin. Do dai ban 6 bang mot nira s6 diém anh.Vi ban do dinh vi can dung trong
viéc khoi phuc thuy van va anh gbc, nén nd dwoc nén va nhing vao anh géc cing vai day bit thay van. Diéu nay lam
giam dang ké kha nang nhiing cua phuong phap mé rong hiéu.

B. Thiiy vdn thudn nghich trén co so dir liéu

Dua trén ¥ tuong cua Tian [14], lugc dd Gupta [11] dé xuét nhing mot bit thay van trén hai thudc tinh kiéu s
nguyén cua co s¢ dir liéu quan he tng véi mot ban ghi nao d6 thong qua phép bién dbi mo rong hiéu. Han ché chinh
cua luge dd Gupta 14 dit liéu sau khi nhing thiy van c6 sy bién déi khé I6n so véi dit lieu géc.

Nham nang cao chat luong dit ligu thuy van, cac tac gia trong [10] (lugc dd Farfoura) dé& xut nhung mot bit
thily van vao phan phan caa mét thudc tinh sé thuc theo bién doi ma rong hiéu. Theo [10], viéc nhling bit b vao sb thuc
X dé nhan duoc X’ thuc hién theo cac budc:

- Téch X thanh phan nguyénn va phéan phan p: [n,p]=Tach(X)
- Nhung bit b vao phan phan p theo cong thire: p’=2*p+b
- Ghép phéan nguyén n vdi phan phan méi p’ de tao X’: X’=Ghep(n,p’)
Vi du néu b=1 va X=3.18 thi n=3, p=18, p’=2*p+b=37 va X’=Ghep(3,37)=3.37.
Dé trich bit b va khéi phuc X tir X’ ta thyc hién theo trinh tu nguoc lai:
- Tachnvap’ tir X’: [n,p’]=Tach(X’)
- Khdi phuc b va p tir p’: b=p’ mod 2, p=p’ div 2
- Ghép n va p dé duoc X: X=Ghep(n,p)
Vidu v6i X°=3.37 thi n=3, p’=37, nén b= 37 mod 2=1, p=p’ div 2=18 va X=Ghep(n, p)=3.18

Do chi bién d6i trén phan phan cua nhing thudc tinh kiéu sb thuc, nén luge d6 Farfoura c6 wu diém ¢ chd su
thay doi trong co s& dit liéu goc khdng nhieu. Tuy nhién do quy tac khong luu trir cic chir s6 0 tin cung bén phai cua
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phan phan, nén nhiéu truong hop luge dd Farfoura khong thé trich dung bit thiy van va khdi phuc duoc dir ligu goc,
day c6 thé duogc xem la 16i kha nghiém trong trong thity van thuan nghich.

Dé d& hinh dung sy nham lan trong [10], ta xét vi du X =3.145 va bit thiy van b =0, khi d6 thujt toan nhding tin
cua luge d6 Farfoura s& cho két qua X' = 3.290, nhung cdc hé quan tri CSDL chi luu trir gia tri 3.29 thay vi 3.290.
Khi d6, thuat toan trich tin va khoi phuc dit li¢u cua luge d6 Farfoura tng voi X’q =3.29s¢ la b=1 vg‘;l X’ = 3.14. Nhu
vay, trong trudng hop nay luoc do Farfoura 1a khong chinh xdc. Dieu nay co the khac phuc dugc bang cach sir dung
mot ban do dinh vi dé phan biét truong hop cd the va khong thé nhung tin. Giai phap nay duoc trinh bay chi ti€t trong
phuong phap de xuat.

III. PHUONG PHAP DE XUAT

A. Y twéng ciia phwong phdp

Trudc tién ta khao sat su bién doi chir s6 don vi ctia p (goi cho gon 1a dudi va ky hiéu D(p)) qua phép bién doi
p’=2*p+b. Su bién doi nay dé dang dugc biéu dién qua bang sau:

Bang 1. Khao st sy bién déi cua D(p) qua phép bién dbi p’=2*p+b

TT D(p) D(p’)
b=0 b=1

1 | 0(s6 nguyén) 0 1
2 1 2 3
3 2 4 5
4 3 6 7
5 4 8 9
6 5 0 1
7 6 2 3
8 7 4 5
9 8 6 7
10 9 8 9

Theo bing 1 truong hop b=0 va D(p)=>5 thi D(p*)=0. Nhu da phan tich & trén truong hop ndy s& dan dén 15i trich
bit b va khdi phuc phan phan p. Nhu vay khi gap truong hop nay thi can bo qua va khdng nhing bit thuy véan.

Dé biét khi ndo c6 thé va khi nao khong thé nhing tin, ta phan hoach tap dudi p {0, 1,.., 8, 9} thanh hai tap roi
nhau N va K. Khi D(p) thuéc N thi ta c¢6 thé nhing thuan nghich mot bit b vao gia tri p dé nhan p’, con khi D(p) thudc
K thi p khong dwoc dung dé nhing tin. Ta goi (N, K) I1a ban d6 dinh vi dé phan biét cac truong hgp nhing va khong
nhiing. Nhu sé& chi ra dudi day, khi biét p’ c6 thé suy ra D(p) thudc N hay K, do d6 khong can nén va nhing thong tin
vé ban d6 vao co s dit liéu gbc nhu trong phuong phap cua Tian nén kha niang nhiing tin cta phuong phéap dé xuat khéa
cao.

Bay gio s& xac dinh ban d6 (N, K). Nhu phan tich ¢ trén, 5 thudc K va khi D(p)=>5 thi ta khong nhung tin va dat
p’=p=5. Theo nhu bang 1, khi D(p)=2 hodc D(p)=7 va b=1 thi D(p’)=5. Nhu vay trong treong hgp nay ta ciing khong
thé nhung tin. N6i cach khéc, 2 va 7 ciing phai thuoc K. Ciing theo bang 1, cac truong hop con lai déu c6 thé st dung
dé nhang tin, vay c6 thé xac dinh ban @b (N, K) nhu sau:

K={2, 5, 7} va N={0, 1, 3, 4, 6, 8, 9}

Sau khi da xc dinh dwoc ban d (N, K) 6 thé dé dang xay dung phuong phap nhiing 1 bit thuy van trén 1 gia
tri thugc tinh kiéu s6 thuc nhu trinh bay dudi day.

B. Phwong phdp nhiing trén mot gid tri ciia thuéc tinh kiéu sé thuc
1. Thuat toan nhing 1 bit thay van
Pau vao: X=t.A- gia tri bo thir t thugc tinh kiéu thuc A, b- bit nhang gié tri 0 hoac 1
Pau ra: X’=t.A’ gia tri mai bo thu t thudc tinh kiéu thuc A
Budc 1: Tir gié tri thuc X tach thanh 3 phan: phan nguyén n, s6 chir sb khdng sau phan nguyén s va phan phan p
[n, s, p]=Tach(X)
Vi du néu X=24.000567 thi n=24, s=3, p=567.
Budc 2: Dya vao D(p) va ban do (N, K) dé phan biét truong hop nhing va khdng nhing, cu thé nhu sau:
Truong hop 1: néu D(p) € K khong nhing chuyén dén budéc 3
Truong hop 2: néu (p) € N , nhing, chuyén dén budc 4
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Buéc 3: Xir 1y truong hgp khéng nhdng tin
Truong hop 1: néu D(p)=5 thi giir nguyén p: p’=p
Trudng hop 2: néu D(p) € {2, 7} thi bién d6i p theo cong thac p’ = 2 * p
Chuyén xudng buéc 5
Buéc 4: Nhang bit b vao p theo cong thic
p=2*xp+b
Budc 5: Xac dinh X’ bang cach ghép n, s va p’: X’=Ghep(n, s, p’)
Nhan xét 1 (tinh chat cua thuat toan nhdng tin):
Qua cac budc trén dé dang thay riang thuat toan nhing tin cé tinh chét sau:

- Néu D(p) =5 thi D(p’)=5
- Néu D (p) € {2, 7} thi D(p’)=4
- Néu D(p) € N thi D(p’) € {0,1, 2,3, 6, 7, 8, 9}

Nhu vay tir p’ thi ¢6 thé suy ra D(p) thudc K hodc N va trong trudng D(p) thudc K cé thé suy ra D(p) =5
hoac D(p) thuoc {2, 7}

Tu nhan xét trén, ching ta xay dung thuét toan trich bit thuy van b va khoi phuc gia tri X tir X* nhu sau:
2. Thuat toan khoi phuc:
Dau vao: X’=t.A’- gi trj bo thi t thudc tinh kiéu thuc da nhung hodc khéng nhing bit b
Dau ra: b- bit nhiing néu c6, X=t.A gia tri thudc tinh kiéu thuc gc
Budc 1: Tir X’ tach phan nguyén n, sé chit s6 khong truéc phan phan s va phan phan p’:
[n, s, p’]=Tach(X")
Bud6c 2: Dya vao D(p’) dé phan biét truong hop co nhiing tin nhu sau:
Truong hop 1: néu D(p') € {4, 5} khong trich tin, chuyén dén budc 3
Truong hop 2: néu D(p') € {0,1,2,3,6,7,8,9} trich tin, chuyén dén budc 4
Budc 3: Khdi phuc p tir p’
Truong hop 1: néu D(p’)=5 thi p=p’
Trudng hop 2: néu D(p)=4 thi p=p’ div 2
Chuyén xudng buéc 5
Budc 4: trich bit b va khdi phuc p tur p’
b=p’ mod 2
p=p’ div2
Budc 5: Khoi phuc gié tri X=t.A bang céch ghép céc thanh phan n, s va p:
X=Ghep(n,s,p)

Nhan xét 2 (tinh dung dan cua thuat toan khdi phuc): Tinh ding dn cua thuat toan khdi phuc c6 thé dé dang
chirng minh bang cach sir dung tinh chat cua thuat todn nhing tin phat biéu trong nhan xét 1.

Mot sb vi du minh hoa thuat todn nhdng tin va thuat toan khoi phuc
Vi du 1: X=21.365 thi n=21, s=0, p=365, khong nhing tin, p’=p=365 va X’=X=21.365.
Vi duy 2: X=30.017 thi n=30, s=1, p=17, khong nhlng tin, p’=2*p=34 va X’=30.034.
Vi du 3: X=25.28 va b=1 thi n=25, s=0, p=28, nhlng tin, p’=2*p+b=57 va X’=25.57.
Vi du 4: X=18 va b=1 thi n=18, s=0, p=0, nhung tin, p’=2*p+b=1 va X’=18.1.

C. Phwong phdp nhung tin trén co so dir lieu quan hé

1. Thuat toan nhing

Dau vao co sé dit liéu quan hé R= R, (P, A4; , A,,... Ay, By , By,... Bg) trong d6 P la thudc tinh khoa, A; , A,,...
A, cac thugc tinh gia tri thuc, B, , B,,... Bg cac thugc tinh kiéu khéc, w s6 bo (ban ghi) trong bang di liu, W=(w; ,
Wa,... w;,) la déy y bit thuy van

Déu ra 1a co s dit liéu R’ chira W

Budc 1: Xac dinh kha ning nhiing (s6 bit téi da c6 thé nhung) trén co so dit lisu R
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Ky hi¢u t.A; la gia tri thuoc tinh A; ciia bo thir t, p; 1a phan phéan ciia t.A;. Néu dudi D(p;) thuoc tap N, thi theo
muc A, ta cd thé nhing 1 bit thuy van trén gia tri t.A;. Khi d6 ta goi t.4; 1a kha nhang.

Goi o; la sb gia tri kha nhing trong sb cac gid tri t.A; véi t=1,..., w, khi d6: ¢ = Y%, 0; 12 kha nang nhing trén
coso dir lieu R
Budc 2: Diéu chinh ddy bit thiry van W theo kha niang nhing o

Néu s bit thiy van y nho hon hogc bang o thi gilr nguyén W, tréi lai ta ngét bo y — o bit cudi cia W. Néi céch
khac, W chi con o bit dau tién: W=(w; , w,,... w,). Nhu vay sau khi diéu chinh, ddy W c6 do dai 8 = min(o,y):
W=(w;, wy,... wg)

Budc 3: Nhiing W vao co sé dir liéu R

Chon @ gia tri kha nhing bat ky cua R, goi c4c gi tri nay 1a X; , X,,... Xo. Nhiing mdi bit w; vao X; dé duoc X';
theo thuat toan B1

Budc 4: Tao co so dir liéu thuy van R’

R’ duoc tao tir R sau khi thay céc gia tri X; bang X;
2. Thuat toan khéi phuc W va R

Dau vao 1a co s¢ dit liéu thiy van R’. Ngoai ra biét tap cac gia tri X’={X'; , X',... X'p} la c4c gia tri thiy van
nhan dugc trong thuat toan nhdng.

Dau ra la day bit thiy van W=(wy, w,,... wy) va co s& dit lidu goc R.

Buéc 1: Tu day X trich day bit thuy van W va khdi phuc day gia tri X={X, , X,,... X} theo thuat toan I11.B.2

Budc 2: Khoi phuc co so dit liéu géc R: R duoc tao tir R” sau khi thay cac gia tri X’; bang X;

Nhén xét 3 (vé kha ning nhiing): & trén da chi ra sé bit ¢ thé nhiing dwoc vao thuge tinh 4; bang sb cac gié tri
kha nhlng trong sé w gia tri t.A; VOI i=1,. w. Ngoal ra, t.4; duoc goi la kha nhung néu phan phan p; Cua no c6 dudi
thudc tap N. Do tap N c6 7 chir sb, trong khi tap day du cac du01 1a 10, vi vay néu cac dudi xuat hién déu nhau thi sé
gid tri kha bién xap xi bang 70% tong s gia tri. Nhu vay c6 thé thiy kha ning nhung tin ciia phuong phép dé xuat bang
70% s gié tri ciia cac thudc tinh kiéu sé thuc trong co so dit lidu, va co thé biéu dién theo cong thirc sau:

70 x a * w
100
IV. LUQC PO THUY VAN THUAN NGHICH DE VO KHOA CONG KHAI

Dua vao phuong phap dé xuét & trén ching ti xay dung mét luge do thiy van thuan nghich dé v khéa cong
khai ap dung cho viéc xac thuc tinh toan ven cia co s dir liéu nhu sau:

Gia str co s¢ dir ligu quan hé c6 bang R=R(P, 4, , A;,... Ag, By , By,... Bg) trong d6 P la thugc tinh khoa 4; la
céc thuc tinh s6 thuc, B; 1a cac thugc tinh kiéu khéac. Dit ligu thiy van dwoc nhiing vao phan phan cua gia trj cac
thugc tinh kiéu so6 thuc 4, , A,,... A,.

A. Thudt toan nhiing thiiy vin

Thut toan tao va nhung dau thuy van trén co s& dir liéu gdc R dé duoc co so dir lidu thuy van R’ thuc hién
theo so do6 sau:

Khoéa bi mat K,

Ham bam 5 dai dho du thi Nhuing tin Co so dit liéu
SHA2 An TT thuan nghich thiy van R’

Co so dur
liéu goc R

Hinh 1. So db nhang thity van thuan nghich d& v& khoa cong khai cho co sé dit liéu

Trén Hinh 1, thuat todn sir dung ham bam SHA2-348 (ky hiéu SHA2) dé xac dinh ma dai dién cho co s¢ di
liéu R. Khi d6, ma dai dién HR c6 d6 dai 348 bit va dugc md hoa bang hé mat md RSA thdong qua khoa bi mat K, dé
nhan dugc dau thuy van W. Dau thuy van W dugc nhiing vao co s& dfr liéu goc bang thuat toan d¢ xuat dé€ nhan dugc
co so dit li¢u thuy van R’. Co s¢ dir liéu thiy van dugc dung dé trao doi trén cac kénh truyén cong khai.

Chi tiét thuat toan duoc thé hién qua cac budce sau:

Pau vao 1a co sé dir liéu goc R
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Dau ra 1a co s dit lidu thiy van R’
Budc 1: Xac dinh ma dai dién HR
HR=SHA2(R)
Budc 2: Ma hoa HR bang mat ma RSA dung khéa bi mat K
W=MaHoaRSA(HR, K;)

Budc 3: Nhung W vao co s¢ dit liéu R theo thuat toan II1.C.1 dugc co s¢ dit li¢u thiy van R’
B. Thudt todn xdc thuc tinh toin ven va khéi phuc co sé div ligu géc

Co s¢ dit ligu thuy van R* dugc chuyén dén ngusi nhan qua moi truong cong khai va ¢6 thé bi bién doi thanh
R*. Do d6, nguoi nhan ¢6 dugc R* va can xac minh xem déy c6 ding 1a co s¢ dit liéu thuy van R’ hay khong. Thuat
toan xac thue dwgc mo ta theo so d6 dudi day:

Giai ma

Co s¢ dit lidu can Trich d4u thity van va So sénh
Xac minh R* khoi phuc co sé dir liéu

Ham bam ma dai
dién AR

Co s6 dit liéu
khoi phuc R

Hinh 2. So db xéc thuc tinh toan ven thiy van thuan nghich dé v& khoa cong khai cho co sé dit liéu

Trén hinh 2 dau tién trich ddu thuy van W* va khdi phuc co so dir liéu R tir R* bang thuat toan dé xuat. Dau thiy
van duoc giai ma RSA véi khoa cong khai K, dé nhan duge mi dai dién HR*. Mit khéc, tir co sé dir liéu vira khoi phuc
sir dung ham bam SHA?2 dé lay ma dai dién HR. Ta so sanh AR va HR* néu ching gidng nhau két luan R* 1a co s6 dit
liéu thity van va R* chinh 1a co so dir liéu goc. Nguoc lai két luan co s dir liéu R’ da bi tin cong trén duong truyén.

Chi tiét thuat toan duoc thé hién qua cac budc sau:
Pau vao co sd dir liéu can xac thuc R*
Dau ra 1a két qua xac thuc xem R* ¢6 ding 1a R hay khong. Néu dung thi khoi phuc co s dit liéu gbe R.
Budc 1: Trich ddu thuy van W* va khdi phuc co sé dit liéu R tir R*
Budc 2: Xac dinh ma dai dién theo hai cach
HR*=GiaiMaRSA(W*,K,)
HR=SHA2(R*)
Budc 3: Xac thyc tinh toan ven
Néu AR=HR* thi dir liéu toan ven, c6 nghia Ia R*=R’ va R =R
Nguoc lai dit liéu khdng todn ven, co so dit liéu da bi tin cong(R*#R”).
C. Vé tinh diing ddin ciia mé hinh dé xudit

Do dau thuy van 1a dai dién cua toan bo co so dir liéu va duoc xac dinh boi ham bam nén chi can mot sy thay
d6i nho du chi mat gia tri thuoc tinh ctia ban ghi nao d6 thi ma dai dién ciing bi bién doi (tinh chat cia ham bam). Vi
vay, md hinh thuy van dé xuat c6 kha nang phat hién moi su tan cong trai phép trén co so dir liéu da thuy van. biéu nay
phu hop véi két qua thyc nghiém.
V. THU NGHIEM
) Dé thir nghiém kha ning phat hién cac dang tan cong 1én co so dit liéu thuy van R’, chung t6i sir dung co s dir
liéu goc R c6 mot bang dir liéu gom bon thude tinh thuc va 5000 ban ghi. Sau méi lan tan cong, thuat todn tinh cac gia
tri dai dién HR* va AR, ching déu la cac diy 384 bit. Dé so sanh sy khac nhau gitra HR* va AR, ching t6i str dung do
sai khac binh phuong trung binh:
iZ1(HR] — HR)?
384
Néu p(HR*,HR) = 0 thi c6 thé két luan R’ khong bi tin cong (R*=R’), trai lai thi két luan bi tin cong
(R*#R’).

p(HR*,HR) =

_Két qua thir nghiém trinh bay trong bang dudi ddy cho thiy moi sy thay doi du nhé ddi véi co so dit ligu thity
van déu dugc phat hién.
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Bing 2. Thir nghiém su khac nhau gitra HR* va AR

TT | Céc phép tan cong p(HR*, HR)
1 Stra 1 ban ghi 0.486979
2 Stra 5 ban ghi 0.458333
3 | Sua 10 ban ghi 0.515625
4 | Stra 15 ban ghi 0.486979
5 | Thém 1 ban ghi 0.492186
6 | Thém 5 ban ghi 0.518229
7 | Thém 10 ban ghi 0.476563
8 | Xoa 1 ban ghi 0.473958
9 | Xo6a 5 ban ghi 0.481771
10 | Xo6a 10 ban ghi 0.481771

VI. KET LUAN

Dua theo ¥ twdng mé rong hiéu trén phan phan cua Farfura [10] va bang cach ap dung ban d6 dinh vi céc vi tri
kha nhing, ching t6i da dé xuat mot phuong phép thity van thuan nghich cho co sé dit liéu ¢6 cac thudc tinh kiéu thyc.
Tinh déng din cua phuong phap da dwoc ching minh bang cac phan tich ly thuyét. Phuong phép nay c6 kha ning
nhidng kha cao, bang khoang 70% s6 gia tri ciia thugc tinh kiéu sb thyc trong co so dir liéu.

Str dung phuong phap dé xuat, két hop ham bam va mot hé mat ma khoa cong khai, chung t6i da xay dung mot
luoc @6 thuy van thuan nghich cho co sé dir liéu. Luge do ndy c6 tinh d& v&, c6 kha ning phat hién moi sy thay déi du
nhé trén co s6 dit lidu thuy van dwoc giri trén mang. Do d6 ngudi nhan cé thé kiém ching tinh toan ven cia co so dit liéu
minh nhan dugc. Trong treong hop todn ven ngudi nhan c6 thé khéi phuc co so dit lidu goc tir co so dir lidu thuy van.

TAI LIEU THAM KHAO

[1] A.Khan, A.Siddiqua, S.Munib, and S.A.Malik, “A Recent Survey of Reversible Watermarking Techniques”, Information
Sciences, 2014, pp.251-272.

[2] A.M.Alattar, “Reversible Watermarking Using the Difference Expansion of A Generalized Integer Transform”, IEEE
Transactions on Image Processing, 2004, VVol.18, pp.1147-1156.

[3] C.C.Lin, and F.F. Shiu, “DTC-based Reversible Data Hiding Scheme”, Journal of software, 2010, Vol.5, NO.2, pp.214-224.

[4] C.C.Chang, C.C.Lin, C.S.Tseng, and W.L.Tai, “Reversible hiding in DCT-based compressed images”, Information Sciences,
July 2007, Vol. 177, Issue 13, pp. 2768-2786.

[5] C.C.Lee, H.C.Wu, C.S.Tsai, and Y.P.Chu, “Adaptive lossless steganographic scheme with centralized difference expansion”,
Patterm Recognition, 2008, pp.2097-2106.

[6] C.C.Lin, W.L.Tai, and C.C.Chang, “Multilevel reversible data hiding based on histogram modification of difference images”,
Pattern Recognition 41, 2008, pp.3582-3591.

[7] D.Coltuc and J-M.Chassery, “Very Fast Watermarking by Reversible Contrast Mapping”, IEEE Signal processing letters, 2007,
Vol. 14, No. 4, pp.255-258.

[8] D& Vin Tuan, Nguyén Kim Sao, Nguyén Thanh Toan, Pham Van At (2014) “Mgt so' d6 nhing tin thugn nghich moi trén anh
JPEG”. Chuyén san Cac cong trinh nghién ctru, phat trién va tng dung Cong ngh¢ Thong tin va Truyen thng, Tap chi Cong
nghé Thong tin va Truyén thong, thang 12/2014, tr. 41-52.

[9] B Vin Tuan, Tran Dang Hién, Pham B¢ Long, Pham Vin At (2015) “Mét lugc do thiy van thugn nghich méi si dung me
rong hiéu doi véi cac véc-to diem anh”. Chuyén san Céng nghé thong tin va Truyén thong, Tap chi Khoa hoc va Ky thuat, Hoc
vién Ky thuat Quan su, thang 4/2015, tr. 17-31.

[10] Farfoura, Mahmoud E., et al. "A blind reversible method for watermarking relational databases based on a time-stamping
protocol.” Expert Systems with Applications 39.3 (2012): 3185-3196.

[11] G. Gupta, J. Pieprzyk. “Reversible and blind database watermarking using difference expansion,” Proceedings of eForensics,
Jan. 2008, pp. 1-6.

[12] G.Xuan, C.Yang, Y.Zhen, Y.Q.Shi, and S.Ni, “Reversible data hiding using integer wavelet transform and companding
technique”, Proc. IWDW, 2004, pp.115-124.

[13] H. Khatacimaragheh, H. Rashidi (2010) “A Novel Watermarking Scheme for Detecting and Recovering Distortions in
Database Tables”. International Journal of Database Management Systems, Vol.2, No.3, August 2010, pp.1-11.

[14] J.Tian, “Reversible data embedding using a difference expansion”, IEEE Trans. Circuits Syst. Video Technol, 2003, pp. 890—
896.

[15] K.Y. Mohammad, and A.J.Ahmed, “Reversible Watermarking Using Modifiled Difference Expansion”, International Journal
of Computing & Information Sciences, 2006, Vol.4, No.3, pp.134-142.

[16] Li.Y, Swarup.V, Jajodia.S., (December 2003). “A robust watermarking scheme for relational data”, in Proc. The 13th
Workshop on Information Technology and Engineering, pp 195-200.

[17] Li.Y, Swarup.V, Jajodia.S., (October 2003). “Constructing a virtual primary key for fingerprinting relational data”. ACM
Workshop on Digital Rights Management, pp 133-141.



L& Quang Hoa, DB Vin Tuén, Nguyén Huy Dirc, Pham Vin At 405

[18] M.Goljan, J.J.Fridrich, and R.Du, “Distortion-free data embedding for images”, 4th Information Hiding Workshop, LNCS,
2001, Vol.2137, pp. 27— 41.

[19] M.Khodaei, and K.Faez, “Reversible Data Hiding By Using Modified Difference Expansion”, 2nd International Confference
on Signal Processing Systems, 2010, pp.31-34.

[20] M.Nosrati, R. Karimi, and M. Hariri, “Reversible Data Hiding, Principles, Techniques, and Recent Studies”, Journal World
Applied Programming, 2012, pp.349-353.

[21] R. Agrawal, J. Kiernan (2002) “Watermarking Relational Databases”, Proceedings of the 28" VLDB Conference, Hong Kong,
China, 2002.

[22] W.Zhang, B.Chen, and N.Yu, “Improving Various Reversible Data Hiding Schemes Via Optimal Codes for Binary Covers”,
IEEE Transaction on Image Processing, June 2012, pp. 2991 — 3003.

A PUBLIC REVESIBLE WATERMAKING SCHEME FOR DATABASE
USING EXTENDING REAL ATTRIBUTES
Le Quang Hoa, Do Van Tuan, Nguyen Huy Duc, Pham Van At

ABSTRACT— Watermaking is considered a useful tool to protect the database on the unsafe exchange environment. The traditional
watermaking scheme only allows get watwermark without the ability to restore the database. Therefore, the recipient does not get
original data but merely an approximation. To overcome this disadvantage, recently there exists schemes that be able to restore the
original data, called the reversible watermaking schemes. Difference expansion is considered an effective technique for building
reversible watermaking scheme, however it has the drawback to make the data change largely. Fafoura and et.al recently proposed
using difference expansion on fraction part of real attributes, thereby reducing the change and improve the quality of watermaking.
However by the theoretical analysis and testing, we pointed out in a number of cases this scheme can not extract the watermark as
well as restore the original data correctly. In this paper we propose a solution to overcome the drawbacks mentioned above by
using a location map to distinguish cases where the method can embed by extending fraction part and the case does not allow
embedding. Then based on this new information embedding method, we propose a public key fragile reversible watermaking scheme
on the relational database. This scheme has the advantage that the receiver easily check the integrity of the watermaking database
and get the correct restoring the original database. So the recipient does not have to use approximate database (watermaking), but
can use the original database.



