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TOM TAT— Bii bdo de xudt mét phiong phdp xdy dung luoc d6 chi ky s6 duwa trén tinh khé ciia bai todn logarit roi rac. Tir
phiong phép duwoc dé xudt c6 thé trién khai ra cdc hege do chit ky khdc nhau d@é liwa chon phix hop cho cdc iimg dung trong thiec té.

Tir khéa— Chit ky 56, liwge do chit ky s6, thudt todn chit ky s6, bai todn logarit roi rac.
I. PAT VAN PE

Luoc dd chir ky s6 xay dung trén bai toan logarit rdi rac lan dau tién duoc T. ElGamal [1] dé xuat vao nam 1985.
Phuong phép xay dung lugc do chir ky ciia ElGamal di duoc sir dung trong nhiéu luoc do chit ky phat trién sau d6, ma
quan trong nhét 1a lugc dd chit ky Schnorr [2] véi viée cai tién cac tham s6 hé théng nham cho phép rit gon d6 dai chit ky
va giam d6 phtc tap tinh toan trong céc thii tuc sinh va kiém tra chit ky. Cac chuan chir ky s6 ciia Hoa Ky [3], Nga [4], ...
déu duoc xdy dung trén co s két hop phuong phap cua ElGamal va Schnorr. Cac luoc db chir ky nay dugc goi chung 1a
ho chit ky EIGamal. Trong [5] céc tac gia dé xuit mot phuong phap xay dung luge dd chit ky sé dwoc phat trién tir
phuong phap xay dung ctia ho chit ky EIGamal, wu diém ciia phuong phap dé xuét Ia c6 thé phat trién duoc nhiéu luge do
chir ky khac nhau cho cac g dung thuc té.

Trong bai bdo nay, nhom tac gia tiép tuc dé xuit mot phuong phap xay dung luoc db chir ky sé dua trén tinh khé
ctia bai todn logarit roi rac, tuy nhién phuong phap dé xuit & day c6 nguyén tic thiét ké hoan toan khac véi phuong phép
xay dung cua ho chir ky ElGamal. Tuong tu [5], vu diém cua phuong phap méi d& xut ¢ day 1a tir dé co thé phat trién
duogc nhiéu luge dd chit ky khac nhau dé lwa chon phu hop véi yéu cu cua cac ing dung trong thuce té. Hién tai, chua ¢
cac két qua nghién ciru twong tw dugc cong bd ¢ trong va ngoai nudc.

II. XAY DUNG LUQC PO CHU KY SO TREN BAI TOAN LOGARIT ROI RAC
A. Phuwong phdp xdy dung liwoe do chiv ky trén bai todn logarit réi rac

1. Bai toan logarit roi rac

Cho p la sb nguyén t6, g 1a phan tir sinh ctia nhom Z Khi d6 bai toan logarit roi rac trén truong hitu han nguyén
t6 DLP, ¢ dugc phat biéu nhu sau:

Bai toan DLPgp, : Voi mdi sb nguyén duong ye Zp*, hay tim x thoa man phuong trinh:
g“modp=y 1.1)

Gidi thuat cho bai toan DLP(y ) ¢6 thé dugc viét nhu mot thuat toan tinh ham DLPgp(.) v6i bién dau vao 1a y
con gia tri ham 1a nghiém X cia phuong trinh (1.1):

,(¥) (1.2)

Dang luge db chit ky xay dung theo phuong phap mdi dé xuét ¢ day cho phép cac thyc thé ky trong cting mot
hé théng co6 thé dung chung bo tham s {g, p}, trong do mdi thanh vién U cia hé thong tu chon cho minh khéa bi mat x
thoa mén: 1< x < (p-1), tinh va cong khai tham s6:

x=DLR,,

y=g”"mod p (1.3)
Cha y:

(i) Mic du bai todn DLP g, 1a kho, tuy nhién khong phai véi moi yeZ, thi viéc tinh DLP gy (y) déu kho, chang
han nhitng y =g* mod p, vi x khong du 16n thi bang cach duyét dan x = 1, 2, ... cho dén khi tim dugc nghiém cua
(1.2) ta s& tim duoc khoa bi mat x, do d6 cac tham s6 mat x phai duoc Iya chon sao cho viée tinh DLPgp (Y) déu kho.

(ii) Vi Iyra chon x néu trén, chi c6 nguoi ky U biét dugc gia tri X, vi vay viée biét duge x dit dé xac thyuce d6 1a U.
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B. Xay dung luoc do chit ky sé trén bai todn DLP, g

Dang lugc d6 méi dé xuét & day xay dung dya trén tinh kho giai ciia bai toan DLP g va duoc thiét ké theo
dang lugc db sinh chit ky 2 thanh phan twong ty nhu DSA trong chuédn chit ky s6 DSS (Digital Signature Standard) cua
Hoa Ky [3] hay GOST R34.10-94 [4] cta Lién bang Nga. Gia st rang khoa bi mat ctia nguoi ky 12 x dwoc chon ngiu
nhién trong khoang (1, p) va khoa cong khai tuong img y dugc hinh thanh tir X theo (1.3):

y=g"mod p

O day p 1a s6 nguyén t duoc chon sao cho viéc giai bai toan DLP(yp (y) 12 kho, g 14 phan tir sinh cta nhém Z,”
c6 bac 1a g, vai g|(p-1).

Gia str (r,v) 1a chit ky 1én ban tin M, u 1a 1 gia tri: 1 <u < g va r dugc tinh tir u theo céng thirc:
r=g"mod p (1.4)
vav la mét gia tri dugc tinh tir s theo céng thire:
v=g°mod p (1.5)
Ciing gia thiét rang phuong trinh kiém tra ctia lugc d6 c6 dang:
VEMLEES) Z M) B0 oy
O day f(r,s) 1a ham ctia r va s. Do (1.5), nén f(r,s) c6 thé biéu dién dudi dang ham cta r va v: f(r,s)=F(r,v)
va dugc lya chon khac nhau trong cac truong hop cu thé, vi du nhu: F(r,v)=rxv?, F(r,v)= rixv, F(r,v)=r xV?,
F(r,v)=r?xv,...
Xét truong hop: f(r,s)=F(r,v)=rxvmod p=rxg®mod p (1.6)
va: f(r,s)=F(r,v)=g"mod p 1.7)

v6i k duge chon ngu nhién trong khoang (1,q). Pat: g* mod p=2Z, khi d6 ta cé: f(r,s)=F(r,v)=2Z, nén co
thé dua phuong trinh kiém tra vé dang:

gs.fl(M,Z) _ gu.fz(M,Z) % gx.fs(M,Z) mod p (1.8)
Tur (1.1), (1.3), (1.4) va (1.8) ta c6:
sx f,(M,Z)=(ux f,(M,Z)+xx f,(M,Z))mod q (1.9)
T (1.9) suy ra:
s=(ux £,(M,2)*x f,(M,Z) +xx f,(M,Z) ™ x f,(M,Z))mod g (1.10)
Mat khac, tir (1.6) va (1.7) ta co:
(s+u)modq =k (1.12)

Tur (1.10) va (1.11) ta cé:
(ux £,(M,Z) " x £,(M,Z) + xx f,(M, Z) " x f,(M,Z) +u)mod q = k
hay:
(Ux(F,.(M,Z) " x £,(M,Z)+1) +xx f,(M,Z) *x £,(M, Z))mod q = k
suy ra:
u=(f,(M,2) x f,(M,Z)+1)* x (k—xx £,(M,Z)* x f,(M, Z))mod q (1.12)
Tir (1.12), thanh phan thir nhat cua chir ky dugc tinh theo (1.4):
r=g“modp
va thanh phan thir 2 dugc tinh theo (1.10):
s=(ux f,(M,Z)*x £,(M,Z)+xx f,(M,Z) * x f,(M, Z))mod q

Tur day, mot dang luge db chit ky tuong tng véi truong hop: F(r,v)=rxvmod p=g“mod p dugc chi ra nhu
cac Bang 1, Bang 2 va Bang 3 duéi day.
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Bang 1. Thuit toan hinh thanh tham sb va khoa

Input: p, q, X.
Output: g, .

[1]. selecth: 1<h<p

[2]. g« h®*Y9mod p
[3]. if (g =1)then goto [1]
[4]. y < g*mod p

[5]. return {g,y}

Cha thich:
(i) p,q: c4c sd nguyén to thoa man diéu kién: p=Nxq+1, N=1,2,3,....
(ii) x,y: khoa bi mat, cong khai cua ddi tuong ky U.

Bang 2. Thuét toan hinh thanh chir ky

Input: p, q, g, X, M.
Output: (r,s).

[1]. selectk: 1<k <q

[2]. Z < g“mod p

[B]. w, « f,(M,2Z)

[4]. W, «(w) " modq

[5]. w, < f,(M,Z)

[6]. W< W, xW,

[7]. if (ged(w+1,q) #1) goto [1]

[8]. w, « f,(M,2)

[91. U« (w+1)"x(k—xxW, xw,)modq
[10]. r<g“"mod p

[11]. s < (uxW+ XxW, x W, )mod q
[12]. return (r,s)

Chu thich:
(i) M: ban tin can ky, véi: M € {0,1}”.
(i) (r,s): chir ky ctia U 1én M.
Bing 3. Thuat toan kiém tra chir ky

Input: p, q, g, Y, {M,(r,s)}.
Output: true / false .

[1]. Z « f(r,s)

[2]. w, « f,(M,Z)

[8]. w, « f,(M,2)

[4]. w, « f,(M,Z)

[5]. A< g** modp

[6]. B« r*xy" modp

[7]. if (A=B) then {return true}
else {return false}

Chd thich: o
(i) M, (r,s): ban tin, chir ky can tham tra.

(i) Néu két qua tra vé 1a true thi tinh toan ven va nguon gbc cia M dugc khing dinh. Nguoc lai, néu két qua la

false thi M bi phii nhan vé ngudn gdc va tinh toan ven.
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1. Tinh ding dén ctia dang luoc d6 méi dé xut
Diéu cin ching minh ¢ day l1a: cho p, q 1a 2 sé nguyén t6 véi q|(p-1), 1<h<p, g=h®Dmodp,
1<k,x<q, y=g*modp, Z="f(r,s)=g*modp, w=f(M,Z), W =(w) modq, w,="f,(M,Z), W=WxW,,
ged(W+1,q) =1, w,=f,M,z), u=(W+1)"x(k—xxWxw;)modq, r=g"modp, s=(Uuxw+XxWxw;)modq-
Neuw: A=g*™modp, B=r"xy“modp thi: A=B.
Tinh ding dén ciia luge dd dang tong quét c6 thé duoc chirmg minh nhu sau:
Tir (1.17) va (1.18) ta c6:
A=g*"mod p=g*"™"* mod p
_ g(u,fl(M,Z)’l.fz(M,Z)ﬂ. £,(M.2)™ 65(M.2)) £,(M,Z) mod p (1.19)
— gu,fz(M,Z)+x.f3(M,Z) mOd p
Tir (1.14) va (1.19) ta lai co:
B=r"xy“modp=g
_ gu.fz(M,Z)+x.f3(M,Z) mod p
Tir (1.19) va (1.20) suy ra: A= B. Pay la diéu can ching minh.

u.f,(M,2)

% gx.fS(M,Z) mod p (1.20)

C. Mot hege do chir ky phat trién theo phiong phdp méi dé xudt
Lugc dd chir ky LD 16.5-01
Lugc d0 chir ky - ky hiéu LD 16.5-01, dugc phat trién tir dang luge d6 méi dé xuit véi cac lya chon:
f,(M,2)=2, f,(M,Z)=H(M), f,(M,Z)=2, 6 ddy H(.) 1a ham bam va H(M) la gia tri dai di¢n cua ban tin
M. Cac thuat toan hinh thanh tham so va khoa, thuét toan ky va kiém tra chir ky cta lugc d6 dugc mo ta

trong cac Bang 4, Bang 5 va Bang 6 dudi day. )
Bang 4. Thudt toan hinh thanh tham s0 va khoa

Input: p, q, X.

Output: g, y, H().

[1]. selecth: 1<h<p

[2]. g« h®Y9mod p

[3]. if (g=1)then goto [1]

[4l. y<g*modp (2.1)
[5]. select H: {01} ' —2Z, , q<t<p

[6]. return {g,y,H(.)}

Béng 5. Thuat toan ky

Input: p, g, g, X, M — ban tin can ky.

Output: (r,s) — chir ky cia U 1én M.

[1]. E=HM™)

[2]. selectk: 1<k <q

[38]. Z<«g“modp (2.2)
[4]. if ((ged(Z,0) #1) OR (ged(Z ' x E +1,q) 1)) then goto [2]

[5l. ue(z*xE+1)"x(k—x)modg

[6]. r<g"modp (2.3)
[7]. s<—(u><Z’1><E+x)modq (2.4)
[8]. return (r,s)

Bang 6. Thuat toan kiém tra

Input: p, g, g, y, M, (r,s).
Output: true / false .

[l E=H(M)

[2l. W «rxg®modp

[38]. A< g*" modp (2.5)
[4]. B« rExy"” mod p (2.6)

[5]. if (A=B) then {return true}
else {return false }
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2. Tinh dung din cua luoc dd LD 16.5 - 01

Diéu can chirmg minh & ddy 1a: Cho p, q 12 2 s6 nguyén t6 véi q|(p-1), H :{0,1}* =Z,q<n<p,
1<k,x<q, y=g*modp, Z=g"mod p. E=H(M), u=(Z*xE+1)"x(k—x)modg. r=g"mod p.
s=(uxZ’1><E+x)modq.NéuZ W =rxg°modp, A=g*" modp, B=rFxy"” mod p thi: A=B.

Tinh déng dén ciia luge dd méi dé xuat duge chimg minh nhu sau:
Tu (2.2), (2.3), (2.4) va (2.5) ta co:

g s.w mod p= gs.(gs.rmodp) mod p
g s(r.vmodp) mod p= gs.Z mod p (27)
g(u 2 Ex)Z mod p = g“£Z mod p
Tu (2.1), (2.2), (2.3) va (2.6) ta lai co:
B= r.E % yW mOd p — gu.E % gx_(gs_rmodp) mOd p (28)

u.E+x.Z

=g gx (rvmodp) modp=g

Tu(2.7)va(2.8)suyra: A=B

Pay 1a diu can chig minh.
3. Mitre d9 an toan cua luge do LD 16.5-01

O dang lugc do méi dé xuat, khoa cong khai dugc hinh thanh tir khoa bi mét dwa trén tinh khé giai cua bai toan
logarit roi rac trén truong hiru han nguyén t6 DLP(p). Vi vay, néu cac tham so {p,a,g9} dugc chon dé bai toan DLP, )
1a kho thi mirc d9 an toan cua luoc do méi dé xudt xét theo kha nang chéng tan cong lam 16 khoa mat s¢ dugc danh gia
bang muc d6 khé cua bai toan DLPp - Can chi y rang, dé bai toan DLP 1a khé thi cac tham sé {p,q,g,n} can phai
dugc lya chon tuong ty nhu DSA [3] hay GOST R34.10-94 [4], v6i: | p |>512bit , | g [>160bit , | n|[>160bit .

Ti Thudt todn kiém tra (Bang 6) cua lugc do LD 16.5-01 cho thiy, mt cdp (r,s) bét ky s& dugc cong nhén 1a
chit ky hop 1€ cua U 1én mot ban tin M néu thoa man dicu kién:

gs.(gs_rmodp) = I..E ><y(gs_rrnodp) mOd p (29)
O day: U la déi twong ky sé hitu khoa cong khai y va E = H (M) 1a gia tri dai dién cua bén tin can tham tra M.
Tir céc két qua nghién ciru da dugc cong bd, co thé thdy rang viéc tim duoc mot cdp (r,s) gia mao thoa mén (2.9) la mot
dang bai toan kho chwa c6 101 giai néu cac tham sé {p,q,n} dugc chon du 16n dé phuong phap “vét can” la khong kha
thi trong cac ung dung thuc te.
III. KET LUAN

Bai bao dé xuat mot phuong phap thiét ké luoc do chir sé méi dua trén tinh kho giai cua bai toan logarit roi rac va
6 thé duqq str dung dé phat trién céac luge dd lwoc db chir k}'l‘ khac nhau cho cac ung dupg thyc té. Bai bao ciing dé xuét
mot luge d6 chir ky xay dung theo phuong phap nay (lwgc d6 LD 16.5 — 01), da cho thay tinh kha thi ciia phwong phap
dugc dé xuat. Mirc d6 an toan va hiéu qué thyc hién cia cac luge d6 chir ky phat trién theo phuong phép dé xuat ¢ day
phu thudc vao viéc lya chon cac ham f (r,s), F(r,v), fly2’3(M ,Z) va cac tham s6 hé théng, néu viéc Iya chon ndi trén
1a hop 1y thi kha ning tmg dung ctia cac lugc do dang nay trong thuc té 14 rat kha quan. Tuy nhién, muc tiéu ciia bai bao
chi gi6i han & viée dé xudt mot phuong phap xdy dung lugc do chir ky méi, nén ¢ day viée trién khai ing dung phuong
phap méi dé xuat dé tao ra cac lugc do chir ky c6 do an toan va hiéu qua thuc hién cao, vi du nhu viéc lua chon cac
ham f (r,s), F(r,v), f,,;(M,Z),.. dd khong dugc dat ra, day s& |a nhimg van dé can duoc nghién ciru tiép theo.
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A NEW CONSTRUCTION METHOD OF DIGITAL SIGNATURE SCHEME
BASED ON DISCRETE LOGARITHM PROBLEM

Luu Hong Dung, Nguyen Duc Thuy, Le Dinh Son, Nguyen Thi Thu Thuy

ABSTRACT—This paper proposes methods for developing digital signature scheme based on the difficulty of the discrete logarithm
problem. With the new method proposed, can develop some signature schemes for practical applications.
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