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TOM TAT — Chikc néng chinh ciia hé thong phdt hién xdm nhdp mang (Intrusion Detection System: IDS) la dé bdo vé hé théng,
phdn tich va dw bao hanh vi lruy cdp mang ciia nguoi sir dung. Nhitng hanh vi ndy dwoc xem xét la binh thuong hogc mgt cuge tan
cdng. Cac IDS ngoai viéc xdc dinh mot hanh vi la binh thuong hodc mot cugc tan cong dwa trén cdc mau da heu triv, con ¢ kha
ndng hoc dé nhdn dang cdc cuge tan cong mdi. Voi méi kiéu tan cong cu the la DoS, Probe, R2L hodc U2R, dp dir liéu mau ¢é cdc
tinh chat déc thi. Bai viét nay dé cdp dén viéc tim klem ky thudt may hoc 16i wu phu hop voi méi kiéu tan céng dira trén cdc thugt
to&n mdy hoc da biét nhu: cdy quyéet dinh, K lang giéng gan nhat, may vecto hé tro (SVM), mang noron nhan tqo,... Tir do, xay
dung mot bg phan 16p lai da tang trén co 6 sik dung C&C ky thudt mdy hoc t6i wu phit hop véi moi kzeu tan cong & méi tang Két qua
thi nghiém trén tap dir liéu KDD99 sir dung ddnh gid chéo 5-fold cho thdy, bé phan I6p lai da tang két hop cdc ky thudt mdy hoc:
cay quyét dinh, mang noron nhan tao va SVM ¢6 dg chinh xdc dw bdo cao nhat: 99.83% khi phdn I6p cdc truy cdp binh thuong va
99.58% khi phén 16p CAc kiéu tin céng.

Tir khéa — May hoc, IDS, an ninh mang.

l. GIOI THIEU

Trong cudc séng hién dai, internet 1a mot trong nhing yéu tb quan trong thuc day su phat trién cua cac t6 chuec,
doanh nghiép. Tuy nhién, ¢6 kha nhiéu rui ro khi sir dung internet xuat phat tir cac cudc tan cong mang. Vi vdy, cac hé
thong phat hién xdm nhap (Intrusion Detection System - IDS) khac nhau da duoc thiét ké va xdy dung nham ngin chin
céc cudc tan cong ndy. Muc ti€u cua IDS la dé cung cap mot blre tudng bao vé, gitip cac hé thdng mang co kha nang
chéng lai cac cudc tan cong tir internet. Cac IDS c6 thé duoc sir dung dé phat hién viéc sir dung cac loai truyén thong
mang va hé théng may tinh doc hai, nhiém vy ma cac birc tuong lira quy ude khong thé thue hién duoc. Viée phat hién
xam nhdp dya trén gia thiét 1a hanh vi ciia ké xAm nhap khac voi nguoi sir dung hop 18 [1]. Hinh 1 m6 ta cac vi tri dién
hinh cua IDS trong mot hé théng mang. O d6, cac bit dir liéu vao ra giira internet va mang cua té chirc, doanh nghiép
duoc cac IDS bét, xir 1y va phan 16p dé xéac dinh d6 1a mot truy cap binh thuong hodc mot cude tn cong; tur d6 co cac
canh bao, hanh dong phu hop.

Cac IDS duogc chia thanh hai loai: IDS dua trén d4u hiéu (misuse-based) va IDS duwa trén su bat thuong
(anomaly-based) [2]. Viéc phéan 16p can cur vao cach ti€p can phat hién xam nhép.

IDS duya trén dau hiéu sir dung mAu cla cac cudc tén cong da biét hodc diém yéu ctia hé thong dé xac dinh xam
nhdp, trong tw nhu cac phan mém chdong virus sir dung mAu dé phat hién virus. Yéu diém cta ky thuat nay la khong the
phat hién cic mau tan cong méi, nén nd can phai cap nhat lién tuc cic dau hidu tin cong dé nhan dang cac cudc tin
cong mai.

Burc tuong lira IDS
] .
— Mang cOng ty
I
Mang internet B0 dinh tuyén IDS
=22
— Mang cong ty
=]
I

Hinh 1. Vi tri cia IDS trong mot hé théng mang

IDS dua trén su bat thuong ) g'fmg xé4c dinh d6 léch so véi cic mau sir dung thong thuong da dugc thiét lap
trude dé danh déu cac xam nhép. Vi vay, cac IDS dua trén sy bat thuong can quen véi cac miu st dung thong thuong
thong qua viéc hoc. Cac ky thudt may hoc khac nhau da duogc st dung rong rai dé phuc vu cho muc dich nay. Hinh 2
md ta kién trac cua mot IDS sir dung k¥ thuat may hoc [3]. O d6, chudi bit bit dugc, sau khi qua cac cong doan tién xir
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1y, chon lya thudc tinh s€ duoc phér} 16p bdi cac l?(f) phan 16p (classifier) qa duoc huén luyén. Viéc huén luyén cac bo
phén 16p dugc thuc hién qua pha huan luyén va kiém tra voi tap dir liéu huan luyén da luu trir.

Bit dit liéu qua mang
Tién xtr ly dit liéu
Chon thudc tinh

!

Pha huin luyén B6 phan 16p

- — ,,

Tap dir liéu huan luyén Dit liéu da phan 16p
e

Pha kiém tra

v

A 4

Hinh 2. Kién tric ctia mot IDS

C6 nhiéu k¥ thuat hoc khac nhau di dugc cac hoc gia dé xuét sir dung khi xay dung cac bd phan l6p. Bai viét
nay dé cap dén viéc x@y dung mot bd phan 16p lai da tang, trén co s6 st dung cac bo phan 16p thanh phan t6i uu phu
hop nhit voi tung kiéu tn cong & mdi tang Noi dung bai viét gom 6 phan: phan | gi¢i thiéu, phan 111 trinh bay chi tiét
vé cac kiéu tAn cong mang. Do tinh chat ddc thu cua mdi kiéu tan cong, cac ky thuat may hoc t6i wu phi hop nhét trinh
bay & phan 11 dugc Iya chon khi xay dung cac bg phan 16p thanh phin theo cac tiéu chi danh gia dwoc trinh bay & phan
IV. Tir do, kién trac mot bo phén 16p lai da tang dugc dé nghi, ciing nhu cac két _qua thi nghiém duoc trinh bay ¢ phin
V. Phan VI tom tit nhitng két qua dat duoc, ddng thoi ciing dua ra cac ton tai can dwoc tiép tuc nghién ciru trong thoi
gian toi.

I1. CAC KY THUAT MAY HQC DUNG TRONG BQ PHAN LOP LAI PA TANG

Phan dudi ddy mo ta tom tat cac ky thuat may hoc t6i wu phu hop nhfit v6i moi kjéu tan cong, dugc lya chon khi
xdy dyng cac by phén 16p thanh phan trong kién trac bd phén 16p lai da tang, duoc dé xuat sir dung d€ phén 16p cac
kieu tan cong trong IDS.

A. Mdy vecto hé tro

May vecto hd trg (SVM) 1a mot giai thuat may hoc dua trén 1y thuyet hoc théng ké do Vapnik (1998) dé xuat.
Bai toan co ban ciia SVM 14 bai toan phan 16p loai 2 16p: Cho trude n diém trong khong gian d chiéu (mdi diém thudc
vao mdt 16p ky hi€u la +1 hodc -1, muc dich cua giai thuat SVM la tim mot siéu phang (hyperplane) phén hoach t6i wu
cho phép chia cac diém nay thanh ha1 phin sao cho céc diém cing mot 16p nim vé mot phia véi siéu phing nay.

Xét tap dir liéu mau co thé tach roi tuyen tinh {(X1, Y1), (X2, Y2)s -+, Xy Yn)} VOi X; € RIVay; e {#1}. Siéu phing
t6i wu phan tap dir liéu ndy thanh hai 16p 1a siéu phing c6 thé tach roi du lidu thanh hai 16p riéng biét v6i 1& (margin)
16n nhét. Ttc 13, can tim siéu phing H: y = w.x + b = 0 va hai siéu phang Hy, H, hd tro song song véi H va c6 cling
khoang cach dén H. V&i didu kién khong ¢ phan tir ndo ciia tip mau nam gitra H, va H,, khi do:

WX+ Db >+1 véiy=+1 Vaw.x +b <-1 véiy = -1, két hop ta c6 y(w.x + b) > 1.

Khoang cach cua siéu phiang H, va H, dén H Ia: ||w]| = w2 + w? + -+ + w2

Ta can tim siéu phang H voi le 16n nhat, tirc 1a gidi bai toan t6i ru tim min,, [lw]| v6i rang bude y(w.x + b) > 1.
Tir d6 giai dé tim dugc cac gia tri tbi wu cho w, b. V& sau, viéc phan loai mot mau méi chi 1a viéc kiém tra ham dau
sign(w.x + b).

Loi giai tim siéu phing tbi wu trén c6 thé mé rong trong truong hop dir liéu khong thé tach roi tuyén tinh bang
cach anh xa dit li€éu vao mot khong gian c6 so chiéu l6n hon, qua viéc st dung mdt ham nhan (kernel) nhu:
Polynomial, Laplacian, Sigmoid, Gaussian (GRBF),...

Cho dén nay da c6 nhiéu cai tién, bién thé cia SVM véi muc dich nang cao hiéu qua phén 16p cia cac IDS [7, 8,
9,10, 11, 12, 13, 14].
B. Mang noron nhdin tao

La md hinh xtr ly thong tin md phong hoat dong cua hé thong than kinh sinh vat, bao gdm s6 lugng 16n cac
noron dugc gan két dé xi 1y thong tin. ANN giong nhu bd ndo con nguoi, duge hoc boi kinh nghiém (qua huan luyén),
c6 kha nang luu gitr nhimg kinh nghiém hicu biét (tri thirc) va s dung nhirng tri thirc d6 trong viée du doan cac dir licu
chua bieét.
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ANN duoc huén luyén hay dugc hoc theo 2 k¥ thudt co ban 1a hoc cé gidm sat va hoc khong giam sat.

- Hoc ¢6 giam sat: qua trinh huén luyén dugc 1ap lai cho dén khi két qua (output) ciia ANN dat dugc gia tri
mong mudn da biét. DBién hinh cho k¥ thuat nay 1a mang noron lan truyén nguoc (back-propagation).

- Hoc khong gidm sat: khong sir dung tri thirc bén ngoai trong qua trinh hoc, nén con goi 1a ty t chirc (Self -
Organizing). Mang noron dién hinh dugc huan luyén theo kiéu khong giam sat 1a SOM.

Qua trinh hoc ¢6 giam sat cia ANN duge mé ta nhu ¢ Hinh 3, gdm céc budc:

1. Tinh gia tri output Y.

2. S0 sanh Y véi gia tri mong muén Z.

3. Néu chua dat gia tri mong mudn (delta = Z - Y 16n) thi chinh trong s6 (weights) va tinh lai output cho dén khi

delta = 0 hodc nho dén mirc chip nhan dugc.

delta = Zj - YJ‘

delta Z;

Noron
J = Wigki

Ham chuyén giao

Hinh 3. Giam thiéu delta bang cach chinh trong s6
C. Ciy quyét dinh

V6i nhitng vu diém cia minh, DT dwoc danh gia 1a mot cong cu manh, phd bién va dic biét thich hop cho data
mining noi chung va phan 16p dir liéu noi riéng [10]. Ngoai nhimg uu diém nhu: xay dyng tuong dbi nhanh, don gian.
DT dé dang duoc chuyén d6i sang cac cau 1énh SQL duogc st dung dé truy nhédp co s dit liéu mot cach hiéu qua. Cubi
cung, vi€c phan lop dua trén DT dat dugc su tuong tu, d6i khi la chinh xac hon so véi cac phuong phap phan 16p khac.

Loai giao thuc

/I\

TCP UDP ICMP
Loai dich vu Co
7 7

HTTP

SO S1
Binh thu'ong @ Binh thuong

Hinh 4. Cay quyét dinh
Biéu do phat trién hinh cay ciia DT dwoc minh hoa nhu ¢ Hinh 4, gom:
- Gbc: 1a node trén cling clia cy;
- Node trong: biéu dién mot kiém tra trén mot thude tinh don;
- Nhanh: biéu dién cac két qua ctia kiém tra trén node trong;
- Node 14: biéu dién 16p.
bé phan 16p mau dir liél} chl;a biét, gia tri cac thudc tinh cua mau dugc dua vao kiém tra trén DT. Mdi miu
tuong tng ¢ mot dudng di tir goc den 1a va 14 biéu dien du doan gia tri phan 16p ctia mau do.
I11. TAP DU LIEU (DATA SET)

Trugc khi cac bo phan 16p duoc dua vao st dung dé phat hién xam nhap mang, cic bd phan 16p phai trai qua
qué trinh hudn luyén va kiém tra, viéc hudn luyén va kiém tra duoc thyuc hién trén tap dir liéu da duoc gan nhan trudc.
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Theo thong ké 16] tap dir liéu dugce st dung phd bién nhit trong cac thi nghiém cho dén nay 1a KDD99, dugc tao ra
bang cach xir Iy phan dit liéu TCPDUMP lay dugc trong 7 tudn tir hé thong phat hién xam nhap DARPA 1998. KDD99
g0m cac tap dir liéu huén luyén va kiém tra. Tap di liéu huan luyén c6 4.898.431 vecto ket ndi don, mdi vecto c6 41
thudc tinh (loa1 giao thire, dich vu va co) va duge dan nhén 1a binh thudong hodc mét cude tan cong mot cach chinh xac
v6i mot kiéu tin cong cu thé [17]. Tap dit liéu huan luyén chira 22 kiéu tan cong va thém 17 kiéu trong tap dir liéu
kiém tra, dwoc phan thanh 4 nhom:

(1) Denial of Service (DoS), gom cac kiéu tAn cong nhu: Neptune, Smurf, Pod, Teardrop. O d6, keé tan cong lam cho
cac tai nguyén tinh toan hodc bd nhd qua tai dé xur 1y cac yéu cau hgp 1¢, hodc tir choi ngudi dung hop 1€ truy cap may.

(2) Remote to Local (R2L), gdm cac kiéu tan cong nhu: Guess-password, Ftp-write, Imap va Phf. O do, ké tan
cong tuy khong c6 tai khoan nhung c6 kha nang gui cac goi tin dén moét may qua mang, s€ khai thac mot s6 10 hong dé
dat dugc quyén truy cap cuc bd nhu la ngudi s dung cia may do.

(3) User to Root (U2R), gdm cac kiéu tn cong nhu: Buffer- overflow, Load-module, Perl va Spy. O d6, ké tan

cong bit ddu véi mot quyén truy cap binh thuong va sau d6 khai thac mot s6 16 hong dé dat dugc quyén truy cap root
trén hé thong.

(4) Probe, gdm cac kiéu tin cong nhu: Port-sweep, IP-sweep va Nmap. O d6, ké tin cong nd luc thu thap thong
tin vé mang may tinh nhiam pha v& kha ning kiém soat an ninh ctia nd.

Thong tin chi tiét vé mdi kiéu tn cong trong tap dit lieu KDD99 dwoc mé ta trong Bang 1.

Bing 1. Thong tin chi tiét cac tap dit liéu hudn luyén va kiém tra trong KDD99

Tap dit liéu huin luyén Tap dit liéu kiém tra
Kiéu tin cong S6 miu Ty 1€ % Kiéu tin cong S6 miu Ty 1€ %
Normal 972.781 19,860 Normal 60.593 19,48
DoS 3.883.370 79,280 DoS 229.853 73,90
Probe 41.102 0,840 Probe 4.166 1,34
R2L 1.126 0,023 R2L 16.374 5,26
U2R 52 0,001 U2R 70 0,02

IV. CAC CHI SO PANH GIA

Néu FP la s6 mau bi phan 16p sai la duong tinh; TP la s6 miu dugc phan 16p ding la duong tinh; FN la s6 miu
bi phén 16p sai la am tinh; TN la s6 mau dugc phan 16p dung 1a am tinh. Viéc danh gia hiéu ndng cua cac IDS duoc
thuc hién qua viéc do va so sanh céc chi so:

- Accuracy = (TP + TN) / (TP + FP + TN + FN)
- Sensitivity = R = TPR = TP / (TP + FN)

- Specificity = TNR=TN /(TN + FP)

- Efficiency = (Sensitivity + Specificity) / 2

- B0 chinh xac canh bao: Precise =P =TP /(TP + FP)
- Thoi gian huén luyén va kiém tra.

C6 nhiéu ky thuat danh gia do chinh xac du bao nhu: danh gia chéo K-fold, Holdout, Re-substitution va Leave-
one-out [11]. Trong do, dénh gid chéo K-fold dugc xem la hi€u qua, phu hop véi cac IDS. Theo do, cac ban ghi duge
phan ngiu nhién thanh Kk tdp con; mét tap con dwoc chi dinh 1a tap dir liéu kiém tra va cac tap con con lai duoc xir 1y
nhu tap dir liéu huén luyén. Sau d6, qua trinh danh gia chéo lap lai k 1an, ciing nhu d6 chinh xac phén 16p c6 thé duge
kiém tra thong qua cac d6 chinh x4c phan 16p trung binh tir k 1an danh gia. Panh gia chéo K-fold dic biét phi hop véi
nguon dir liéu huin luyén 16n, trai voi danh gia Leave-one-out, tén nhiéu thoi gian dé thuc hién, gay tro ngai do thoi
gian dao tao 16n.

V. KIEN TRUC BQ PHAN LOP LAI PA TANG VA KET QUA THI NGHIEM

Dé phén 16p dir liéu mang bét dugc thanh cac 16p ing vdi timg kiéu tan cong cu thé. Kién tric ctia bo phan 16p
lai da tang dya trén mo hinh phan da 16p truyén thong One-Versus-Rest (OVR) dugc dé xuat nhu mé ta & Hinh 5.

Theo do, dir liéu truy cap mang duoc dua vao ting 1 dé phan 16p 1a binh thudng hoac mot cudc tan cong, néu
truy cap la mét cude tan cong, hé thong s€ canh bao cho nguoi quan tri, dong thoi dit li€u s€ duoc chuyen sang tang
2 dé xac dinh d6 c6 phai la kleu tan céng DoS hay khong? néu khong, dir liéu s€ dugc chuyen sang cac tang ké tiép
de,xac, dinh chinh xac kiéu tAn cong cu the truong hop khong xac dinh dugc, thi do la kiéu tAn cong mai chua dugce
biét den.
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Kiéu tin Kiéu tAn Kiéu tin Kiéu tAn
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Hinh 5. Kién tric bo phan 16p lai da tang dwa trén mé hinh phan da 16p truyén thong

Viéc lya chon thur tu phan lop kiéu tin cong dua vao xac suat xuat hién thuc té ciia mdi kiéu tin cong nham tdi
uu thoi gian phan 16p, c&c kiu tan cong cd xac suat xuat hién thap hon s& nim & cac tang cao hon do thdi gian phan
16p 16n hon.

Do tinh chét dic thu dit liéu ciia mdi kléu tan cong, cac bo phan loai dugc sir dung tai mdi ting s& khac nhau, dé
xéc dinh chinh xac k§y thuat may hoc nao 13 t6i vu tai mdi tang, chung t6i sir dung nhiéu k¥ thuat may hoc khac nhau dé
hudn luyén, kiém tra va so sanh két qua dya trén cac chi sé danh gia.

Céc tap dir liéu dung trong thi nghiém duoc tao ra béng cach rat trich mot cach ngu nhién cac mau tin tir tap dir
liéu KDD99, s6 mau tin cu thé cho ting ki€u tan cong trong moi tap dit li¢u thi nghiém dugc thong ké nhu Bang 2.

Bang 2. Thong tin chi tiét 6 tap dit liéu con dugc sir dung trong thi nghiém

i ten S0 mau tin @ng véi tirng ki€u tan con 2 A x .
TT | Tap diligu Normal DoSg Probi R2L UZgR Tong s0 mau tin
1 | Tapdurlieul | 9.623 | 38.891 | 462 9 0 48.985
2 | Tapdrliéu?2 | 9.622 | 38.937 | 407 18 1 48.985
3 | Tapdrliéu3 | 9.903 | 38.629 | 437 13 3 48.985
4 | Tapdirliéud | 9.743 | 38.830 | 400 12 0 48.985
5 | Tapdrliéu5 | 9.706 | 38.856 | 416 7 0 48.985
6 | Tap dirliéu 6 0 0 41.102 | 1.126 | 52 42.280

Cac tap dir liéu 1-5 dugc str dung cho cac phéan 16p Normal va DoS. Tép dir li¢u 6, gém tAt ca cac mAu tin cua
cac kiéu tAn cong Probe, R2L va U2R rut trich tir tap dir liéu KDD99, duoc sir dung cho cac phan 16p con lai: Probe,
R2L va U2R. 6 1a do s6 luong mau tin cua cac kiéu tin cong Probe, R2L va U2R & céc tap dit liéu 1-5 it, khong dam
béo d6 chinh xac phan 16p khi danh gia hiéu qua cua thuat toan.

Két qua, do chinh x4c phéan 16p (Accuracy) trung binh duya trén dénh gia chéo 5-fold chay trén ca 6 tap dir liéu
str dung céc thudt todn: Naive Bayes, SVM, mang noron, cdy quyét dinh, hoi quy luén ly (Logistic Regression) va k
lang giéng gan nhat dugc trinh bay nhu ¢ Bang 3.

Bang 3. Do chinh xac phan 16p trung binh ting v&i mbi thuat toan phén 16p

TT B0 phéin lép Normal DoS Probe R2L U2R
1 | Cay quyét dinh 99,83% | 99,94% | 99,81% | 99,85% | 99,90%
2 | Klang giéng gan nhit 99,79% | 99,90% | 99,88% | 99,78% | 99,85%
3 | Hoi quy ludn ly 99,14% | 99,39% | 99,26% | 99,17% | 99,81%
4 | Hoi quy luan ly da thic 99,33% | 99,64% | 99,53% | 99,52% | 99,80%
5 | Naive Bayes 98,36% | 99,57% | 99,56% | 99,36% | 86,76%
6 | Mang no ron 99,76% | 99,90% | 99,88% | 99,83% | 99,82%
7 | SVM tuyén tinh 98,65% | 99,45% | 99,18% | 98,93% | 99,73%
8 | SVM véi nhan dung GRBF 99,63% | 99,95% | 99,87% | 99,77% | 99,87%

Theo do, s0 lidu & cot Normal thé hién do chinh xac phan 16p mot truy c@p la binh thuong hay mét cude tan
cong, sb lidu & cac cot con lai thé hién do chinh xdc phan 16p vdi timg kiéu tan cong cu thé 1a DoS, Probe, R2L hoic
U2R. Theo do6, bo phén 16p str dung cay quyet dinh dat d6 chinh x4c cao nhét & cac tang 1, 4 va 5; bo phan 16p sir dung
mang noron dat do chinh xac cao nhat ¢ ting 3 va bo phén 16p sir dung SVM véi nhan dung GRBF dat @6 chinh xac
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cao nhét ¢ ting 2. Dé thyc hién SVM vé6i nhan dung GRBF, mot thuét toan tim kiém ludi duge sir dung trén tap hudn
luyén dé co duge tham s0 t6i wu ding cho GRBF, tham s6 nay sau d6 duoc SVM st dung cho viéc phan 16p. Klen tric
b phan 16p lai da ting dwoc hinh thanh tir cic by phan 16p don ti wu phit hop véi mdi kiéu tin cong tai mdi tang dugce
trinh bay & Hinh 6.

Truy cap binh Kiéu tin cong Kiéu tAn cong Kiéu tAn cong Kiéu tin
thuong DoS Probe R2L cong U2R
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Hinh 6. Kién trac bo phan 16p lai da ting

Theo két qua thi nghiém, do chinh xéc dy bao tér}g thé cua b0 phén l6p lai da tang dat 99.83% khi phén 16p cac
truy cdp binh thuong va 99.58% khi phan 16p cac ki€u tan cong, tot hon so vdi viée ap dung chi mdt k¥ thuat may hoc
don trong cac IDS [15].

VI. KET LUAN

Tir két qua thi nghiém, ta nhan thay: do tinh chat dac thu dir liéu ciia mdi kiéu tan cong, cac ky thuat may hoc t6i
vu phi hop da duoc lya chon khi xay dung cac bo phéan 16p loai 2 16p. Tir d6, kién trac mét b phén 16p lai da tang ding
k¥ thuit OVR, trén co s& st dung cac bd phan 16p loai 2 1op t01 uu da chon ¢ mdi tang dé phan 1p céc kiéu tan cong
trong IDS. Pong thoi, két qua thi nghiém ciing dit ra cac van dé can duoc tiép tuc nghién ciru, dic biét 1a cac ndi dung:

(1) Viéc nghién ctru tim ra cac bo phan 16p phue tap hon so véi cac bd phan 16p don ¢ mdi tang can dugc xem
xét. Xuat phat tir y tudng két hop nhi€u bo phéan 16p d¢ hop tac thay vi canh tranh trong viéc thuc hién nhiém vu, c6 thé
s€ dem lai hiéu nang cao hon khi két hgp cac bd phan 16p dé phat trién cac IDS.

(2) Cac b phan 16p co sé: viéc lua chon ’céc bcf)’phén lc’rP don nhu mét bo phan 16p co & dé so sanh va démh7 gia
cac bd phan 16p co vé khong phai l1a lya chon tot, s€ tot hon néu cac bd phan 16p lai hoac két hop duoc sur dung dé so
sanh d6 chinh xac du bao.

(3) Viéc lya chon thudc tinh va phan cum dir lidu da c6 nhiéu hudng tiép can [7, 18, 19, 20]. Tuy nhién, can
nghién ctru tim kiem mét thuat toén lya chon thudc tinh va phan cum dit liéu t0i wu, phu hop nhat véi ky thuat may
hoc, ciing nhu déc thu dit liéu ciia moi ki€u tan cong.

(4) Nang lyc xtr 1y dir liéu ciing nhu tinh toan ctia hé thong may dong vai trd quan trong trong viéc khai thac
thuat toan cling nhu k¥ thuat may hoc. Ttir d6 néng cao hi€u qua xur 1y, ti€p can theo hudng tri tu¢ nhan tao.
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A MACHINE LEARNING APPROACH TO CLASSIFY TYPES OF
ATTACKS IN NETWORK INTRUSION DETECTION SYSTEM

Hoang Ngoc Thanh, Tran Van Lang, Hoang Tung

ABSTRACT — The main function of Network Intrusion Detection Systems (IDS) is to protect the system, analyze and predict
network access behavior of users. This behavior is considered normal or an attack. IDS than to identify the behavior is normal or an
attack based on the stored data, has the ability to learn to identify new attacks. For each specific type of attack is DoS, Probe, R2L
or U2R, dataset have peculiar characteristics. This article refers to finding the optimum machine learning techniques for each type
of attack is based on known machine learning algorithms as: Decision Tree (DT), K Nearest Neighbor, Support Vector Machine
(SVM), Artificial Neural Network (ANN),... Since then, built a multi-layer hybrid classifier based on the use of optimal machine
learning techniques, best suited to type of attack on each layer. Results of experiments on the KDD99 dataset using 5-fold Cross
Validation showed that the multi-layer hybrid classifier integrated machine learning techniques: DT, ANN and SVM have highest
predicted accuracy: 99.83% when the classification of normal access and 99.58% when the classification of types of attacks.



