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TOM TAT— Bai bdo dé xudt xdy dung thudt todn mdt mé khéa cong khai dira trén tinh kho cua bai todn logarit roi rac trén truong
hitu han. Ngoai kha nang bdo mdt thong tin, thudt toan mdi dé xudt con co thé xdc thye tinh toan ven va nguon goc cua ban tin duoc
bdo mdt, tir d6 c6 thé chong lai cac dang tan cong gia mao da biét trong thuc 1. Ngoai ra, thudt todan con dwoc thiét ké d@é hé tro kha
ndng twong tac gitta cde doi twong tham gia trao doi thong tin mdt phit hop véi cde yéu cau dit ra trong cdc iing dung thue té.

Tir khoa— Mdt ma khoa cong khai, thudt toan mdt ma khoa cong khai, thudt toan chir ky 56, bai toan logarit roi rac.
I. PAT VAN PE

Céc thuat toan mat ma khoa cong khai dién hinh duoc sir dung trong thyc t& hién nay nhu RSA[1] hay
ElGamal [2] déu khong ¢6 co ché xéc thuc ngudn goc cclng nhu tinh toan ven cua ban tin nhén duge nén khong ¢6 kha
nang chong lai céc tan cong gia mao trong thuc té kiéu nhu tin cong “Man- in- the- Middle” [3]. Ngoai ra, cac thuat
toan kleu nay cing khong hd trg kha ning twong tac giita cic bén tham gia trao ddi thong tin ma cac tmg dung trong
thuc té thuong yéu cau.

Trong bai bao nay, nhom tac gia dé xuat xay dung thudt toan mat ma khoa cong khai duoc tich hop chir ky s6
cho phep kha ndng bao mét va xac thyc thong tin mot cach déng thoi, c6 thé chdong lai cac dang tin cong gia mao mot
cach hiéu qua. Hon nira, thuat toan méi d& xuét con duoc thlet ké dudi dang mot giao thirc cho kha nang tuong tac gitra

cac bén tham gia trao dbi thong tin nhiam phu hop vé6i yéu cu cua cac ing dung trong thuc té. Pay 13 nhiing van dé ma
trén thyc té chua c6 cac két qua nghién ctru trong tng duoc cong bé.

II. PHAT TRIEN THUAT TOAN MAT MA KHOA CONG KHAI
A. Xdy dung thudt todn co’ s¢

Thuat toan co s¢ ¢ day la mot thudt toan chir ky s6 duoc xay dung glua trén tinh khé cua bai toan logarit roi rac
trén truong hiru han theo phuong phap chi ra trong [4] va dugc s dung dé xay dung cac thuét todn mat ma khoa coéng
khai c6 kha nang bao mat va xac thuc thong tin ¢ phan sau.

1. Bai toan logarit roi rac )

Bai toan logarit roi rac — DLP (Discrete Logarithm Problem) c6 thé dugc phat biéu nhu sau: Cho p la s6 nguyén

t6, g 1a phan tir sinh ciia nhom Zp*. V6i mdi s6 nguyén dwong ye Zp*, hdy tim x thoa man phuong trinh:

g*modp=y
) O day, bai toan logarit roi rac dugc st dung véi vai tro ham mot chiéu trong viéc hinh thanh khoa cua céc thuc
thé trong cung hé théng voi bo tham so {p,g} ding chung. D€ thay rang, néu x 1a khéa bi mét thi viéc tinh khoa cong
khai y tir X va cac tham so hé thong {p,g} 18 mét viéc hoan toan dé dang. Nhung diéu nguoc lai thi rat kho thuc hién,
nghia 1a tir y va {p,g} thi viéc tinh dugce khoa bi mat x 1a khong kha thi trong cac tng dung thuc té. Can chu ¥ ring,
theo [5] va [6] d€ bai toan logarit roi rac 1a kho thi p can phai dugc chon du 16n véi: |p| >512 bit.
2. Luoc dd co s& . ) . )
Lugc do co so ¢ day - ky hiéu MTA 16.5 — 01 1a mét luge do chir ky so bao gom cac tha tuc hinh thanh tham s6
va khoa, thu tuc hinh thanh chit ky va tha tuc xac minh chit ky nhu sau:

a) Thu tyc hinh thanh tham sb hé thong va khoa
Thu tuc bao gom céac budc nhu sau:

1. Sinh 2 s6 nguyén t6 16n va manh: p va g, sao cho: ql(p-1) hay:p=Nxqg+1, véi N 1a mot sO nguyén
duong.

2. Chon g=a®9modp, la phé‘m tir sinh c6 bac g cia nhom Zp*, o day: ae Zp*.

3. Khoa riéng x dugc hinh thanh bang cach chon sé nguyén théa méan: 1< x < q-
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4. Khoa cong khai dugc tinh theo cong thirc:
y=g"mod p (11)
5. Lyachon ham bam: H:{01} —Z, véi: q<n<p

6. Cong khai cac gia tri: p, 9, y. Gilt bi mat: x.

b) Thu tuc hinh thanh ch@ ky
Dir liéu dau vao bao gom khoa bi mat x cua nguoi ky va ban tin can ky M. Thu tuc bao gom cac bude nhu sau:

1. Chon ngiu nhién mot gié trj k théa man: 1<k <, tinh gia tri R theo cong thirc:

R=g"mod p (1.2)
2. Tinh thanh phan E theo cong thc:

E=H(M | R)modq (1.3)
3. Tinh thanh phan S theo cong thirc:

S=x"'x(k+E)modq (1.4)

Chuy:
- Chir ky do lugc db tao ra v6i ban tin M ¢ day 1a cap (E,S).

- Toantr

“”n

sir dung trong (1.3) 1 phép ghép nbi 2 xau ky tu/bit.

¢) Thu tuc xac minh tinh hop 1€ cta chi ky
Dir liéu dau vao bao gom khoéa cong khai y ctia nguoi ky va ban tin can tham tra M. Thu tuc bao gom céac budc
nhu sau:

1. Tinh gia tri U theo cong thic:

U=gFx(y)*modp (1.5)
2. Tinh gié tri V theo cong thuc:

V=HM ||U)modq (1.6)
3. Kiémtranéu V =E thi chit ky (E, S) hop 18 va ban tin M dwoc cong nhan vé ngudn gdc va tinh toan ven.

d) Tinh dang dén cua luge @6 MTA 16.5 - 01
Diéu can chimg minh ¢ day la: cho p, g 1a 2 s6 nguyén t théa min didu kién q|(p—-1), g =a®>mod p véi:

l<a<p, H:001 2z, Vv6i: gq<n<p, 1<xk<qg, y=g“modp, R=g“modp, E=H(M]|R)modq,
S=x"x(k+E)modq. Néu: U =g xy*modp VAV =H(M ||U)modq thi: V =E.
III. THAT VAY, TU (1.1), (1.3), (1.4) VA (1.5) TA CO:
U=gExy’modp=gxg* “E modp (L.7)
=9
T (1.2)va(1.7),suyra: U=R (1.8)
Thay (1.8) vao (1.6) ta dugc:

—E+k+E

mod p = g* mod p

V =H(M | U)modg=H(M | R)modq (1.9
T (1.3)va(1.9),suyra: V = E
Day la didu cin ching minh.

a) Muc do an toan cua luogc dd MTA ;I.6.5 -01 )
Mirc d6 an toan cua mot lugce do chit ky s6 ndi chung dugce danh gia qua cac kha nang:

- Chéng tan cong lam 19 khoa mét.
- Chéng tin cong gia mao chir ky.

Vé kha nang chong tan cong lam 19 khéa mdt: Tir (1.1) cho thiy muc d9 an toan xét theo kha ning chdng tan
cOng lam 19 khoa mat cta thuat toan co s¢ phu thudc vao mirc d¢ kho giai cia bai toan logarit roi rac. Can chu y rang,
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dé bai toan DLP 1a kho thi cac tham s6 {p,q,g} ¢6 thé dugc lya chon tuong ty nhu DSA [5] ha){ GOST R34.10-94 [‘6],
voi: | p[>512bit, |q|>160bit . Ngoai ra, gia tri k cling khong duoc phép sir dung lai ¢ cac lan ky khac nhau nham
ngin chin kha ning tin cong khoa mét tir (1.4) trong tha tuc hinh thanh chit ky cua luge do.

I{é kha néng chéong tdn céng gia mao chiv ky: Tur (1.3), (1.5) va (1.6) cua thuat toan co s& cho théy, mot cap
(E,S) bat ky s& dugc cong nhén la chit ky hop 1€ cua doi twong s¢ hiru khoa cong khai y 1én ban tin M néu thoa man
diéu kién:

E=H((g® xy* mod p) || M)modq (1.10)

Co thé thay rang viéc tim dugc mot cap (E,S) gia mao thoa man (1.10) la mot dang bai todn kho chua c6 101 gidi
néu cac tham s6 {p,q,n} dugc chon du 16n dé phuong phap “vét can” (Brute force) 1a khong kha thi trong cac tmg dung
thue té.

B. Xdy dwng thudt toan mdt ma khoa cong khai

Muc nay deé Xuét’ x@y dung 2 dang thuat toan khac nhau. Pé phu hop v6i cac tmg dung thyc té, dang thir nhat
duoc thiet ke vadi gia thiét rang 2 doi tugng A va B tham gia qua trinh trao doi thong tin bi mat theo cac bude nhu sau:

- Byeéucau A giri cho minh mét ban tin M.

- A kiém tra yéu cau nhan dugc, néu dung 1a B yéu cau, A s€ tao dau xac nhan cta minh 1én M va ma
hoéa ban tin M roi guri cho B.

- B giai ma ban tin nhan duoc, kiém tra tinh hop 1¢ cta dAu xé4c nhan do A tao vé6i ban tin nhan dugc,
néu dau xac nhan hgp 1€ thi khang dinh ban tin nhan dwgc chinh 1a ban tin M ma B yéu cau tir A.

Dang thtr nhat c6 thé sir dung phu hop trong nhiing trudng hop ma ¢ d6 vai tro cua A va B 1a ngang nhau, bén
giri chi dap tng khi bén nhén yéu cau trude. Ciing ¢ thé coi yéu ciu cua B 14 su cho phép bén giri (A) mi hoa ban tin
trong nhiing trudng hop B ¢6 miic d wu tién cao hon.

O dang thir hai, qua trinh trao d6i thong tin gitra 2 d6i tugng A va B duoc gia thiét nhu sau:
- A mi hoa ban tin M, dong thoi tao ddu x4c nhan ban tin M rdi giri cho B.

- B gidi ma ban tin nhin dugc va kiém tra tinh hop 1€ cta déu x4c nhan ma A tao ra véi ban tin nhan
duoc, néu dau xac nhan ciia A hop 1€ B sé€ tao va gui mot thong bao xac nhan ciia minh toi A.

- Akiém tra thong bao x4c nhan ctia B dé biét ban tin M d3 dugc guri an toan dén B.

Dang thi hai ¢6 thé dugc st dung trong nhirng truong hop vai trd ciia bén giri cao hon, A c6 thé giri ban tin bat
ctr khi nao can va B phai ¢ trach nhiém phan hoi thong bao xac nhan dé A bict qua trinh trao doi thong tin da hoan tat.

Trong ca 2 dang thuat toan nay, lugc dd chir ky co s6 MTA 16.5 — 01 dugc sir dung dé tao va kiém tra dau xac
nhan cua A ciing nhu thong bao xac nhan cta B.

1. Thuét toan MTA 16.5 - 02

Thuét toan thir nhat — ky hiéu MTA 16.5 — 02, duoc d& xuat & day bao gdm thii tuc hinh thanh tham sb hé thong
tuong tu nhu luge d6 co s MTA 16.5 — 01, trong d6 khoa bi mét cia A va B 1 Xa VA Xg, cac khoa cong khai twong
ung ya va yg dugce tinh theo:

Ya=0"“modp: y; =g modp (2.1)
IV. VA CAC THU TUC YEU CAU, THU TUC MA HOA VA GIAI MA NHU SAU:

a) Thu tuc yéu cAu; Puoc thuc hién badi ddi tuong B, bao gém cac budc nhu sau:
1. Tao ban tin yéu cau A: M, ={ID,,RQ,T,,...} trong d6: I1Dg la dinh danh cua B, RQ 1a yéu cau v€ ban tin M
va T, 13 nhan thoi gian,...

2. Chon ngiu nhién mot gié tri kg thoa min:1 < kg, <q, tinh gia tri Rg theo cong thirc:

R = g mod p (2.2)
3. Tinh thanh phan Eg theo cong thirc:

E, =H(M; | Rg)modq (2.3)
4. Tinh thanh phan Sg theo cong thirc:

Sg = (%5 ) " x (kg + Eg)modq (2.4)
5.  Gui (Mg,Eg,Sg) cho dbi tuong A.
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b) Thu tuc ma hoa: Duog thuc hién boi A, bao gém cac budce nhu sau:
1. Tinhgia tri Ry theo cong thirc:
Rg =9~ x(y; )™ mod p (2.5)
2. Tinhgia tri E, theo cong thirc:
E, =H(M, | Ry)modq (2.6)

3. Kiém tra néu E, = E, thi (Eg,Sp) 1a hop 1¢ va Mg la do B tao ra dé yéu cau A guri ban tin M. Khi d6 A s&
ky 1én va ma hoa ban tin M rdi giri cho B theo cac budc sau:

4. Chon ngﬁu nhién moét gia tri Ka thdéa mén: 1<k A <(Q , tinh gid trj Ra theo cong thuc:

R, =g" modp (2.7)
5. Tinh thanh phan thtr nhit cua chit ky:

E,=H(M | R,)modg (2.8)
6. Tinh thanh phan thir 2 cua chit ky:

S, =(x,) " x(k, +E,)modq (2.9)
7. Tinh ban ma C:

C=M x(ﬁB )kA mod p (2.10)

8. Gtri (C,Ea,Sa) cho B.

¢) Thu tuc giai ma: Pugc thyuc hién boi B, bao gém cac budc nhu sau:
1. Tinh gid tri R, theo cong thuc:

R,=9 " x(y,)* mod p (2.11)
2. Giai ma ban tin nhan duoc:

M =Cx(R,)" mod p (2.12)
3. Tinh gia tri E, theo cong thirc:

E,=H(M [ R,)modq (2.13)

4. Kiémtranéu g, — g, thi khing dinh (Ea,Sa) 1a chitky hop ¢ cia Ava: M =M.

d) Tinh ding dén cua MTA 16.5 — 02 , ,

biéu can chirng minh ¢ day la: Cho: p, g 1a 2 s6 nguyén to thoa man:q|(p-1), 1<a<p, g=a® modp.,
H: {01 >z, wvoi: g<n<p, 1<X,,Xg <0, y,=g™modp, yz=g*modp: 1<k, ks<qgq: O0<M<p-1,
Mg ={IDg,RQ,T,,..}s» Ry=g“modp: R,=g*modp, E;=H(M;|[Rs)modq: E,=H(M|R,)modqg: S, =(x,)"x(ks+Eg)modq:
S, = (%) x(ky+E,)modq, C=Mx(R,)*modp- Néu: R, =g % x(y,)* mod p: E,=H(M, |R,)modq thi: Ej = Eg. va néu:
R,=g % x(y,)*modp, M =Cx(R,)"*modp, E, =H(M||R,)modq thi: E,=E, VA M =M.

Chitng minh:
V. THAT VAY, tir 2.1), (2.3), (2.4) va (2.5) ta ¢c6:
Rs =0 % x(ys)® mod p=g % x g* ) "% mod p (2.14)
=g %""% mod p=g* mod p
Tur (2.2) va (2.14),suyra: R, =R, (2.15)
Thay (2.15) vao (2.6) ta duoc:
E, =H(M, || R )modq = H (M, || R;)mod (2.16)

Tir (2.8) va (2.16), suy ra diéu can chimg minh: E, = E, .
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Tir (2.1) va (2.9), ta co:
ﬁA — g_EA X(yA)SA mod p= g_EA x gXA-(XA)J-(kA*EA) mod p= g_EA+kA+EA mod p= gkA mod p (217)
Thay (2.10), (2.14) va (2.17) vao (2.12) ta c6 diéu can chimg minh:

M =Cx(R,)" mod p= (M x(Rg )" mod p)x (g “ mod p)ﬁka mod p (2.18)
=Mxgh*e xg™*amod p=M
Mat khac, tir (2.2) va (2.17) suy ra: R, =R, (2.19)

Thay (2.18) va (2.19) vao (2.13) ta duogc:
E,=H(M | R,)modq=H(M | R,)modq (2.20)
Tir (2.8) va (2.20) suy ra diéu can ching minh: E, —E, .

a) Muc do an toan cua MTA 16.5 — 02 )

Do an toan vé kha nang bdo mdt thong tin dwoc ma hoa: Tu (2.10) va (2.12) cho thady mét ké thir 3 khdng mong
mudn nao d6 (C) c6 thé giai ma duge ban tin néu tinh dugc gia tri: g**+* mod p. Nhimg gi ma C c6 duoc & day la:
g* mod p va g*e mod p - Vé ly thuyét , CO thé ¢ cach sir dung tri thire vé g* mod p va g*e mod p dé tinh gk“'kB mod p .
Nhung hién tai, chura c6 cach nao dé tinh ma khong phai giai bai toan DLP.

Dé an toan vé kha nang chong tan cong gia mao: Thuat toan duoc thiét ké dudi dang mot giao thirc, cac thu tuc
mi hoa va giai mi chi duoc thuc hién khi danh tinh cta A, B va yéu cu vé viéc trao doi thong tin giita 2 d6i twong
duoc xac thue. Viée xac thue duoc thuc hién béng luge dd chir ky MTA 16.5 — 01, nhu vay do an toan cua thuét toan
xét theo kha ning chéng tin cong gia mao duoc quyét dinh béi mic d6 an toan cia luge dd co s6 MTA 16.5 — 01.

2. Thuat toan MTA 16.5-03

VI. THUAT TOAN THU HAI - KY HIEU MTA 16.5 - 03, THU TUC HINH THANH THAM SO HE THONG
VA KHOA TUONG TU NHU MTA 16.5 - 02, THUAT TOAN BAO GOM CAC THU TUC MA HOA,
GIAI MA VA THU TUC KIEM TRA THONG BAO XAC NHAN NHU SAU:

a) Thu tuc ma hoa: dugce thuc hién bdi A, bao g6m cac budc sau:
1. Chon ngiu nhién mot gia tri ka thoa min: 1<k A <Q , tinh gia tri Ra theo cong thirc:

R, =g modp (3.1)
2. Tinh thanh phan thir nhat cia chit ky:

E,=H(M| R,)modq (3.2)
3. Tinh thanh phan thir 2 cua chit ky:

S, =(x,) " x(k, +E,)modq (3.3
4. Tinh ban ma C:

C =M x(y, )* mod p (3.4)
5. Gtri (C,Ea,Sa) cho B.

b) Thu tuc giai ma: dugc thuc hién bai B, bao g6m cac budc sau:
1. Tinhgia tri R, theo cong thic:

R,=g % x(y,)* mod p (3.5)
2. Giai ma ban tin nhan duoc:

M =Cx(R,)”™ mod p (3.6)
3. Tinh gid tri £, theo cOng thic:

E,=H(M | R,)modg (3.7

4. Kiémtranéu g, — g, thi khing dinh (Ea,S) 1a chit ky hop 1¢ ctia A va : M =M . B tao thong béo xéc nhan:
M, = {ID;, ACK,T,,..}, trong d6: IDg la dinh danh cta B, ACK Ia ndi dung xac nhan vébantin M va T, la
nhén thoi gian,... Sau d6 B ky 1én thong bao xac nhan nay rdi giri cho A theo cic bude sau:
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5. Chon ng?lu nhi€n mot gia tri kg théa man: 1<k, <, tinh gia tri Rg theo cong thuc:
Rs =g mod p (3.8)
6. Tinh thanh phan Eg theo cong thirc:
Eg =H(M || M, || Rg)modq (3.9
7. Tinh thanh phan Sg theo cong thic:
S = (x5 ) x (ks +Eg)modq (3.10)
8. Giri (Mg,Eg,Sg) cho dbi tugng A.
¢) Thu tuc kiém tra thong bdo xac nhan cua B: dugc thuc hién bdi A, bao gém cac budc sau:
1. Tinhgiatri Ry theo cong thirc:
Rg =9 % x(y,)™ mod p (3.11)
2. Tinhgia tri E, theo cong thirc:
E; =H(M || Mg || Rg)modq 3.12)
3. Kiém tra néu E, = E, thithi (Eg,Sg) la hop 1¢ va B di nhan dling ban tin M.

d) Tinh ding dén cua MTA 16.5—03 , ,
biéu can chirmg minh & day la: Cho: p, g 1a 2 s6 nguyén t6 thdéa man: ql(p-1), l<a<p, g=a*modp,

H:{01) 2z, voi: q<n<p, 1< XasXg <0y y,=g®modp, y, =g modp, 1<k, ks <q» 0<M<p-1, R, =g* mod p,
E,=HM|Ry)modq. S,=(x,) x(k,+E,)modq, C=Mx(ys)*modp, M,={ID,,ACK,T,...}» Ry =g" modp,
E, =H(M, || Ry)modq: Sg=(xg) "x(ky +Eg)modq.  Néu: R, =g=x(y,)*modps M =Cx(R,)™modp,
E,=H(M|R,)modq thi: E, =€, V& M =M, vanéu: R, =g~% x(y,)* mod p, E, =H(M, | R;)modq thi: E; =E,.

Chirng minh:

Tu (2.1)va(3.3),taco:

Rp =075 x(y,)™ mod p = g & x g* ) " &E) mod p = g & mod p = g* mod p (3.13)
Thay (2.1), (3.4) va (3.13) vao (3.6) ta c6 diéu can chimg minh:

M =Cx(R,)™ mod p= (M x(ys )* mod p)x (g* mod p) ™ mod p (3.14)
=Mxg"* xg™*modp=M

Mat khac, tir (3.1) va (3.13) suy ra: R, =R, (3.15)
Thay (3.14) va (3.15) vao (3.7) ta duoc:
E,=H(M | R,)modq=H(M | R,)modq (3.16)
Tir (3.2) va (3.16) suy ra diéu can chimg minh: E,.=E,
VIL TU (2.1) VA (3.10), TA CO:

Re =0 % x(yg )™ mod p= g % x g™ ("% mod p (3.17)
=g =""* mod p=g* mod p

T (3.8) va(3.17),suyra: R, =R, (3.18)
Thay (3.18) vao (3.12) ta dugc:

E, =H(M, || R )modq =H (M, || R;)modq (3.19)
Tir (3.9) va (3.19), suy ra diéu can chirng minh: Es =E;-

e) Muc do an toan cia MTA 16.5 - 03 )

D¢ an toan vé kha nang bao mdt thong tin dwoc ma héa: T (3.4) va (3.6) cho thay C chi giai ma duge ban tin
néu tinh duoc: g***s mod p tr: gmodp V& g* mod p. Nhu vay, C ciing khong co cach nao dé tinh g***s mod p
ngoai viéc giai bai toan DLP.
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D¢ an toan vé khad néng chong tan cong gia mgo: Tuong ty nhu thuat toan MTA 16.5 — 02, d6 an toan cua thuét
toan dé xudt ¢ day xét theo kha nang chdng tén cong gia mao ciing dwoc quyét dinh boi mirc d6 an toan cua luge d6 co
s6 MTA 16.5 - 01.

VIII. KET LUAN
Bai bao dé xuit x4y dung 2 thuit toan mat ma khoa cong khai dua trén tinh kho cta bai toan logarit roi rac. Cac
thuat toan d¢ xuat & day dugc thiét ké dudi dang giao thirc dé phu hop véi cac ing dung trong thuc té. Hon nita, cac

thuat toan nay con c6 co ché xac thuc ngudn gdc va tinh toan ven cua ban tin dugc ma hoa vi thé co thé chdng lai cac
dang tan cong gid mao da dugc biét dén trong thuc te.
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DEVELOPING SOME PUBLIC-KEY CRYPTOGRAPHIC ALGORITHMS
BASED ON DISCRETE LOGARITHM PROBLEM

Luu Hong Dung, Nguyen Duc Thuy, Nguyen Luong Binh, Tong Minh Duc

ABSTRACT— This paper proposes some public-key cryptographic algorithms based on the difficulty of the discrete logarithm
problem. In addition to information security capabilities, the new proposed algorithm has the ability to validate the integrity and
origin of the message is confidential.
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