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TOM TAT— Anh Stereo 1a anh duwoc thu nhdn dong thoi tir cgp CCDs dang diwoc sir dung réng rdi dé tao ra do giac cia dé sau 3D.
Mdi cap cia anh stereo ¢6 nhiéu cap khdi giong nhau. C6 nhiéu ky thuat gidu tin trong dnh stereo dugc dé xudt; tuy nhién, kha
ndng nhing ciing nhir chdt lugng danh sau khi nhting cia nhing ky thudr dé con han ché. Trong bai bao nay, mgt phwong phdp gidu
tin thudgn nghich méi duoc dé xudt d@é nhing nhizng thong tin m4t vao nhing cdp khol gidng nhau cia dnh stereo. Két qua thuc
nghiém cho thdy rang phirong phdp dé xudt dat duwoc kha néng nhing cao trong khi van bao dam chdt lirong ciia anh stereo sau khi
nhing tin.

Tir khda— Anh stereo, thudn nghich, gidu tin, hrong tir héa hé s¢ DCT.
1. GIOI THIEU CHUNG

Ngay nay, v6i sy phat trién manh mé ciia cong nghé da phuong tién, cing véi viée bung nd nhu cau trao d6i
thong tin, mot lugng rat 16n dit lidu da phuong tién dugc truyén trén Internet. Vi vay, cac dir liéu sé nay co thé bi bién
tap, chinh stra hodc nhan ban mot cach d& dang bai cac ké tan cong [5]. Vi véy, tinh an toan va bao mat cua nhimg dir
licu s0 nay ngay cang dugc quan tdm boi cac nha khoa hoc ¢ nhiéu linh vuc khac nhau. Nhiéu giai phap da dugc dé
xuét trong thoi gian qua dé bao vé tinh an toan va bao mat cua thong tin truyén di. Nhitng giai phap nay c6 thé chia ra
lam hai loai, d6 la ma hoa thong tin (Cryptography) va glau tin (Steganography). Trong ma héa thong tin, dir li¢u sé
dugce mi hoa trude khi duge truyén di vi thé dir liéu truyén di dugce bao mat. Tuy nhién, bang cach chuyen dbi dir lidu
sang mot phién ban khong c6 y nghia ching s€ cang kich thich sy t6 mo cua nhiing ke tan cong nguy hiém. Nguoc lai,
giau tin 13 giai phap nhadng nhitng thong tin mét vao mot dir liéu da phuong tién (dir liéu mang tin — cover data), nhu
van ban, anh, audio, hay video, d¢ dam tinh bao mat cua thong tin dugc nhing.

Trong cic nam qua, nhiéu k¥ thuat gidu tin da duoc dé xut [6-8]. Tuy nhién, hau hét cac phuong phap nay déu
khong c6 kha nang thuan nghich, nghla la ching thuo’ng anh huong dang ké dén chat lugng cua d6i tuong mang tin
mat boi vi luong 16n thong tin dugce gidu, va cac giai phap nay ciing khong thé khoi phuc lai trang thai ban dau cua d6i
turong mang tin. Piéu nay khong thé chip nhan trong mot sb linh vuc dic biét nhu y khoa, quan déi hodc phéap ching. ..
Vi véy, nhidu k¥ thuat gidu tin thuin nghich dugc d& xuat [1-5, 9, 11] boi chung khong nhing gidu dwoc lwong 16n
thdng tin v&i chat luong ciia anh mang tin duge dam bao ma con ¢ kha ning khéi phuc ddi twong mang tin vé dinh
dang gbc ban dau (original data) véi khong cé bat ky mot su nhidu nao (without any distortion).

Da s6 cac giai phap gidu tin dwoc thyc hién trén dbi twong anh muirc xam (grayscale images) [1-5, 11]. Trong s6
do, co nhleu giai phap vuot troi c6 kha nang tmg dung cao [1, 11] bi ching co thé dam bao tat ca yéu cau ctia mot giai
phap gidu tin thuan nghich nhu da dé xuét bén trén. Tuy nhién, nhirng giai phap nay khong thé ap dung tryc tiép vao
cac anh lap thé (stereo image). Vi vay, dé giau tin trén anh stereo, mot s giai phap méi duge dé xudt dya vao cac khoi
tuong dong chung giira anh bén phai va anh bén trai [8, 9]. Theo Yang va Chen [9] dé mo rong kha ning gidu tin, trude
khi thyc hién gidu tin can ma hoa mdi 3 bit thong tin can glau thanh mot cap so nguyén trong khoang [-1, 1] va glau
vao gia tri khdc biét cua hai hé s6 DCT tuong tmg trong hai khdi anh. Bang cach 1am nhu vay, phuong phap nay c6 thé
khéi phuc lai hoan toan anh gbc sau khi tach thong tin mat. Tuy nhién kha nang thong tin dugc nhing van con bi gioi
han. Nguyén nhan chinh 1a phuong phap nay phai phy thuge vao tan sut xuét hién cua gia tri khac biét bang 0 cua hai
hé sb lwong tir DCT. Hon nira, bang cach phu thudc vao phuong phap thay dbi luvu dd (Histogram Shifting) dé gidu tin,
phuong phap nay din dén hdu nhu tit ca cic cap hé sb lugng tir DCT phai thay dbi gi tri dan dén chét lugng cta anh
chira tin giam dang ké.

De khic phuc nhitng yéu diém cua nhing giai phap gidu tin hién c6 trén anh stereo, chung t6i dé xuét mot giai
phap gidu tin méi dwa vao viéc xdy dung luu d6 hai chiéu cua cac cap hé s6 DCT. Bang cach lam nay, thi giai phap dé
xuét s& giéi han duoc viéc thay d01 gia tri cua cac cip hé s sao cho bé nhat Ngoai ra, glal phép dé xuat cung khic
phuc duogc sy 16 thudc vao tin suat cua gia tri khac biét bang 0 cua cap hé s DCT, dan dén nhiéu cap hé sb duoc lya
chon cho viéc gidu tin hon, gitp nang cao kha ning gidu tin ctia giai phap.

IL. NGHIEN CUU LIEN QUAN

Nam 2014, Yang va Chen [9] dua ra phuong phap giéu tin thuan nghich cho anh stereo duwa trén mién hé sb
DCT. Phuong phap nay dwa vao ddc diém ctia mot cdp anh stereo (gom anh bén trai va bén phai) chira nhiéu cap khdi
anh tuong ddng nhau, tic gia da gidu thong tin mat vao cac cip twong ddng nay trén mién hé s6 lwong tir DCT. Phuong
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phap nay c6 hai qua trinh: gidu tin vao anh va tach tin tir anh mang tin (stego images). Trong qua trinh glau tin, d4u tién
mdi anh s& dugc chia thanh cac khoi 8 x 8 pixels. Sau d6 timg khdi anh s& dugc chuyén doi sang mién hé s DCT va
luwong tir chiing. Sau, khi lugng tir, tiing khéi hé sb luwong tt DCT (DCT-quantized coefficients) s€ dugc chia thanh ba
ving ¢6 tan s6 DCT khéc nhau, ving thir nhit chira hé sé luong tir DCT véi tan sb thap (Iower frequency DCT-
quantized coefficients) duoc goi la vung tim k1em vung thir hai chira h¢ sb lugng tor DCT véi tan sd trung binh dugc
goi 1a ving giau tin, vang con lai da s6 cac hé 56 ¢o gla tri bang 0 goi 1a ving khong sir dung, dugc thé hién nhu Hinh
1. Dya vao vung tim kiém, nhing cap khoi tuong ddng ciia anh stereo dugc xdc dinh. Sau d6, thong tin mét s& dugc
glau vao ving gidu tin cua cip khdi twong dong nay. Quaé trinh tach tin tir anh gidu tin thyc hién twong ty nhu qué trinh
giau tin.
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Hinh 1. Ba viing hé s6 DCT khac nhau ciia khdi 8 x 8 (hinh tam gidc: ving tim kiém, hinh vuéng: ving gidu tin, hinh tron: ving
khong str dung)

Dé gidu tin vao anh, mdi anh duoc chia thanh khdi 8 x 8 pixels khong trung 1ap, cir mdi khdi B" trong anh bén
trai, tim khoi twong dong CorrB tir anh bén phai theo cong thiic sau:
u+v<3 (1)

Dif (BR) = z [Cor(w,v) — Con(u, v)]’

u,v=0
V6i Cg (U,v)1a gid tri hé s6 DCT tai (u,v) trong khéi B.

Cip khoi twong dong nhét duoc tim thy chinh 1a cip khéi c6 Dif (BY) nho nhét. Trudc khi gidu tin, tinh gi4 tri h¢ s6
lwong tir DCT khéc nhau trong ving gidu tin gitra hai khdi twong ddng B“va CorrB theo cong thirc sau:

Dif B(u,v) = Cpr(,v) — Cppprr (U, V), v6i 4 < U+V < 8 )

Corr
Sau d6, mdi Dif B(u,v) = 0 (gia tri hé¢ s6 DCT khac nhau bang 0) duoc ding dé gidu mot sd nguyén z theo cong
thue (3). Vaz e [-1,1].

Dif B(u,v) + 1, néu Dif B(u,v) >0 (3)
Dif' B(u,v) =4 z néu Dif B(u,v) =0
Dif B(u,v) — 1, néu Dif B(u,v) <0

Sau do, gié tri hé s6 lugng tir DCT khéc nhau méi, Dif’ B(u, v), dugc dung dé cap nhat lai cdp anh bén trai va bén phai
ctia anh stereo. Bang cach 4p dung cac bude trén thi thong tin mat dugc gidu vao anh stereo. Nhung theo cong thuc (3),
hau nhu timg cap hé s6 lugng tir DCT s& bi thay doi gia tri dé gidu thong tin dé dam bao rang co thé khoi phuc lai phién
ban géc sau khi thong tin mat da duoc tach ra.

IIL. GIAI PHAP DE XUAT

Nhu da dé cap ¢ phan II, chung t6i nhan thiy rang phuong phdp cua Yang va Chen [9] kha nang thong tin dugc
nhiing van con gi6i han. Vi kha ning nhing phu thudc vao tan suat xuat hién ctia gia tri khac biét bang 0 ctia hai hé s6
luong tir hoa DCT ciing nhu phy thudc vao dich chuyén luoc dd xam ciia anh dé gidu tin. Dé khic phuc cac han ché
nay, chung toi dé xudt mot giai phap gidu tin méi da vao viée cai tién luu dd dich chuyén cac cac cip hé sb luong tir
hoa DCT thanh luu db 2 chidu. Phuong phap nay sé gidi han dugc viéc thay ddi gia tri cia cac cip hé sé va co kha
nang nhung dir li¢u trén moi cdp hé¢ $6 luong tir héa DCT, tir d6 nang cao kha nang nhung thong tin vao anh mang tin
(cover stereo image). Giai phap d& xuét ciing gém hai qua trinh chinh d6 1a qua trinh giéu tin va tach tin.
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A. Qud trinh gidu tin

(a) Leftimage (b) Right image
Hinh 2. Mét vi du cta anh Stereo. (a) Anh bén trai cta anh Stereo, (b) Anh bén phai ctiia anh Stereo

Dua trén dic tinh ciia anh stereo image c6 nhiéu khéi anh giéng nhau nhu hinh 2 dong thoi ké thira dinh nghia
ving tim kiém, ving gidu tin va ving khong sir dung cua khdi anh lugng tir hoa DCT. Pau tién, mdi anh tri va phai
dugc chia thanh nhitng khdi c¢6 kich thudc 8x8 trong mién tan sé DCT va luong tir hda chung. Tiép dén, dya trén ving
tim kiém d¢ tim cap khdi anh giéng nhau theo mot ngudng T nao d6. Khi d6 dir lidu s& dugc nhiing vao ving nhing di
liéu. Qua trinh giéu tin vao anh stereo c6 thé dugc mé ta nhu so dd hinh 3.
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Hinh 3. Luu db qua trinh gidu tin trong anh Stereo
1. Ma héa théng tin truée khi gidu

Dé nang cao kha ning gidu tin, ching t6i ma hoa chudi bit thong tin cin gidu thanh s6 nguyén twong tng theo
bang quy luat sau:

Bdng 1. Bang ma hoa bit dir li¢u

Bit thong tin (b) | S6 nguyén mi hoa (s)
00 0
01 -1
1 1

Vi du 1: Gia sir ta ¢6 chudi bit thong tinb=0010000010111011001000100011000011, 4p
dung bang 1 ta c6 chudi nguyéns=0100-1-111-11010-10-11001 1, dugc md ta rd hon nhu hinh 4.

Chudi bit 5=

‘00‘00‘01‘01‘1|1‘01‘1‘00 1‘00‘01‘00‘01‘1‘00‘00‘1|1

1
¢ Mi hoa

o
—
=
=]

Chudi nguyén s= -1 -1 1 1 -1 1 0 1 0 -1 0 -1 1 0 0 1 1

Hinh 4. Mot vi du ma hoa bit dir liéu
2. Tim cdp khoi anh tiong dong

Mdi anh dugc chia thanh nhing khéi (8%8) pixels khong tring 1ip nhau, twong ty nhu giai phap ctia Yang va
Chen [9] tuong tng mdi khdi Block" trong anh bén trai tim khdi twong dong CorrBlock trong anh bén phai theo cong
thue (1).

3. Nhing tin

~ Khi tim dugc cac cap khéi anh twong dong, tién hanh nhiing tin vao ving gidu tin (ving 4< u+v <8) cua cip
khdi twong ddng (Block", CorrBlock) theo cac budc sau:

Bude 1. Dich chuyén hé sb lwong tir hoa DCT trong ving giéu tin cta mdi khdi anh theo cong thirc:

Block(u,v) = Block(u,v) + 1,néu Block(u,v) > 0 4
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Trong d6: (4<u+v<8) v&i moi u, v =1:8

Budc 2. Vi mdi cap hé sb lwong tir hoa DCT cua cap khéi twong ddng (Block™, CorrBlock) ta thue hién nhung
thong tin nhu thuat toan 1:

Thudt toan 1:
if (4<u+v<8)
if Block®(u,v) = CorrBlock(u,v)=0 then
if s=0 then Block®(u,v) = CorrBlock(u,v)=0
else
if s=-1 then{
CorrBlock(u,v)=1;}
else Block®(u,v) =1;
end
end
end

end

Vi du 2: Gia str ta ¢6 chudi thong tin can gidu nhu vi du 1 vao khéi anh tuong dong duoc tim thay nhu hinh 5.a
va5.b
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(b) Quantization right image (d) Shifted right image (f) Embedded left image

Hinh 5. M6t vi du qué trinh nhung thong tin vao ving gidu tin R1, R2, R3

B. Qua trinh tach tin

Qué trinh tach tin thyc hién tuong tw nhu qua trinh gidu tin. Pau tién, mdi anh mang tin (Stego-image) duoc
chia thanh céc khéi ¢6 kich thuéc 8 x 8 pixels khong tring lip, mdi khéi ciia anh mang tin bén trai sBlock", tim khéi
tuong dong cua anh mang tin bén phai sCorrBlock theo cong thirc (1). Sau do, thong tin mat s& dwoc tach ra tir cip
khdi twong dong nay. Chi tiét duge thyuce hién qua cac budc sau day:

Budc 1. Chia mdi anh mang tin thanh cac khdi 8 x 8 pixels
Budc 2. Tim cdp anh twong dong (sBlock", sCorrBlock) dya vao ving tim kiém cta mdi khdi va cong thirc (4).

Budc 3. Tach thong tin di gidu theo thuit toan 2 nhu sau:
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Thudt toédn 2:

if (4<u+v<8)
if Block(u,v) £ 1 and CorrBlock(u,v)< 1 then
if sBlock®(u,v)=0
if sCorrBlock(u,v)=0 then
b='00"
else
b=101";
end
else
b=1‘1" ;
end
end
end

IV. KET QUA THU'C NGHIEM

Dé kiém tra thuc nghiém, chung toi tién hanh 4p dung giai phap dugc dé xudt & phan III trén bd dit liéu mau
gbm 4 cap anh stereo lay tir [10] nhu Hinh 6, dung cac gia tri ngudng (threshold) T khac nhau de xé4c dinh cap khéi
tuong dong cho gidu tin, va sir dung bang luong tir DCT nhu Hinh 7. Tir d6 quan sat sy tic dong vé chét lugng anh va
kha nang glau tin khi thay ddi gi4 tri ngudng T. Trong qué trinh thyc nghiém nay, chung toi chon gia tri T tir 1 den S5va
dung ti 1¢ nhiéu anh (PSNR) va do mirc d6 nhing bit per pixel (bpp) dé danh gia chat luong anh va kha ning gidu tin
clia giai phap dé xuat. Bai viét da chimg minh duoc rang kha nang nhung tin trén anh stereo theo phuong phap cua
chtng t6i cao hon phuong phép [9] trong khi van dam bao dugc tinh thuan nghich va chat luong cao clia anh mang tin.

(c) Left Babyl

(e) Left Bowlingl (f) Right Bowlingl (9) Flowerpots (h) Flowerpots

Hinh 6. B¢ anh stereo kiém tra thuc nghiém

16 | 11 10 [ 16 24 40 51 6l
12 |12 |14 [19 26 58 60 55
14 |13 |16 |24 40 57 69 56
14 |17 |22 |29 51 87 80 62
18 | 22 | 37 | 36 68 109 103 77
24 | 35 |55 | 64 81 104 113 92
49 | 64 | 78 | 87 | 103 121 120 | 101
72 192 |95 [98 |112 | 100 103 99

Hinh 7. Bang lugng tir hoa

Trong két qua thyc nghiém, dé danh gia chét lugng ctia anh mang tin nhu hinh 8 véi ngudng (T =4 ), chlng toi
do do6 chinh x4c cuia khéi anh bén trai va khdi anh bén phai dwa vao phuong phép do do nhiéu cia anh (PSNR) sau khi
nhidng tin so v&i anh truée khi nhung tin. Vi PSNR duoc tinh nhu cong thuc (5), duge ding dé so sanh d6 nhiéu anh
theo giai phap cua chung t6i so vdi phuong phap cia Yang va Chen [9].
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PSNR = 101 2557 (5)
= 0410 MSE

Trong d6 MSE 1a binh phuong d6 sai khac ting diém anh ciia 2 anh co kich thugc (M xN) va dugc tinh theo

cong thuc (6):

MSE =

1 M N
M x sz(x” = X))

i=1 j=1
V6i x; j 1a gia tri diém anh cta anh trude khi giau tin va x; ; gié tri diém anh cua anh sau khi giau tin.

(6)

Anh trai cua Aloe (368x424) Anh phai cua Aloe Anh trai Babyl Anh phai Baby1
PSNR: 37.5 dB (368x424) (368%408) (368%408)
PSNR: 38.3 dB PSNR: 34.0 dB PSNR: 36.8

Anh trai cua Bowlingl Anh phai cua Bowling1 Anh trai cua Flowerpots Anh trai cia Flowerpots
(368%416) (368%416) (368%432) (368%432)
PSNR: 31.3 dB PSNR: 34.9 dB PSNR: 34.3 dB PSNR: 37.2 dB

Hinh 8. Két qua thuc nghi¢m véi ngudng T=4
Bang 2 trinh bay kha nang glau tin clia giai phap dé xuat so véi giai phap clia Yang va Chen voi cac gia tri
ngudng T khac nhau. Nhu co thé thay trong Bang 2, giai phap dé xudt cai thién dang ké kha nang gidu thong tin. Mic

du, lugng thong tin rat 16n duge gidu nhung chat lugng ciia anh mang tin cling vin dam bao rat cao so v6i giai phap
cua Yang va Chen [9].

Bing 2. So sénh két qua giita phuong phap dé xuit voi phwong phap ciia Yang va Chen [9]

Giai phap dé xuat Yang va Chen [9]

T PSNR bpp PSNR bpp

2 41,9 0,07 41.7 0.04

3 39,5 0,12 39,6 0.05

4 37,9 0,17 38,2 0.07
V.KET LUAN

Trong bai béo, chiing t6i d& xuét mot giai phap gidu tin thuan nghich mai cho anh stereo. Trong giai phap nay,
chiing t6i x4y dyng lwu dd hai chiéu cho cip hé sé DCT da luong tir dé gidu thong tin. Bang cach lam nhu vdy, mot
lwong 16n thong tin mét co thé nhing vao anh trong khi van dam bao dugc chit luong ciia anh mang tin luén ¢ muc
cao. Két qua thyc nghiém cta chung toi da cho thiy rang, giai phap dé xuét da cai thién dang ké kha ning glau tin cua
giai phap cua Yang va Chen [9], trong khi van dam bao chit lwong cua anh mang tin rat cao. Ngoai ra, giai phap dé

Xudt cling dam bao duogc tinh thuin nghich vi thé c6 thé ap dung vao cac linh vuc dac biét nhu y khoa, quan doi hoac
phép ching...
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REVERSIBLE STEGANOGRAPHY IN STEREO IMAGE WITH HIGH
EMBEDDING CAPACITY
Nguyen Thai Son, Vo Phuoc Hung, Huynh Van Thanh Do Thanh Nghi

ABSTRACT— Stereo images captured from a pair of CCDs simultaneously are widely used to create the illusion of 3D depth. Each
pair of stereo images has many similar block pairs. Many steganography schemes have been proposed for stereo images; however,
their embedding capacity is limited while low image quality. In this paper, a novel reversible steganography scheme is proposed to
embed secret data in these similar block pairs. To increase the embedding capacity, each 3-bit secret data is embedded into a pair
of middle frequency DCT-quantized coefficients from these similar block pairs. Experimental results demonstrated that the proposed
scheme achieves high embedding capacity while maintaining good quality of stereo images. The experimental results also showed
that the proposed scheme outperforms some previous schemes in terms of embedding capacity and image quality of stego images.
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