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TOM TAT— Hién nay, an toan thdng tin 1a mot vdn dé vo cling quan trong va thu hat sz quan tam rat Ién. Nhiing phdn mém déc
hai (malware) di va dang dan tré thanh méi de doa thuc s doi véi mdi quac gia. Nam 2006, theo mét thong ké béi Computer
Economics 2007 Malware Report, khodng 13.3 t7 d6 la dd duoc tiéu tén dé khdc phuc nhifng hdu qud cia malware va con sé nay
van tiép tuc gia tang do mirc dg dgc hai va tinh vi ciia malware ngay cang Isn. Dé phan tich va phat hi¢n malware, da phan nhiing
phan mém trong cong nghiép si dung ky thugt nhan dang chaz ky. Trong ki thugt nay, méi malware sé duoc biéu dién dudi dang mot
chudi bit nhj phan duy nhat ddic trung cho malware. Tuy nhién, véi viéc nhing malware ngay nay su dung cac phan mém dong goi
(packer) d@é tao ra nhiéu bién thé mdi da khién kj thudt nhdn dang chir ky tré nén khdng hiéu qua. Hon thé nira, khi phan tich
Malware di dioe dong géi, ky thugt dich ngirot von diroc xem 1a ki thudt hiéu qud dé phat hién malware ciing tré nén rdt khé khan
va nhiéu thach thirc boi packer da sir dung rdt nhiéu kg thudt rac roi héa, ciing nhu kj thugt chong dich nguoc va chéng g 16i. Xudt
phét tir nhitng khé khan thuc té do, bai bao dé xudt viéc sir dung phwong phdp hink thirc nham nhdn dang packer bang cach két hop
giia hai cong cy BE-PUM va cong cu NuSMV. Chiing t6i dé phét trién cong cu BE-PUM (Binary Emulator for PU shdown Model
generation) véi muc tiéu xay dung moé hinh chinh xac cua mét chwong trinh ma nhi phan va xu Iy duoc nhiing ki thugt obfuscation
ddc trung cua packer nhu 1énh nhay khong truc tlép, code ti thay déi... Hién tai, BE-PUM dd it Iy duroC CAC ki thugt su dung trong
28 packer khéac nhau. Bang céch biéu dién hanh vi cia céc ki thudt ndy duwdi dang cong thirc CTL va cung cdp nhuw mét dau vao cia
cong cu kiém tra md hinh NuSMV, ching t6i c6 thé nhdn dién duwoc 28 packer ndy. Chiing t6i dé thi nghiém hieéng tiép cdn nay trén
3250 malware khdc nhau d@é nhdn dién cdc packer dwoc sir dung. Két qud phan tich da chi ra hiéng tiép cdn nay 1a rat kha thi va
sinh ra két qua chinh xdc hon so véi ky thudt nhdn dién packer théng qua chiz ky truyén thong.

Tir khéa— Phan tich virus, an toan théng tin, phwong phdp hinh thirc, packer.
I. GIOI THIEU

Malwares 1a nhitng chuong trinh may tinh doc hai xdAm nhap vao hé thong mot cach trai phép voi muc tiéu 1a 4 an
cép thong tin, pha hiy hay lam hu hong hé thdng [1]. Nhimng chuong trinh malware nay gy ra nhing thiét hai to 16n vé
mit tién bac dbi voi cac ca nhén, t6 chirc va cic co quan chinh phu. Malware duoc chia thanh nhiéu loai khac nhau
nhu: virus, trojan horse, spammer...Cé 2 phuong phéap chinh dé phat hién malware, c6 thé ké dén phuong phap nhan
dién chir ky (signature recognition) va mo phong (emulation) qua trinh thyc thi chwong trinh trong méi truong c6 kiém
soat, thudng 1a hop cat (sandbox). Signature recognition 1a k¥ thuat nhan dién malare thong qua nhitng ciu triic mau bit
dic trung cua malware nay. K thuat ndy dugc ap dung rit rong rii trong cong nghiép va dat duge nhing thanh cong to
16n. Tuy nhién, hién nay signature detection gip phai kho khin 16n do nhiing virus thé hé méi ap dung nhing ky thuat
ric ri hoa (obfuscation technique) dé lam thay d6i chir ky dic trung [2]. Y twdng chinh ctia emulation 13 x4y dung mot
sandbox dé kham phé hanh vi ciia malware, béng cach mo6 phong toan b qua trinh thyc thi cta hé théng va dac biét la
hoat dong ctia APIs [3,15]. Tuy nhién, ddy 1a mot k§ thudt rat phuc tap, ton thdi gian va doi hoi chi phi Ién.

Hau hét cac malware hién nay déu dwoc dong goi bang cac chuong trinh dong gbi (packer) [4]. Packer 1a mot
chuong trinh chuyén d6i ma nhi phan ciia chwong trinh thanh mét chuong trinh thyc thi khac. Chwong trinh thyc thi
méi ndy van gin giit nhirng tinh ning nguyén ban nhung cé ndi dung hoan toan khic nhau khi dugc luu trit. Chinh vi
diéu nay da lam cho k¥ thuat quét signature khong thé lién két giira 2 phién ban nay. Theo thdng ké trén [4], 80%
malware dugc nén boi rit nhidu loai packers khac nhau. Nhimg packer théng dung nhit c6 thé ké dén UPX?,
PECOMPACT?, TELOCK? FSG* va YODA’s Crypter’. Pa phin céc chwong trinh nhan dang packer hién nay nhu
Peid® déu dua trén chit ky dé kiém tra. Tuy nhién, do cac hacker c6 thé tiy chinh (modify) chit ky cua packer, phuong
phap nay s& dé dang bi danh bai khi dugc 4p dung trong phan tich malware thyec.

Trong bai bdo nay, chung t6i dé xuit mot hudng tiép can méi dé nhan dién packer. Ching tdi st dung
phwong phéap hinh thirc nham nhan dang packed malware bang cach két hop giita hai cong cu, BE-PUM dé xay dung
CFG va cong cu kiém tra mo hinh NUSMV. Dé kiém chirng tinh hiéu qua ctia hudng tiép can nay, ching t6i da tién
hanh thi nghiém trén tap 3250 malware khac nhau. Céu tric bai b4o duoc mé ta nhu sau. Phan 2 gidi thiéu ngan gon
nhitng kién thirc nén tang vé Packer, BE-PUM va cong cu NuSMV. Phan 3 trinh bay phuong phap de xuit dé nhan
dang packer. Trong phan 4, chung t6i gi6i thiéu vé thi nghiém va phan 5 trinh bay két luan va mot s6 hudng nghién
clru trong tuong lai.

Yhttp://upx.sourceforge.net
Zhttps://bitsum.com/pecompact
3http://www.telock.com-about.com
*http://fsg.soft112.com
Shttp://www.yodas-crypter.com-about.com
®http://www.secretashell.com/codomain/peid
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II. KIEN THUC NEN TANG
A. Gidi thiéu Packer
Packer [5, 6] 12 mot cong cu phan mém ding dé déng géi mot tap tin. Packer c6 3 muyc tiéu cu thé duge mod ta nhu sau.

e Giam kich thudc cia tép tin: ddy ciing 1a myc tiéu ma rit nhidu packer huéng toi, bang viéc ap dung cac k§
thuat dong goi va mi hoa. Kich thude ciia mot tap tin duge dong goi qua do s& giam di mot cach dang ké. Tuy
nhién, nhitng packer hién dai ngay nay da khong con dit tiéu chi giam kich thudc tap tin 1én hang dau.
Nguyén nhan Ia vi giam kich thudc dong nghia véi viée sir dung nhimng k¥ thudt bao mat khac s& bi loai bo va
do d6 do tin cdy ciia mot packer ciing giam di. Tham chi nhitng packer c6 co ché bao mat tt hién nay nhu
Themida hay TELOCK c6 thé lam ting kich thudc tap tin 1én rat nhiéu lan.

e Chdng dich ngugc: packer duge sir dung nhu mdt cong cu chéng dich nguoc rat hi¢u qua vi nhiing giai thuat
dong goi tap tin phure tap cta packer co6 thé khién viée dich ngugc ma nhi phan tré nén vo cung kho khén.

e Bao vé ban quyén ciia phan mém: day ciling 1a myc tiéu chinh yéu nhit ma cac packer ngay nay hudng t6i.
Béng cach nang cao do phirc tap cia cic giai thuat dong goi, ddng thoi ap dung nhing ky thuat chdng sira 13i,
chéng dich nguoc, cac packer gitip bao vé mot phan mém khoi viéc danh cép thong tin bat hop phap. Malware
ciing loi dung diém manh nay cua packer nhdm che ddu qua trinh thyc thi cia minh.

Packer sir dung rat nhiéu k¥ thuat lam ric rdi héa (obfuscation technique) nhim muc tiéu lam cho qué trinh
phan tich trd nén rat kho khan. Ching t6i di phan loai cac obfuscation technique [7,13] ndy thanh nhém céc ki thuat
nén-gidi nén (packing-unpacking), ghi dé (overwriting), 1énh nhdy dong (indirect jump), bat bién rbi ram (obfuscated
constant), ché code (code chunking), muon byte (stolen byte), kiém tra (checking), bay 16i ngoai 1¢ (SEH), API dic biét
(2API), chéng stra 15i (anti- debugging), code ty thay ddi (dynamic code), ham 16ng nhau (overlapping function), khdi
16ng nhau (overlapping block), chong ghi d¢ (anti-rewriting) va kiém tra thoi gian (timing check). Chi tiét cach phan
loai, chung ta da trinh bay trong [13]. Bang 1 trinh bay tom tit cac k¥ thuat dwoc hd tro trong mot sé packer. Vi du
nhu, trong bang 1, packer UPX hd tro cac ki thuat, packing-unpacking, overwrting, indirect jump, obfuscated
constants, checksumming, 2API, dynamic code, code layout, overlapping blocks va anti-rewriting.

Bing 1. Céc obfuscation techniques duoc hd trg trong packer

Name UPX ASPACK FSG NPACK PECOMPACT PETITE YODA
Packing-Unpacking X X X X X X X
Overwriting X X X X X X X
Indirect Jump X X X X X X X
Obfuscated Constants X X X X X X X
Code Chunking X X X X X
Stolen Bytes X X X
Checksumming X X X X X X X
SEH X X
2API X X X X X
Anti-Debugging X
Dynamic Code X X X X X X X
Code Layout X X X X X X X
Overlapping Function X X X X X X
Overlapping Blocks X X X X X X X
Anti-Rewriting X X X X X X X
Timing Check
B. BE-PUM

1. Giéi thiéu BE-PUM

BE-PUM (Binary Emulation for Pushdown Model generation of Malware) [8,9] 1a mdt cong cu xay dung luong
diéu khién cua mot tap tin thuc thi dua trén k¥ thuét thuc thi ky hiéu dong [9]. BE-PUM sir dung thu vién ma ngudn
mé Jackstab [10, 11, 14] dé dich nguoc ma nhi phan cho ting cau 1énh hop ngit trong mg vdi ting cu 1énh thyc thi
clia tap tin va chwong trinh SMT Z3.4.4" dé giai cac didu kién, tir d6 tim ra duong di c¢6 tinh kha thi.

"https://z3.codeplex.com/
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Hinh 1. Kién tric cia BE-PUM

Stack

Kién tric ctia h¢ thong BE-PUM bao gdm 3 thanh phan chinh: symbolic execution, binary emulation va CFG
storage. Hinh 1 m6 ta kién truc cta hé thong BE-PUM. Trong dd, vai tro clia cac thanh phan nay dugc mo ta nhu sau.

e Thanh phin symbolic execution sir dung Jackstab dé dich nguoc va chuyén ddi thanh ma nhi phén thanh ciu
1énh hop ngir twong Gmg. Trong truong hop cau 1énh hop ngir 1a cau 1énh chi tac dong t6i moi truong thue thi,
cu thé 1a cac cau Iénh tinh toan, cdu 1énh ghi hodc doc trong bo nha, bao gdm ca stack, moi trudng thyc thi
duogc thay déi tuong tng. Ngoai ra, vi tri cia cau Iénh tlep theo duoc xac dinh bang vi tri cia cdu l1énh hién tai
cong kich thudce cau 1énh. Néu cau 1énh tiép theo 1a cau 1énh diéu khién, cu thé 1a cac cau 1énh goi ham, cau
1énh tra vé tir ham, cau lénh nhay va cau 1€nh nhay c6 diéu kién, thi cau lénh tiép theo s€ dugc tinh toan thong

qua qua trinh thye thi ky hi¢u.

e Thanh phan binary emulation 14 thanh phan quan trong trong tong thé kién tric cia BE-PUM. Dé c6 thé xur Iy
mot cau 1énh hop ngit, hé thong BE-PUM s& gia 1ap cac thanh phdn cta hé thdng, cu thé 14 md hinh bd nhd
cua BE-PUM. M6 hinh nay bao gém tap 9 cod dugc su dung trong hé théng (AF, CF, DF, IF, OF, PF, SF, TF,
va ZF), tap 20 thanh ghi (EAX, EBX, ECX, EDX, ESI, EDI, ESP, EBP, CS, DS, ES, FS, GS, SS, EIP,
EFLAGS va 8 thanh ghi debug DRO, DR1, DR2, DR3, DR4, DR5, DR6, DR7, DR8), tip cac gia tri b nhé
dugc luu trir trong d6 mot phan ciia by nhé cho stack dugc gidi han boi thanh ghi esp va thanh ghi ebp. Bo
nhé duogc gia 1ap trong BE-PUM duogc luu trit dudi dang ting byte. Ngoai viéc gia 1ap cau Iénh hop ngii, thi
API ciing duoc gia 13p thong qua sir dung INA® (Java Native Access) cho phép goi truc tiép tir cac thu vién

lién két dong, trong do gia tri tra vé clia cac API s& dugc luu trir trong cac thanh ghi twong ung. Doi

vGi cac

API dac biét tac dong truc tlep dén moi truong thuc, mot sandbox s€ dugc xay dung cho qua trinh xtr 1y cac
API nay. Hinh 2 mé ta cac kién truc xu Iy mot cau Iénh thyc thi trong h¢ thong BE-PUM. Sau khi dugc nap
vao bd nhg, cau 1€nh s€ dugc gidi ma, lay cac toan hang va tién hanh mé phdng qua trinh thyc thi. Két qua ctia

cau Iénh s€ duoc ghi lai vao bd nho.

®https://jna.java.net/
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Hinh 2. Kién trac xu 1y API trong BE-PUM

e Thanh phan CFG storage duoc su dung dé luu trit mot CFG node va CFG edge sau khi duoc tinh toan chinh
xac. CFG storage sé duoc st dung dé xay dung mo hinh qua trinh thyc thi cudi cung cia tap tin dugc phan
tich.

2. Vidy hoat dong cua BE-PUM

Két qua ctia qua trinh phéan tich mot tap tin thuc thi 14 mot mé hinh qué trinh thyc thi. M6 hinh dwoc sinh ra béi
hé théng BE-PUM dugc biéu dién dudi dang Control Flow Graph hay CFG cuia chwong trinh. Mot CFG 1a mét tap cua
cac dinh va canh. Trong d6 mot dinh cia CFG bao gém dia chi cua cau Iénh va cau Iénh hop ngir tai dia chi do, mot
canh cua CFG la canh ndi gitra 2 node cua CFG. Xem xét doan code sau.

00401000 pushl 0x00401007
00401005 xor eax, eax

00401007 jne 0x00401005 L
00401008 call ss:[esp] |

Ox00401000
ine Foeax

Code 1: Code vi duy cia BE-PUM 0x00401001 |
jue (00401000

——
0x00401006

pushl %eax

Hinh 3. CFG duoc xay dung boi BE-PUM

Két qua qua trinh phén tich trén hé thong BE-PUM s¢ sinh ra dugc CFG ciia churong trinh thyc thi va duge mo
ta trong hinh 3.

C. NuSMV

NuSMV [12] 12 mot cong cu kiém tra mé hinh dang ky hiéu ma ngudén mé. Pay 1a mot du an két hop giita ITC-
IRST, vién nghién ctru & phia Dong Trento, Y va Pai hoc Carnegle Mellon Trong bai bao nay, chung t6i da thay dbi
ma nguon cua NuSMV dé cung cép thém nhiéu tinh ning va hd trg tbt hon, néng cao hi¢u suat kiém tra mé hinh trén
hé thong 6 sb trang thai hitu han. PAu vao ctia NuSMV la mot md hinh can duoc kiém tra duoc sinh ra boi BE-PUM
va mot tinh chit duoc mo ta dudi dang cong thirc luan 1y c6 yéu té thoi gian dé thyc hién viéc kiém tra mé hinh . M6
hinh NuSMV dugc biéu dién dudi dang ngdn ngir SMV. Ngoai ra, NuSMV hd trg ca CTL model checking va LTL
model checking.
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III. PHUONG PHAP NHAN DANG PACKER
A. Phdt trién h¢ thong BE-PUM dé xir ly cdc packer

Dé xir 1y 14 k¥ thuat cta packer [7,15], h¢ thong BE-PUM dugc hién thuc va gia 1ap moéi truong thuc thi bao
gom bd nhd va cac thanh ghi:

e PEB va TIB: Process Environment Block (PEB) dung dé luu trir cac thong tin cua Process va Thread
Information Block (TIB) dung dé luu trit cac thong tin ctia Thread hién hanh. Mbi 1an thyc thi mét cau lénh
tac dong vao dia chi TIB cta chuong trinh thi TIB va PEB s€ dugc cap nhét twong ung.

e LDR Data: Loader Data duoc gia 1ap dé co thé luu trit cac thong tin cua cac thu vién lién két dong duoc nap
vao trong qué trinh thyc thi dé goi cac API. Song song voi qua trinh cap nhat TIB va PEB, véi mbi lan mot
thu vién lién két dong duoc nap vao chuong trinh thong qua 1énh goi API LoadLibrary, LDR Data ciing s&
duoc cap nhat tuong ung.

e Trap Flag: dé 6 thé xu 1y k¥ thuat SEH sur dung Trap Flag cua Packer thi hé théng BE-PUM dugc hd trQercf)t
16p dé€ co thé luu trir nhiing gia tri dia chi cia ham x{r 1y ngoai 1€, ngoai ra hé thong BE-PUM con dugc ho trg
thém 8 thanh ghi gom: DRO, DR1, DR2, DR3, DR4, DRS5, DR6, DR7.

e Virtual Memory Block: dé c6 thé xur 1y k¥ thuat Stolen Bytes trong packer. Mot 16p duoc hién thyc dé quan 1y
neu qua trinh mé goi duge thyc hién trén ving nhé do.

B. Két hop hé thong BE-PUM va NuSMV

Dé két hop hai cong cu nay, chiing toi da tién hanh 2 budc, dau tién 14 qué trinh xay dung md hinh NuSMV va
thr hai 1a mo ta nhitng k¥ thuat cua packer thong qua bi€u thue CTL.

1. Thiét ké va xay dung NuSMV Model

Viéc tl}iét ké va xay dyng mdt mo hinh NuSMV dé co thé kiém tra voi cong cu NuSMV bao gdm 2 giai doan
chinh, thir nhé‘g la ghuyén d6i mé hinh cua BE-PUM thanh dit liéu JSON dé c6 thé dé luu trit va st dung, va thir hai 1a
qua trinh chuyén do6i dir li€éu JSON thanh m6 hinh NuSMV.

a) Chuyén d6i mé hinh BE-PUM qua dit liéu JSON

Muc tiéu clia qué trinh chuyén d6i mé hinh ciia hé thng BE-PUM sang dir liéu JSON dé dam bao khong ton
quéa nhiéu thoi gian dé hiéu duoc ciu tric cia mot CFG ciia BE-PUM. Ngoai ra, qué trinh nay duogc sir dung nhu dau
vao cho bét ki mot cong cu kiém tra md hinh khac. Mot dit liéu JSON mé ta cho mé hinh ciia BE-PUM sé& bao gém
mot tap cac node va edge dugc biéu dién nhu mang JSON. Trong d6 mdi node va edge 1a nhitng d6i tugng JSON dugc
dinh nghia 1a dia chi ctia cau 1énh tai node d6 va ndi dung cua cau 1énh d6, mdi edge dugc dinh nghia boi source va
destination, v6i source va destination 1 dia chi ctia cac node. Hinh 4 md ta vi du mot cAu trac luu trit JSSON trong BE-
PUM

{ "model":{

"nodes":[

{"loc":"0x00401000", "inst" : "inc %eax"},

{ "loc" : "0x00401001", "inst" : "jne 0x00401000"},
{ "loc" : "0x00401006", "inst" : "pushl %eax"}

]

edges":[
{ "src" : "0x00401000", "dest" : "0x00401001"},

{
"src" : "0x00401001",
"dest" : "0x00401006"

3,

Hinh 4. Vi dy c4u tric luu trit chit ky

b) Chuyén d6i dir liéu JSON qua mé hinh NuSMV

Trong thyuc té, mot packer c6 rit nhidu phién ban va st dung nhiéu bién thé cua ki thuat réc rdi hoa. Hinh 5 mo
ta mot vi du vé sir dung k¥ thuat SEH tiéu chuan trong mot packer va bién thé ciia SEH, theo d6 thay bang viéc PUSH
mot gid tri constant vao stack, thi packer s& thiét 1ap gia tri nay cho thanh ghi EAX va push tryc tiép thanh ghi EAX
vao stack.
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mov] Yeax. Ox00401020
X \J
pushl Ox00401020 ’ l pushl eax ‘
l
’ pushl Yefs:[0)] pushl Yfs:[0
¥
]“n\'l : fs'i”:,":l'.\]l l IHH\'I b '1~ |“ ‘:I'Nll
(a) SEH tiéu chuan (b) Bien the can SEH

Hinh 5. Cac bién thé cua ky thuat SEH

Chinh vi sy da dang d6, ma qué trinh chuyén dbi dir liéu JSON sang md hinh NuSMV doi hoi phai thyuc hién
qua trinh phan loai cac register, segment register, gia tri immediate va Iénh goi API.

2. Mo ta cac k¥ thuat packer thong qua biéu thie CTL

Nhirng k¥ thuat ric réi hoa di dugc moé ta thong qua biéu thire CTL. Do d6 ddi voi nhitng k§ thuat nay, qua
trinh nhan dang thong qua ngit nghia s& duoc két hop véi hé thdng BE-PUM dé c6 thé tién hanh nhan dang bang giai
thuat On-the-fly. Cac k¥ thuat di dwoc mé ta qua biéu thirc CTL bao gdm: Anti-Debugging, Indirect Jump, Obfuscated
Constants, SEH, Stolen Bytes, Timming Check, Two APIs, Checksumming, Code Chunking, Overlapping Block,
Overlapping Function, Overwritting, Packing/Unpacking va Hardware Breakpoint. Cac k¥ thudt s& dwgc nhan dang
qua phuong phap phan tich tuan tu trong qua trinh xay dung mé hinh ciia céng cu BE-PUM. Céc cong thirc CTL dudi
day mo ta mot s6 ky thuat obfuscation techniques thong dung trong packer.

e (Cong thirc CTL mo ta ky thuat SEH.

EF((state(pushl,IMM,NULL,NULL)|state(pushl,REG,NULL,NULL)) &
EF(state(pushl,s_fs$0$,NULL,NULL) & EF(state(movl,r_esp,

s fs$0$,NULL))))
EF((state(pushl,IMM,NULL,NULL)state(pushl, REG,NULL,NULL)) &
EF(state(pushl,s_fs$REG$,NULL,NULL) & EF(state(movl,r_esp,
s_fSSREG$,NULL))))
EF((state(call,IMM,NULL,NULL)|state(call,REG,NULL,NULL)) & EF(
state(pushl,s_fs$0$,NULL,NULL) & EF(state(movl,r_esp,s_fs$0$
,NULL))))
EF((state(call,IMM,NULL,NULL)|state(call, REG,NULL,NULL)) & EF(
state(pushl,s_fs$REG$,NULL,NULL) & EF(state(movl,r_esp,
s_fSSREG$,NULL))))

Cong thirc CTL mo ta ky thuat Anti-Debugging.
EF(state(call,api_lsDebuggerPresent, NULL,NULL))
Cong thire CTL mo ta ky thuat Obfuscated Constants.

EF(state(OPT,IMM,NULL,NULL) | state(OPT,NULL,IMM,NULL) | state(
OPT,NULL,NULL,IMM))

Cong thirc CTL mo ta k¥ thuat Stolen Byte.
EF(state(call,api_VirtualAlloc, NULL,NULL))
Cong thirc CTL mo ta k¥ thuat Timing Check.

EF(state(rdtsc, NULL,NULL,NULL) | state(call,api_GetTickCount,
NULL,NULL))

Cong thirc CTL mé ta k§ thuat Two APIs

EF(state(call,api_LoadLibrary, NULL,NULL) & EF(state(call,
api_GetProcAddress,NULL,NULL)))
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IV. THI NGHIEM
A. Mo ta thi nghiém

Chung t61 da tién hanh thi nghiém nhén dién packer trén hé théng WinXP SP3, Intel Core 15 - 2450M 2.5GHz,
2GB RAM, JDK 1.8. Céc cong cu dugc sir dung dé thyc hién kiém tra mo hinh la NuSMV 2.6.0 va BE-PUM 2.0.
Chung t6i da so sanh phuong phap cua ching t6i va phuong phap nhén dién packer truyén thong su dung cong cu CFF
EXplorer trén 3250 mau malware khac nhau. Theo két qua kiém tra trén Virus Total Web service®, trong s6 nay 978
méu 1a downloaders, 2010 la worms, va s6 con lai 1a trojans.

B. Két qud thi nghi¢m

BE-PUM d4 nhan dién duoc 28 packer. Két qua thi nghiém phan tich packer trén hé thong BE-PUM dugc thé
hién trong bang 2. Trong bang 2, cot Packer thé hién tén nhing packer cach tiép can ciia chiing toi d¢a nhan dién duoc,
s6 cau Iénh va ludng diéu khién nbi giira cc cau 1énh dugc mo ta trong cot Nodes va Edges twong tng. Cot Time mo ta
thoi gian xir Iy khi phén tich cac packer nay.

Bang 2. Két qua thi nghiém

Packer Nodes Edges Time
ASPACK 1047 1112 58969
BJFNT 2061 2126 2810453
EXEPACK 323 353 6719
EXESTEALTH 735 770 238438
EXPRESSOR 1172 1233 76797
FSG 244 268 4000
LAME 235 244 10062
MEW 110 131 3187
MORPHNAH 228 232 3593
MPRESS 459 489 101391
NOODLECRYPT 706 757 33922
NPACK 602 639 9609
PECOMPACT 1127 1178 30891
PEECRYPT 511 517 26750
PETITE 1568 1635 49593
RLPACK 467 501 265937
SCRAMBLEV1.0 266 292 3984
SCRAMBLEV1.2 244 268 3922
TELOCK 2105 2237 6276360
UPACK 443 490 19625
UPX 323 353 6875
WINUPACK 443 490 19734
WWPACK32 329 360 3219
XCOMP 650 724 224734
YODAV1.2 625 659 130500
YODAvV1.3 924 960 120516
PELOCK 2032 2033 36903693
PESPIN 431 452 4860547

Két qua thi nghiém nhan dang 14 k¥ thuat trén 28 packer qua viéc két hop giita hé thong BE-PUM va cong cu

NuSMV duoc thé hién trong bang 3. Nhitng 6 k¥ thudt nao dugc danh déu "x" x" twong Ung véi packer co st dung ky
thuat d6. Vi dy, trong bang 3, packer ASPACK sur dung cac ki thuét antidebugging, checksumming, codechunking,
indirect jump, obfuscated constant, overlapping function, overwriting va packing/unpacking.

Shttp://www.ntcore.com/exsuite.php
https:/Avww.virustotal.com/en/
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Biang 3. Két qua nhan dang obfuscation technique trén 28 packer
Indi | Obfus Overla Overla Packi Tim Hardw
Packer AntiDeb Checksu CodeCh rect cated i pping Overwr ng/ SE | Stolen ming Two are
ugging mming unking Jum Const g'?oclg( Functio itting Unpac | H Bytes Chec | APIs | Breakp
p ants n king k oints
ASPACK X X X X X X X
BJFNT X X X X X
EXEPAC
K X X X X X X X
EXESTEA
LTH X X X X X X X X X X X
EXPRESS
OR X X X X X X X
FSG X X X X X
LAME X X X
MEW X X X X X X X X X
MORPHN
AH X X X X
MPRESS X X X X
NOODLE
CRYPT X X X X
NPACK X X X X X X
PECOMP
ACT X X X X X X X X X X
PEENCR
YPT X X X X X
PETITE X X X X X
RLPACK X X X X X
SCRAMB
LEv0.1 X X X X X X X X X
SCRAMB
LEv0.2 X X X X X X X
TELOCK X X X X X X X X X X
UPACK X X X X X X X
UPX X X X X X X X X
WINUPA
CK X X X X X X X X
WWPAC
K32 X X X X X
XCOMP X X X X X X X
YODAVL.
2 X X X X X X X X X X X X
YODAVL.
3 X X X X X X X X X X
PELOCK X X X X X
PESPIN X X X X X X X X

Dé kiém tra tinh chinh xac, ching t0i da so sanh hudng tiép can st dung phuong phap hinh thirc va ky thuat
nhén dién packer truyen thong sur dung chir ky nhi phan str dung cong cu CFF Explorer. Kt qua thi nghiém trén 3250
mau virus dugc mo ta trong hinh 6.

1600
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800
600
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200

B Qur approach

H Binary Signature

Hinh 6. Théng ké qua trinh nhan dang packer trén tap 3250 malware
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Trong hinh 6, truc tung thé hién s6 lwong mau packer nhan dién twong tng véi phuong phap cia chiing t6i (cot
mau xanh) va phuong phép truyén théng (c6t mau do). Truc hoanh thé hién céac loai packer khéac nhau. Co thé nhan
thdy, cach tiép can ctia chung t6i cho ra mot két qua chinh xac hon so véi cach lam truyén théng. Trong mot sb trudng
hop nhu packer UPX, su khac biét 1a kha 16n. Nguyén nhan 1a vi phuong phap tién cin cta ching toi khong bi anh
huong boi cac ki thudt réi rim hoéa lam thay do6i chir ki cia packer. Vi du, xem xét mau malware
“034f9d2dc5627296141bb7d0a22032b1e8c7e47f266adadalda7f8dad05668b™. Chit ky cuia mau nay la “60 BE 00 EO
95 00 8D BE 00 30 AA FF C7”, nhung chit ky ctia UPX 1a “60 BE ?? ?? ?? 00 8D BE ?? ?? ?? FF 57” v&i ¢ ?° biéu
thi mot ki ty bat ki. Hai chit ki nay khac nhau ¢ ki tw cudi “C7” va “57”. Do d6, cach lam truyén thong str dung chir ky
khong thé nhan dién dugc packer nay, nhung cach tiép cén ciia chung t6i dua trén ngit nghia nén c6 thé sinh ra két qua
chinh xéc.

V.KET LUAN

Bai bao nay da dé xuat hudng tiép can méi dé nhan dién packer bang phuong phap hinh thirc. Phuong phap nay
két hop 2 cong cu BE-PUM dé xay dung md hinh va cong cu kiém tra mé hinh NuSMV. Két qua thi nghiém trén tap
3250 malware di cho thiy huéng tiép can nay c6 két qua chinh xac hon so v&i hudng tiép can truyén thong. Tuy nhién,
mit han ché cua phuong phéap nay 14 thoi gian xur 1y khac 1au. Dé giai quyét van dé nay, chung t6i s& ap dung giai thuat
song song hoa dé giam thoi gian thyc thi. Pay 1a mot hudng nghién ciru trong twong lai. Ngoai ra, mot huéng di khac
1a chung ta s& ting s6 luong packer can nhan dang dé sinh ra mot két qua chinh xéac hon.

VI. LOI CAM ON

Nghién ctru trong bai bao ndy dugc tai trg boi Vietnam National Foundation for Science and Technology
Development (NAFOSTED), s6 102.01 -2015.16.
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APPLYING FORMAL METHOD FOR PACKER DETECTION
Nguyen Minh Hai, Do Duy Phong, Quan Thanh Tho

ABSTRACT— Nowadays, malware has been becoming a real threat to each nation. In 2006, according to a report by Computer
Economics 2007 Malware Report, more than 13.3 billion dollars has been spent on the war against malware and its destruction. To
detect and analyze malware, most of industrial anti-virus software tends to focusing on identifying malware via signature based
technique. However, since most of the modern popular malwares are either packed or obfuscated, malwares can easily defeat this
weak technique. Packed malware also increases the difficulty of the reverse engineering technique which is inherently efficient and
available for exploring the malware techniques. The reason is that it often takes a very long time for unpacking or detecting a
packed file which causes much trouble for reverse engineering. For counter solution, most of anti-virus software choose the other
way is to detect packer signature for verifying the packed malware. However, since hacker can easily modify header signature of
packed file, this solution cannot determine precisely whether a malware is packed or not. This paper proposes a formal method
approach for packer detection using a combination BE-PUM tool and symbolic model checker NuSMV. BE-PUM (Binary Emulator
for PUshdown Model generation) is designed for generating a precise control flow graph (CFG), which handles many of typical
obfuscation techniques of malware, e.g., indirect jump, self-modification code, and structured exception handler, which are adopted
in most of modern packers. Currently, BE-PUM can cover the patterns for 14 techniques mainly used in supported 28 packers.
Applying the CTL, LTL formula for that patterns as properties of proposed model checker tool NuSMV, it can detect completely all
the malwares which are packed by these packers. We have performed the experiments on 3250 real-world malwares for checking
the accuracy of our approach and the result is very promising.



