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TOM TAT: Negay nay, viéc img dung cong nghé théng tin vao trong quan li & cac truong dai hoc, cao ding va cdc cdp hoc khdc la
rdt phé bién va da chitng t6 dirgc hiéu qua tich cyc. Mot trong nhiing co s¢ dit liéu quan trong trong cdac nha truong la co so dir
liéu lwu triv két qua hoc tdp dang diém s6, dwoe quan li, truy cdp thong qua phan mém quan Ii ciia nha trwong. Co thé thdy rang
phan mém quadn Iy va co sé dir liéu phdi dwoce xdy dung cho phép nhiéu nguoi dung, tirc la nhiéu gidng vién, can bg lién quan c6 thé
truy cdp, cdp nhdt. Chirc nang bdao vé co s¢ dit lieu duoc xdy dung trong phan mém va hé quan tri co so dit liéu bang co ché phdn
quyén, dang nhdp, ghi nhdt ki (log) cdp nhat. Tuy nhién, phan mém quan Ii va quyen truy cdp hé thong thuong duogc giao cho bén
thir 3, tirc 1d nguoi phdt trién phan mém véi sw quan li chuwa thdt chat che. Tir d6 dan dén nguy co $€ ¢6 nhitng truy cdp truc tiép vio
co' s6 dit ligu tir hé quan tri co s¢ dit liéu. Vin dé dgt ra la lam sao cé thé phat hién dugc cdc sia dsi khong hop 1€, tirc la sira asi
khong thong qua phan mém qudn Ii? Lam sao mot gidng vién hay can bg cd thé xdc nhdn dwoe diém s6 d6 la nguyén géc nhw minh
dd nhdp vao tir nhiéu ndm trieée va chua hé bi sira doi mét cach khong hop 16?

Ky thudt thiyy van (watermarking) tir lau nghién citu va c6 thé dap dung dé xdc thyc nguon goc béo vé ban quyén cdc file
anh. Ky thudt nay két hop glu“a viéc md hoa va giau tin voi muc dich bao vé ban quyén va toan ven doi véi so s¢ dit liéu. Trong bai
viét nay chiing (6 trinh bay cdac nghién ciru sir dung cdach 1iép cdn thiy van dé bdo vé co sé dir liéu quan hé nhw diém s6 nham dé
bdo vé tot hon co sé dit liéu diém trong cdc nha triong.

Tir khéa: Piém so, thugce tinh sé, thiy vén, co sé di liéu.

I. GIOI THIEU

Thity van 1a phuong phéap dung cac thong tin bi mat két hop v6i cac dac trung cua dir liéu, sau d6 ap dung giai
thuét chén vao dir liéu ma nguoi s dung thong thuong kho c6 thé phat hién duge sy c6 mat cua thuy van. Thuy van
duoc trich xuit d€ xac nhin ban quyén hay toan ven doi v6i dit liéu. Uu diém cua thiy van so voi cac co ché bao vé
khac Ia thuét toan tu xay dung theo muc dich sir dung, chi c6 chu s& hitu dir liéu gilt thdng tin bi mat trong qua trinh
nhung va trich xuat thiy van, khong anh huong dén tinh kha dung cua dir lidu.

Thﬁy van trén co s& dit liéu vé co ban duge phén loai dya vao 2 yéu td: tac dong cua thuy van ddi véi co so dix
liéu, kiéu cua dit li¢u dugc thuy van.

D3 c6 nhiéu cong trinh nghién ctru vé thuy van trén co so dit liéu quan hé c6 céc thudc tinh kiéu sb [1], [2], [3],
[4], [5]. Tuy nhién, mot phuong phap thuy vén trén co s& dit lidu diém can dat dwoc nhitng yéu cau sau:

e Kiém tra va phat hién: dé dam bao duogc chi quyén cua dir liu thi thuy van nhing vao phai duge phat hién
boi chu so hiru dir liéu do. Ngoai ra, khi c6 mot thay doi nao trén dir liu thi c6 thé kiém tra dugc sy thay d6i d6 dua
vao thuy van nhiing vao.

e Tinh mo (blind) : khi ap dung k¥ thuat thity van so thi khong can dén dir liéu gdc ban ddu ma van c6 thé xac
dinh dir liéu co bi thay d6i hay khong, néu c6 thi xac dinh vi tri dit li€u bi thay doi.

e C6 co ché bao vé timg diém s va timg ban ghi (record) diém : thiy van nhlng vao dit liéu phdi mang déc
trung cua nhitng gia tri trong cac thugc tinh cua ting bg dit li€u, ddm bao phat hién dugc nhiing thay doi du nhé doi
v6i moi b dir liéu.

e An toan: thiy van nhung vao phai bén virng trude cac kiéu tin cong thong thudng va cé chi dich nhdm muc
dich pha huy thiy van da nhung vao co sé dir lidu.

e D& sir dung: dam bao cac nguoi ding c6 thé s dung chuong trinh thiy van dé dang.

Chung t6i dé& xuit phuong phép thuy van dé bao vé co sé dir liéu diém s dua vao viéc chén thém mot thude
tinh, moi gia tri cia thudc tinh nay dugc tinh toan dya vao ham tong hop cac gia tri thude tinh khac trén cung 1 bd.

II. CAC NGHIEN CUU LIEN QUAN

Trong bai viét ndy chung toi chi chi trong trinh bay cac ky thut thuy van lién quan dén co so dit liéu quan hé
¢6 cac thudc tinh kiéu sd.

Giai thuat dé xuat boi R. Agarwal and J Kiernan [1] trén co so dit liéu quan hé co ban dya trén khoa chinh va
khoa bi mat. Phuong phép da dugc dé xuat la nhung 1 bit thity van don 1¢ vao thudc tinh so cta co s¢ dir liéu va trich
xuat n6 dya vao giai thuat trich xuat. Co s& dir liéu quan tdm | co s¢ dir liéu quan hé c6 cac thude tinh s6 c6 thé chap
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nhan duoc nhitng thay d6i nho va khong anh huong dén kha ning tmg dung cua né. Giai thuat nay dugc tao nén tir
nhiéu tham s6 duogc gitt bi mat boi chu so hitu dit lidu nén tinh an toan cao, tuy nhién can xac dinh dugc ngudng tac
dong dbi véi dir lidu, phuong phap nay khong thich hop dé ap dung véi co s dir liéu diém s6 vi n6 1am thay ddi gié tri
ctia dir liéu, trong khi d6 diém s6 khong chap nhan dugc gia tri sai 1éch.

Trong [6] tac gia dung phuong phap chén 1 thudc tinh a0 vao dir liéu gdc, thudc tinh nay chira gia tri dugc tinh
toan dwa vao ham tong hop, gia tri tai day duoc dung lam gi trj kiém tra gia tri ciia cac thudc tinh khac trong cung 1
bd. O giai doan nhung: tac gia phan chia cac bo dir liéu vao cac nhom khong chong chéo 1én nhau véi sb nhom duge
giir bi mat, sau d6 chén thém thudc tinh a0 V4 véi cac gid tri dugc tao ra bang cach str dung ham tong hop, tinh toan
cac gid tri trong cac phan vung dang xét. Do do, thuy van chén vao khong lam thay d6i dir liéu ma thay vao d6 1a mot
thudc tinh véi tinh chat kiém tra cac gid tri con lai. O giai doan trich xuét thily van: tac gia ctng thye hién lai qua trinh
nhur lic thuy van dé c6 duge gia tri thuge tinh Va va so sanh véi gia tri cot V4 , néu gidng nhau hoan toan thi dir ligu
an toan, nguoc lai dit liéu da b thay d6i. Uu diém cua phuong phap nay 1a: khong 1am thay déi gi tri noi dung dit lidu,
khong phu thudc vao khéa chinh, ¢6 nhiéu cach chon ham tdng hop cho gié tri thudc tinh o, kha niang phat hién thay
dbi dit liéu cao. Tuy nhién, phuong phap nay c6 nhuge diém: tén nhiéu dung lwong luwu trit thudc tinh chén vao, gia tri
ctia thudc tinh chén vao chwa duoc ma hoa, thay ddi ciu triic clia co s¢ dir liéu quan hé duoc thily van. Phuong phap
nay tuy cé thay doi cau trac cta co s dir liéu, tuy nhién gia tri dir liéu khong bi thay d6i khi duoc sir dung trong cac hé
thong quan 1y. Ngoai ra, néu chon ham tong hop tt thi gia tri chén vao c¢6 thé kiém soat chat ché duogc cac gid tri khac
trén cing mot bg. Vi cac tinh chét trén cho thiy phuong phap dugc trinh bay trong [6] ¢ thé ap dung t6t cho thity
van co sé dir lidu diém sd.

Trong nghién ctru [7], ¥ twong chinh ciing 1 4p dung k¥ thuét thay van khong lam thay ddi trén co so dir liéu
dugc nhang thuy van, ky thuét thuy van dya trén phan ving. Phén ving c6 thé dwoc xem nhu mot nhom ao,  khong thay
dbi gia tri cua cac phan tir ciia bang ciing nhu cac vi tri vat 1y cia chung. Thay vi chén thuy vén tryc tlep vao phan
ving co s& dit liéu, chiing ta coi n6 nhu 13 mot biéu dién triru twgng clia cc phan ving cu thé, sao cho bét ky su thay
d6i nao trong cac phan ving cu thé lai phan 4nh trong déi tugng triru tugng cua nd. Giai phap da duoc dé ra 13 tao mot
hinh dnh x4m cua phan ving nhu 1a mét thuy véan cua phén vung d6, né phuc vu nhu 1a thu tuc phat hién gia mao, sau
d6 1a co ché xac thuc khong tac dong 1én dir lidu dé xac minh quyén s hitu.

Trong cong trinh [8], cac tac gia cd ging gidu cac bit thity van vao nhiing phan cta thudc tinh thoi gian ma
khong duoc chu ¥ dén trong nhitng bo dir lidu. Trong thudc tinh thoi gian bao gdm 2 phan ngay va gio, trong phan gid
thi gidy duogc sir dung dé an thong tin (HH:MM:SS). Phuong phap nay co ban dya vao anh nhi phan dung lam thuy
van, thuan loi cua viée sir dung thudc tinh thoi gian 14 sé lugng 16n bit tiém niang ¢ thé 4n thong tin thiy van va vi vay
luong 16n thily van c6 thé gidu dé dang néu can. Nhugc diém ciia phuong phap nay 1a khong thé ap dung cho co so dit
lidu khong c6 thudc tinh thoi gian, hodc néu thoi gian bi lam tron (bo gidy) luc nay toan bo thuy van s& bi mt. Phuong
phép ndy tac dong den dir liéu nhung khong 1am mit kha ning sir dung cua dir lidu, co thé ap dung cho dit liéu diém sb
néu co s dir lidu c6 t6 chirc thém thudc tinh thoi gian.

Trong nghién ctru cua [9], [11] cac tac gia da sir dyung thuat toan ma hoa RSA dé bao vé thong tin thuy van.
Trong phuong phap cua [9] st dung chir ky s6 dé lam thong tin thuy vén, tic gia chia nhom dit liéu dya vao sé nhom
duogc giit bi mat, sau d6 st dung ham bam SHA-512 tao chit ky s6 ctia nhom. Chit ky dugc ma hoa béng RSA v6i
Public_key va guri t61 ngudi nhén. Chir ky cling dugc chén vao dit li€u bdi viéc sinh thém 1 ¢t do trong bang dir ligu,
va coi day 1a thily van. Trong qua trinh trich xuét, dir liéu nghi ngo s& duoc phan ving lai va tao chit ky sb, so sanh véi
chit ky duoc giai ma bang Private key dé xac dinh dir liéu c6 an toan hay khong. Vi phuong phap nay hd trg tt cho
hé¢ thong nhiéu nguoi dung ma van dam béao tinh bao mat ctia thiy van. Tuy nhién, phuong phap nay doi hoi phai c6
thity van gdc trong qua trinh trich xudt thity van.

Ngoai ra, véi phuong phap dugc trinh bay trong [10], tac gia da nhung thuy van ¢ 2 noi dva vao 2 khoa k1 va
k2. Dau tién tac gia nhung bit thity van tai LSB cta thudc tinh s theo giai thuit cua Agrawal et al [3], sau d6 1a ndi két
bit thiy van vao khoa k2 va nhldng vao truong gidy (HH:MM:SS) trong thudc tinh thoi gian. Trong phuong phap nay
thuy van dugc nhung ¢ 2 noi nén d6 an toan cao hon, gay khé khan hon cho ke tdn cong mudn pha huy thay van dugc
nhing. Tuy nhién, phuong phap nay ciing yéu cau dit liéu phai c6 thudc tinh thoi gian va ciing cd tac dong thay dbi trén
co s& dit liéu vi thé phuong phap nay khong pht hop véi nhirng co s& dir liéu liéu c6 dang nhu diém s6.Y tudng chinh
trong phuong phap thuy van cua chdng toi la gilr nguyén gia tri cua dir liéu, dam bao an toan va toan ven vdi co s dir
liéu diém s6. Ngoai ra, phuong phap p dung can phai don gian, d& sir dung c6 thé 4p dung cho cic hé thong quan 1y
diém tai cac truong hoc.

III. LUQC PO THUY VAN

Co so dit liéu diém s6 1a co s dir liéu quan h¢ c6 cac thude tinh s0, phuong phap chén thuy véan néu co tac dong
1én dir liéu thi viéc xac dinh ngudng s rat kho khan. Vi thé, nhiing phuong phap khong lam thay doi trén dir licu dugc
uu tién lya chon dé thuy van co s& dir liéu dang diém so.

Mot dic diém can dugce quan tim do 1a trong hé thong quan ly diém c6 nhicu gido vién la user nhap diém, khi
can kiém tra cac diém so nay thi ngoai user do con c6 ngudi quan 1y chung cac diém so nay. Va khi do, nguoi quan ly
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chung c6 thé kiém tra dugc cic diém sb 14 an toan hay khong ma khong can sy ¢6 mit ciia user nhap diém hay cac
thong tin bi mat cua cac user nay. Tuy nhién, déi vdi cac phuong phap thong thuong, chu s¢ hitu dir liéu cung cap khoa
bi mat d¢ thily van dir liéu va ciing sir dung khoa nay d¢é trich xuét thity van xac dinh an toan di véi dir licu.

Tir cac van dé trén cho thdy can 1 phuong phap dap tmg duoc cic yéu cau ddi véi dir lidu diém sb trong cac hé
thong quan 1y diém. Chung t6i dé xuat phuong phép thity van dua trén lugc d6 thiy van ciia [6], tirc 1a chén vao 1 thude
tinh a0 Va ding dé kiém tra cac gia tri khac trén cing mot bo, chiing t6i sir dung thuat toan ma hoa RSA dé ma hoa dic
trung ctia dit liéu. Thuat toan RSA véi cip khoa Private_key va Public_key co thé giai quyét dugc van dé kiém tra dir lidu
ma khong can céc thong tin bi mat ctia chu s¢ hitu. Ngoai ra, voi ban rd ¢6 chiéu dai dii 16n thi d¢ an toan cua ban mi 1a
khé cao kho ¢6 thé dich ngugc duoc. Sau ddy chiing t6i s& trinh bay cu thé vé lwoc dd thuy van thuc hién:

Mo hinh thiy vén:

User_name,
num_record of user name
Py A A, .. | Ay \L SHA-1
nPg nA1 nA | . nAyx rrwam— |
nPr | nA |nA | . | nAx T Wa
mPx | fmAl mA2 Im AN SHAL | Wn
Luroc d0 quan hé véi P 1a khoa chinh
H Private_key_of user name
Ma hoa RSA
T
PK :\1 :\: “ee :\:\' "7_.\ "?_.\
nPg |nA |nA: | .. |nAx | nVa Vi
nPr [nAl [nAr | o | nAv [nVa | V2
m PR | Im. Al mA2 rmAN m.Va Vi
Luoe do quan hé saukh1 thiuyvdn
Hinh 1. Qua trinh thily van
Py A A, | Ax Vi Vi
nPg |nA [néAr | .. [ nAx [nVa n.Va
nPr | A |l | | Ay | Vs
T, PK rnAl rnA1 T, A\ T Va TmVa
Lwoc d6 quan hé can klem tra
Public_key_of user name ’—“)
Ma hoda RSA
Wi
User_name, W2 |-
num_record_of user name )
A W
Pr A A |...] A Ll SHAL . /l
nPr |nA |ndA; | .| nAx + ——={ 81 LW T T
. ; SHA-1 -
nPr | nA A | .. | nAx 4 \'f l —» S AL | W2 —’{:‘mx So sz‘mh;& No
Im. PK rnAl rnA1 I, A\ —={ Sm SHA-1 | Weg T~
Lwoc d6 quan hé sau khi tach cot Yes
thioy vin V,
Dir ligu
antoan

Hinh 2. Qua trinh trich xuét thity vén

Xét luoc d6 quan hé c6 cau trac N thude tinh, m bo dit liéu, khéa chinh 13 Pk.
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Giai doan nhdng thiy van (hinh 1):
- Trich xuét déc trung dit liéu cua R

MJi bo ciia quan hé R dugc tao ra béi mot user, dac trung dit li€u chinh la x4c dinh user_name 1a chu s¢ hitu
cua bo rj, gia tri ctia cac thude tinh trong bg d6. Ngoai ra, d€ dam bédo toan ven dir li¢u thi dac trung dir li€u s& tich hop
0 b dir li€u cta tirng user name. Nhu vay déc trung dir liéu cia bd thtr i cé dang nhu sau:

S;= user_name|| r;.Pk|| ri-Adl| ri-Az]|...]| ri.An|jnum_record_of user_name
- Tao gia tri bam tu déc trung dir liéu cua R
Muc dich cua viéc nay la tang d6 an toan dbi v6i dac trung dir lidu hay noi cach khac do la d6 an toan cua ban rd
trudc khi dua vao thuat todn ma héa RSA. O day ch}'mg to1 st dung ham bam SHA-1 d€ chuyén doi S; thanh mét chuoi
ky tu co6 do dai 160bit, 1a gia tri dau vao cta budc ti€p theo.
W; = SHA-1(S))
- Tao gia tri thuy van bang thuat to4n ma hoa RSA v&i khoa Private key
Gia tri ,bém cta ban r6 Wi c6 dugc tir bude trén s€ dugc ma hoa béng thuat todn RSA véi khoa bi mat
Private key, két qua co6 dugc chinh la gia tri thily van cua bo dang xét.
ri.Va = RSA(W;, Private_key)
- Tao thugc tinh 4o chira gia tri thuy van
Luoc do dir 1~iéu dang xét s€ dugc chén thém 1 thude tinh ao dé cl}li'a cac gia tri thuy van duogc tao ra & budc
trén. Nhu vay vai moi b dir li¢u s€ co 1 gia tri thiy van twong rng duy nhat.
O giai doan trich xuit thiy van (hinh 2):
- Giai ma gia tri thudc tinh 4o bang thuat toan ma hoa RSA vai khoa Public_key
Khi can kiém tra 1 lwoc d dit liéu, chiing ta s& sir dung thuét toan ma hoa RSA két hop voi Public_key dé giai
ma ting gia tri ctia ¢t chira gia tri thuy van Va. Gia tri nhan duoc chinh 1a gia tri bam dac trung cta tirng bd dir lidu.
- Trich xuét dic trung dir liéu tir R’
V6i phan dit liéu sau khi tach gia thudc tinh VA chiing ta tién hanh thuc hién trich xudt lai ddc trung dit liéu nhu
qua trinh thiy van.
S’= user_name|| r’i.PK]| ;. A¢]| r'.Ay||...]| ’i.An|lInum_record_of _user_name
- Tao gia tri bam tu déc trung dit liéu cia R’ tir ham bam SHA-1
W’ = SHA-1(S%)
- So sanh 2 gia tri bam, xac thyc an toan dir li¢u
Sau khi ¢6 gia tri W’; va W cua tirng bo dir liéu, ching ta tién hanh so sanh cac cdp chudi twong Gmg nay voi

nhau, néu chung giéng nhau hoan toan thi chung ta c6 thé két luan dit liéu an toan, nguoc lai dir liéu da bi thay ddi va
vi tri khac nhau chinh 1a vi tri da bi stra doi.

Trong phuong phap cua chung t6i thudc tinh 4o V4 mang gia tri téng hop céac gia tri khac trén cing mot bo, nén
khi c6 su thay d6i bat ky gia tri nao déu lam thay déi gia tri cua cot Va.

Khi 4p dung cu thé lwgc dd thiy van & trén vao hé thdng quan 1y diém, mdi user s& duoc sinh mot cap khoa
Private_key va Public_key, khoa Private_key dugc dung mé héa gié tri cho cot V4, khoa Public_key dung dé giai ma
gia tri ¢t V. Khoa Public_key s€ dugc luu lai trong hé thong nham ho tro viéc kieém tra dit 1i€u sau nay.

Mot user khi nhap diém vao hé thong thi user d6 s& dung khoa Private_key dé khoa gia tri thity van & cot Va
tuong g voi bo dir liéu nhap vao. Nhu vay, truong hop ngoai user la chii s¢ hitu, cd nhitng user khac c6 quyén sira
ddi véi dir lidu da thiy van thi sao? Lic nay, twong ung véi b dir liéu dang dugc chinh stra s€é dugc thuy van lai véi
Private_key clia user_name thuc hién thao tic d6 va day dugc coi 1a hop 1é trong hé théng. Luogc do ap dung cho thdy
su linh hoat trong viéc thily van véi nhidu key khac nhau trén cing 1 luge do quan hé.

Dé kiém tra lai dir liéu c6 an toan hay khong, véi user cod quyén kiém tra chung (vi dy: user admin) s& xem xét
nhiing user _name nao la dugc phép cép nhat dir liéu thi xem d6 1a hop 1€ va dir liéu van an toan, nguoc lai thi dir lidu
khong an toan va chi ra vi tri bi thay d6i. D6i voi user 1a chi s¢ hiru cia dit liéu s& kiém tra dwoc dit 1iéu minh nhap
vao c6 an toan hay khong, néu khong thi x&c dinh da bi thay ddi ¢ vi tri nao va xac dinh duoc truong hop do6 1a hop 1€
hay khong hop 1€.
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Tir luge do ap dung cho thiy dé co dugc gia tri tai 6 Va can phai ¢6 Private_key twong tmg cuia user. Gia sir
rang dit liéu bi can thiép sira d6i ma khong thong qua phan mém nhu: thém, sira, x6a gia tri cia cac ban ghi, lUc nay gia
tri ctia thudc tinh thity van tuong tmg sé khong thé gidng véi gia tri tinh toan c6 dugc tai day vi khong co gia tri
Private key tuong tng.

IV. PANH GIA KET QUA THUC NGHIEM

Trong phuong phép cua chiing t0i thuy van nhing vao khong lam thay do6i gia tri cta dir liéu, dam bao hoan
toan phat hién dugc viéc sira d6i, xac dinh chinh xac dén vi tri ban ghi bi stra d6i. Tuy nhién, trong truong hop xéa di
hodc thém méi cac bo dir liéu thi phuong phap nay chi c6 thé chi ra dugc nhoém dir liéu bi chinh sira theo user 1a chii s&
hitu twong rng.

Dit liéu minh hoa 14 lugc dd quan hé ¢ 6 bd, ¢6 3 thudc tinh, trong d6 c6 2 thude tinh id_sv, id_mon I1a khéa
ngoai tham chiéu dén 2 bang khac, cac thudc tinh déu c6 kiéu so.

Bang 1. Co s¢ dit li¢u minh hoa

id sv id mon diem_mh
1 4 6
1 5 9
1 6 8
2 4 6
2 5 9
2 6 7

Bang 2. Dit liéu sau khi thuy van

id sv id mon diem_mh watermark
1 4 6 €70b363b0af58a6036dddae5db4d02ff.....
1 5 9 68680f39€6632413ed3463dc7a2028e0....
1 6 8 435888dfec69fd8ec053cab8bef40d33......
2 4 6 9a58328f1411803d74b0b0b037c8226bh....
2 5 9 601c89722a9a4187aa369cfleaf94b80......
2 6 7 a8249f7b0840259917e9fd46ac5b6442.....

Dit liéu khong bi thay doi sau khi dugc thuy van
Bang 3. Truong hop dit lidu bi thay dbi

id sv id_mon diem_mh watermark

4 €70b363b0af58a6036dddae5db4d02ff.....
68680f39€6632413ed3463dc7a2028€0....
4a5888dfec69fd8ec053cab8bef40d33......
9a58328f1411803d74b0b0b037c8226b....
601c89722a9a4187aa369cf1leaf94b80......
a8249f7b0840259917e9fd46ac5b6442.....
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2
Chi chinh xéc vi tri bi thay ddi

Bang 4. Truong hop dit li¢u bi thém méi

id sv id_mon diem_mh watermark
1 4 6 e70b363b0af58a6036dddae5db4d02ff.....
1 5 9 68680f39e6632413ed3463dc7a2028e0....
1 6 8 4a5888dfec69fd8ec053cab8bef40d33......
2 4 6 9a58328f1411803d74b0b0b037c8226bh....
2 5 9 601c89722a9a4187aa369cf1eaf94b80......
2 6 7 a8249f7b0840259917e9fd46ac5b6442.....
3 4 6 c401b28f765a592a98934841948ec9h9......

Chi ra nhom dit lidu bi thay doi
Bang 5. Truong hop dir liéu bi x6a

id sv id mon diem_mh watermark
1 5 9 68680f39e6632413ed3463dc7a2028e0....
1 6 8 4a5888dfec69fd8ec053cab8bef40d33......
2 4 6 9a58328f1411803d74b0b0b037c8226bh....
2 5 9 601c89722a9a4187aa369cf1eaf94b80......
2 6 7 a8249f7b0840259917e9fd46ac5b6442.....
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Chi ra nhom dit lidu bi thay d6i

Thuce nghiém voi dir liéu 1a béng’diérp cua mot truong Cao déng voi 10716 bo dir liég, co3 thuc}g tinh, trong d6
2 thudc tinh dau la khoa ngoai tham chiéu dén khoa chinh cua 2 bang khac, cac thude tinh déu c6 kiéu so. Chung t61 da
thuc nghi¢ém va thong ké dugc cac két qua sau:
- Thoi gian thuy van dbi v6i timg user nhap diém (co6 564 bo) 1a 1.56 gidy va ddi v6i admin khi thuy vén toan
b bang diém (c6 10716 bo) 14 29.08 gidy (hinh 4).
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Hinh 4. Thoi gian thity van

- Thay doi dir lidu: chung ti tién hanh thay doi gi tri cac bd v6i s bo bi thay doi lan luot 1a: 1,10,188,10716
vé} ket qua thong kévduo’c xac suat phat hién ‘Ehay do6i gié tri thugc tinh 13 100%. Thoi gian thue hién kiém tra dir li¢u
d6i v6i user nhdp diém va user admin dugc thé hién trong (hinh 5).
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Hinh 5. Thoi gian kiém tra khi dit liéu bi stra d6i ddi véi 2 user: ul va admin

- Thém céc b méi: ching t6i tién hanh thém cac bd méi véi s6 luong lan luot 1a: 1,10,564,10716 va két qua
thong ké dugc }éc suat phat hién thay doi l1a 100%. Thoi gian thuc hién kiém tra dir liéu doi vdi user nhap diém va user
admin dugc thé hién trong (hinh 6).
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Hinh 6. Thoi gian kiém tra khi dir liéu bi thém m&i d6i vi 2 user: ul va admin
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- X6a cac bo: chiing t6i tién hanh x6a cac bd méi ngu nhién véi sd luong 1an luot 13: 1,10,564 va két qua thong
ké duoc xac suat phat hi¢n thay doi la 100%. Thoi gian thuc hi¢n ki€ém tra dit li¢u doi voi user nhap dieém va user
admin dugc thé hién trong (hinh 7).

45

4 'M
35 ] 3 51

3

2.5
Thii gian(s) 5 R —
15 =f=admin

1
"u"-—-o-e_-?-a—p 0.68

0.5

1 10 188 564
58 bd
Hinh 7. Thoi gian kiém tra khi dit liéu x6a dbi v6i 2 user: ul va admin

- Chi phl'\vé dung luong luu trit thuy van: trong luogc dd thity van dé xuat chang t6i sir dung ham bam SHA-1,
sau do md hoa bang RSA nén gia tri V4 ton dung lugng giong nhau 688bit. Trong khi thyc nghiém chung t6i lan luot
chén thily van vao véi s6 b tuong ting 1a 1,10,564, 10716, ket qua thé hién trong (hinh 8).
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Hinh 8. Chi phi dung lugng luu trit thiy van

V6i két qud thuc nghiém trong cac truong hop cho thiy kha ning phat hi¢n thay ddi dir ligu cao, thoi gian thuy
Vg?ln ddi voi tung user 1a rat nho, khéng cam nhan duc_yc,oth(‘yi gian ki€ém tra thuy van c6 thé chap nhan dugc (10716 bd,
ton 15.25s), chi phi luu trir thiy van thap, khong déng ké.

V.KET LUAN

Ky thuat thuy van trén so s¢ dir liéu quan hé da dwoc nghién ctru trong thoi gian dai voi nhiéu phuong phap
khac nhau va ap dung ddi véi cac loai dit liéu khac nhau. Tuy nhién, dé 4p dung vao linh vuc cu thé cin xem xét
phuong phap phu hgp véi dic trung cua dir liéu trong linh vuc d6. Bai bao co ban khai quat dugce k¥ thuat thuy van
trén co so dir lidu quan hé co cac thudc tinh sd, tir d6 dé xuat mo hinh thity van c6 thé ap dung cho dit liéu diém so tai
cac truong hoc.

Mo hinh d& xuat ap dung thudt toan don gian, khong lam thay dbi gia tri cac thudc tinh trén dir lidu dugc nhing,
hd trg klem tra thiy van de dang trong hé thong quan ly nhiéu nguorl dung, qua trinh phat hién thuy van khong can dén
dir lidu gbe va thily van gdc. Qua thuc nghiém cho thiy mo hinh ndy c6 xéac suat phat hién dugc cic tin cong thay ddi
rét cao. Tir d6 cho thdy mé hinh c6 thé ap dung cho cac hé théng quan 1y diém, dam bao an toan va xac thuc tinh toan
ven dbi v6i dir lidu diém sb tai cac truong hoc.

Hudng phat trién ciia chung t6i 1a két hop xir 1y song song dé t6i wu thoi gian tinh toan, nghién ctru cac phuong
phap bao mat thiy van ma khong phu thudc vao cac thuit toan ma hoa.
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APPLY WATERMARKING TECHNIQUE TO PROTECT SCORE STORAGE DATABASE
IN UNIVERSITY

Chung Nam Phong, Tran Cao De

ABSTRACT: In modern world, it is generally agreed that applying information technology in universities, colleges and other lower
education seems to produce desired effect. Score storage database is one of the most important database that is managed by school
management software. Studies have shown that these database as well as management software would have to allow many kind of
users, for instance, lecturer or school officer, to access and update. In addition, database protection function is built into the
software and database management by permission and role based access, log in or update log. However, it is unsafe to give the
management software and system access authority to the third party, who are software developers and there is no strict control on
them. As a result, it run the risk of being directly accessed into the database from the database management system. Consequently, a
great deal is being written and said about how we can detect invalid modified data which means modifying without management
software. Similarly, how a lecturer or officer can confirm a transcript is original and is not invalid modified.

To answer these questions, we begin by taking a closer look at watermarking. It is a well-known fact that watermarking is
applied for authentic origin and copyright protection on image files for a long time. This technique is a combination of encoding
and data hiding aim to protect the copyright of the database. Against this background, the central question that motivates this paper
is to present the researches on applying watermarking approach to protect relational database such as marks to provide safety to
score storage database in universities, colleges as well as other lower education.



