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TOM TAT: Bai bdo ndy d@é xudt mgt thugt todn ma hoa khéa ddi xing cdi tién, trong dé chi sir dung ba phép todn co ban, dé la phép
céng modulo, phép dich vong bit va phép céng bit logi trir XOR. Khac véi céc thugt toan ma hod khoi da co trieée day, trong thugt
thudt todn ndy, dé dai cia khai ban r6, @ dai cia khéa bi mdt va sé vong lgp ma hod c6 thé thay déi, con dg dai cia ban ma lgi dai
gdp déi dé dai cua ban rd. Mot diém dac biét nira cua thudt todn 1a siz dung mét phép dich vong khéng dwoc dinh trirdc ma hoan toan
phu thugc vao di liéu can ma hod. Phép todn nay giiip ting thém dp mat cua thudt todn. Quy trinh tao khéa va cdc lirge do ma hod va
giai m& chgy nhanh vi chi phdi thuc hién cac phép toan don gian.

Tir khéa: Mdt md khéa doi ximg, phép quay phu thugc diz liéu, ma hoa khdi.

I. GIOI THIEU

Tur xa xua va nhit 14 hién nay, dé bao vé nhirng thong diép quan trong va nhay cam, nguoi ta déu ma hoé chung
trude khi truyén di trén cac phuong tién cong cong. Nhitng nhu cu ndy cua thyc té da thac day hinh thanh mot nganh
khoa hoc goi 1a khoa hoc mat ma nham nghién ctu cac ky thuat bién d6i mot cach bi mat cac thong dié€p c6 nghia thanh
céc chudi ki tyr vo nghia va nguoc lai, qua d6 nhitng thong tin nhay cam c6 thé duogc giit bi mat trudc bat ky ngudi tham
ma& nao.

Hién tai da c6 mot s6 ki thuat ma hoa dé dam bao an toan cho cac thong tin quan trong dya vao hé ma hoa khoa
dbi xtng va hé ma hoa khoa cong khai.

Trong hé ma hod khoa cong khai, ngudi gui dung khoa cong khai ciia nguoi nhan ma hod théng diép, con nguoi
nhén lai dung khoa bi mat cia minh dé giai ma thong di€p da duoc ma ho4. RSA 1a mét trong nhiing thuat toan khoa
cong khai ndi tiéng duoc tng ing dung rong rii nhit.

Trong hé mi hoa khoa déi xtng, nguoi giri va ngudi nhan dung cing mot khoa dé ma hoa va giai mi. Hai bén
déu phai c6 trach nhiém giir bi mat khoa nay. DES (Data Encryption Standards) 1a ma khdi sir dung rong rai nhét trén
thé gioi trong thoi gian vira qua. Tuy nhién, hién tai DES dugc xem la khong du an toan cho nhiéu Gmg dung. Nguyén
nhan cha yéu 1a d6 dai 56 bit ciia khoa 1a qua nho. Thuat toan dwoc tin tuong 14 an toan trong thuc tidn c6 dang Triple
DES (thyc hién DES ba lan), mic du trén 1y thuyét phuong phap nay van co thé bi pha. Gan day DES da duoc thay thé
bang AES (Advanced Encryption Standard).

Tuy thé, qua trinh nang cip va cai tién ma hoa khdi van con tiép dién. Nam 1991, cac tic gia cua bai bao [9] dd
d& xuit mot Thuat toan ma hod dit liéu qudc té méi (IDEA- International Data Encription Algorithm). Thuét todn nay st
dung ba phép toan co ban la cong modulo, XOR va nhan modulo dé dat duoc do khuéch tan va réi loan cao. Tuy vay,
IDEA duoc cho 1a yéu vé khoa. Céac tac gia cia bai bao [1] di dwa ra mot sé 16p khoa yéu ciia IDEA. Tiép theo, cac tac
gia cua bai bao [4] d xay dung duoc mot tin cong méi chong lai IDEA vé6i 6 vong lap.

Bai bao nay dé xuit mot thudt toan ma hoa khdi cai tién nhim ning cao d6 an toan ciia ban mi biang cach ting do
dai khoa va cho phép nguoi st dung c6 thé tuy bien theo nhu cau cia minh ma ty xac dinh dugc mirc d9 an ninh va thoi
gian thuc hién cua thuat toan. Nhitng dac diém co ban sau day cua thuat toan da giup cho ky thuat nay dat dugc nhitng
muc tiéu trén:

- Pon gian vi chi sit dung ba phép toan co ban, d6 1a cdng modulo, dich vong bit va cdng bit loai trir XOR;

- Quy trinh m& hoé va giai ma dugc thue hién theo kiéu 1ap vi sé vong lip co thé thay dbi tuy thude vao su lua
chon vé muc an ninh cua nguoi sit dung;

- D6 dai cia mdi khéi ban 16 ¢6 thé thay ddi tiry vao su lwa chon ciia ngudi sir dung pht hop véi nhu cdu va muc
d0 an ninh ma ho mong muon;

- D6 dai cua khoa st dung trong Quy trinh ma hoé phu thudc truc tiép vao do dai cua khdi ban r5.

Phan con lai cua bai bao nay duge sip xép nhu sau. Muc |1 trinh bay cac ¥ tuong cai tién va thuat toan cai tién.
Muc 11 trinh bay chi tiét Quy trinh ma hoa va giai ma. Muc IV 1a céc két ludn va tai liéu tham khao.
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II. Y TUONG VA THUAT TOAN CAI TIEN
2.1. Y twéng

Thuat toan ma hoa khéa ddi xtmg cai tién nay chi st dung ba phép toan co ban, d6 la phép cong modulo, phép
dich vong bit va phép cong bit loai trir XOR. Ngoai ra, d6 dai cua khoa bi mét va s6 vong 1dp mi hoé co thé thay doi tiry
thudc vao yéu cau vé do mat cua nguoi giri. Hon nira, do dai cua ban ma dai gap d6i do dai ctia ban rd s tang thém tinh
an toan. Cac phep dich vong phy thude dir liéu dugc gie xuét trong [6] ciling duoc st dung trong cac quy trinh ma ho,
giai ma va sinh khoa dé tang thém tinh roi loan va khuéch tan cua cac bit dir liéu.

Mot vai thong s6 va ky hiéu sau day s& duoc sir dung trong thuat toan.

- Céc thong sb do ngudi st dung tu chon:

r: S6 vong ldp dung dé mi hoé va giai ma mot khoi

s: C& cua khdi khéi ban 16 do ngudi sir dung lua chon

k: Khéa duge dung trong ham hoan ddi hai pha va bang log, s

K,;: Khoéa chinh dung dé sinh céc khéa con cho cac vong lap va co do dai bang 2s

K; ... K,: Cac khoa dugc st dung trong cac vong 1ap ctia quy trinh méa hod va giai ma. Chiing dugc sinh ra tir
khoéa chinh Kj,;

- Céc ky hiéu:

R: Phép quay phu thudc dir liéu (phép dich vong)
@: Phép cong logic loai trir
<<<: Phép dich vong (quay) trai
>>>: Phép dich vong (quay) phai
+: Phép cong modulo
~: Phép lay phan bu 1.
2.2. Thuit toan ci tién
2.2.1. Quy trinh sinh khoa

Khoa hodn doi k c6 do dai thay doi theo chiéu dai cia khoi ban 13 va duoc tinh bang cdng thac k = log, s
trong d6 s 1a chiéu dai cta khoi ban 4.

Vidu: Néus = 128thik = log, s = log,2” = 7

Khéa chinh K, c6 c& 1a 2s

Vidu: Néus = 128 bit thicd cua K,,: 12256 bit

Céc khoa vong lap K; ... K, co do dai bang nhau. M&i vong lap dung mot khoa, viéc sinh cac khoa vong lap dugc

thyc hién béi mot quy trinh 1dp. MJi vong lap sinh mot khoa, s6 khoa con duoc sinh ra bang dung sb vong lap cua quy

trinh ma hod. Khda chinh K, 1a ddu vao cho vong ldp thir nhit ciia chu trinh sinh khoa va dau ra cua lan lap trude 1a dau
vao cua vong lap sau.

+ Dau tién, khoa chinh Ky, dugc bién dbi qua mot phép hoan dbi 4 bit bang cach hoan dbi lién tuc timg khoi 4 bit
v6i khoi 4 bit tiép theo.

+ Sau d9, chia Kj, (sau khi da hoan di) thanh hai nira trai va phai. Tréao dbi nira trai thanh nura phai va nura phai
thanh nua trai. Tiép theo, ntra trai dugc quay vong trai, con nura phai duge quay vong phai va lay phan bu 1. Ghép hai
ntra lai v&i nhau va tién hanh phép quay phu thugc dit liéu sé thu dugc khoa vong lap K;.

+ Lai lay K, 1am dau vao va tién hanh bién doi nhu trén s& thu dugc khoa K,. Tiép tuc nhu vy cho dén khi thu
duoc K.

Phép quay phu thuoc dit liéu R dwa vao k = log, s bit it ¥ nghia nhat (cc bit nay khong x4c dinh chiéu quay)
cua ket qua bien doi khoa chinh K, va cac khda con K;. Trong d6 bit dau tién xdc dinh chi€u quay, cac bit con lai xac
dinh s0 bit can quay.

Quy trinh sinh c&c khda vong K; dugc mo ta trong Hinh 1.

Khoa tich ltiy: Khoa nay dung chung gitra ngudi nhan va nguoi gui va c6 thé dugc phan phdi bang mot luge dd
phan phdi khoa nao d6. Khoa nay gdm 4 phan va dugc minh hoa trong Hinh 2.
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+ Phan dau c6 do dai 6 bit chira s6 vong lap r. Trong thuat toAn ma hoa nay, s6 vong lap tbi thiéu 1a 1 va téi da
12 63 vong (1< r < 63).

+ Phan 2 ¢6 d6 dai 12 bit, biéu dién d6 dai cua khoi ban 5. S ndy phai chia hét cho 8, khong nhé hon 128 bit va
khong 16n hon 2048 bit (128 < s < 2048). Néu d¢ dai cua khoi ban rd nho hon c¢& cua khai thi phai chén thém cho du.

+ Phan 3 chira khoa hoan ddi k va phan 4 chira khoa chinh K.

Hinh 2 mb ta cac thanh phan cua khoa tich lily con bang 1 liét ké kich thudc cia mot s6 khoa tich lity theo kich
thude cua khoi ban ro.

Khoa chinh K
Hoan dbi 4 bit b
Lt e
L 4

Chazav phu thuoce die isu B

¥
Cac khoa vone K1, K

Hinh 1. Quy trinh sinh cac khoa cho cac vong 1ap K;

R ‘ s k ‘ Ky
Hinh 2. Dinh dang khoa tich liy

Bang 1. Liét ké d¢ dai (tinh theo bit) ciia khoa tich ity tinh theo mot vai d¢ dai dién hinh ciia khéi ban r5. Khoa
tich Ity dugc dung chung giira nguoi g va ngudi nhan.

Bang 1. Do dai khoa tich lity tinh theo d6 dai khdi ban rd

D¢ dai cia khoi Do dai cua khoa Do dai cua khoa Do dai cuia khoa
ban rd (s) hoan doi (k) chinh (Ky,) tich liy
128 7 256 281
256 8 512 538
512 9 1024 1051
1024 10 2048 2076
2048 11 4096 4125

III. THUAT TOAN MA HOA PE XUAT
3.1. Quy trinh ma hoa

Quy trinh ma hoa dugc dé xuét trong bai bao nay gém 3 giai doan nhu dugc mé ta trong Hinh 2. bé tién loi cho
qua trinh mé ta, chiing t6i s€ gia thiét d6 dai s cua khoi ban rd 1a 128 bit. Dau tién khoi bdn rd can ma hoéa s& dugc mo
rong lén gap doi, sau do6 thuc hién cac vong lap va cuoi cung thuc hién mot phép hoan d6i hai pha.
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Hinh 3. Lugc d6 khéi ciia Quy trinh ma hoa 128 bit ban &

Gidi thich lroc @6 md hoa:

- Do khdi ban 16 c6 do dai 128 bit nén khéa chinh K, phai c6 do dai bing 256 bit. Qua quy trinh sinh khéa vong
ta cd khoda K; (256 bit) va dugc chuyén vao cho vong l3p 1.

- Vong 1 sé& sinh ra mot ban mi trung gian gdm 256 bit tir 256 bit ¢ md rong va khoa K; va dugc chuyén thanh
déu vao cho vong lap thir 2. Pdng thoi quy trinh sinh khoa ciing sinh ra mot khéa méi 1a K, dé két hop v6i ban ma trung
gian tao thanh ban mi trung gian thir 2. Két qua ma hoa cua vong trén s& duoc két hop vai khéa vong cua budc hién tai
qua c4c ham vong sé& tao ra ban ma trung gian cta vong hién tai. Cir tiép tuc thuc hién nhu vay cho dén vong lap the r.

- Cubi cung thyc hién mot ham hoan ddi 2 pha dé thu dugc ban ma dai 256 bit (dai gép d6i ban 1d).
Sau day ching ti s& mé ta chi tiét 3 giai doan ciia Quy trinh ma hoa.

Giai doan 1: Mo rong khdi ban r5. Khéi nay duge mo rong gép doi thanh 256 bit va duoc chuyén lam dau vao
cho vong lap thtr nhat. Hinh 3 1a mét vi dy mo rong mot cum 8 bit thanh 16 bit. Cach mé rong dugc thyc hién nhu sau:

- Chia ban rd thanh cic cum 8 bit. M& rong 8 bit 1én thanh 16 bit bang cach giit nguyén 8 bit ban dau roi tién
hanh dat 4 bit trai sang bén phai va dat thém 4 bit phai sang bén trai.

_ - Lay 4 bit phai dé xac dinh phép quay ciia 12 bit bén trai. Néu bit tréi la 1 thi quay vong 12 bit sang tréi mot sb
bit bang gia tri cta 3 bit con lai. Néu 1a 0 thi quay phai.

- Sau d6 lay 4 bit bén trai dé quay 12 bit con lai bén phai tuong tu nhu trén.

- Cudi cung 1Ay phén bu 1 dé thu duoc khbi mé rong cta ban rd.
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10010011

Mo réng gap ddi méi cum 8 bit
thanh 106 bir

—t—,
0011 1D{]1DD11/1 001
Quay tral  ; pjz

Gl_l_;l 001001101001

7 bit/  Quay phai
Y

0111110100100100

v Liy phan bu 1
1000001011011011
Hinh 4. Mé rong ban 15 1én gép d6i bang phép quay phu thudc dir liéu
Giai doan 2: Phép quay phu thudc dit li¢u

Céac ham trong vong lap: Mdi vong lap i déu c6 dau vao 1a khdi dir liéu dang ma hod va mot khoa vong lap K;.
Sau déy la gia ma cho mot vong lap:

1. Chia kh&i ban ma trung gian thanh 4 phan bing nhau A,B,C,D
2.D:=C+ D

3.C:=B+C
4. B:=A+ B
5A:=D + A
6. Quay A,B,C,D
7. Chia khoa con K; thanh 4 phan bang nhau K4, K13, K1¢, K14
8. A= ADK,,

9. B:= B®A® Ky,

10. C:= C®B® K,

11. D:= D®C® Ky,

12. Ghép Cva A, goilaE

13. Ghép DvaB,goilaF

14. F:= E®F

15. E:= E + F

16. Ghép F voi E

Két thuc vong lap r ta thu dugc ban mi cta khdi ban 1. Kich thude ctia ban ma gip doi kich thudc cua khbi ban
rd ban dau. Hinh 5 md td mt vong 1dp trong r vong mé hoa.
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256 bit ban m3 trung gian tiép theo

Hinh 5. M6t vong 1dp trong Quy trinh ma hoa

Giai doan 3: Ham hoan d6i 2 pha

Ham nay dung dé hoan vi cac bit voi khoa k do ngudi ding nhap vao. Ham nay c6 2 pha:
- Ct k bit lai hoan dbi bit thtr k tir 0 thanh 1 hodc tir 1 thanh 0.

- Ho4n d6i mdi nhém k bit véi nhém k bit tiép theo.

Hinh 6 minh hoa cach thyc hién ciia ham hoan ddi 2 pha. Ngudi sir dung nhap khoa duéi dang nhi phan vi du la
k = 011. Nhu v@y ¢ pha thtr nhat, ct 3 bit thi bit thir 3 s& dugc hodn doi tir 1 thanh 0 hodc tir 0 thanh 1. Sau do, hoan
doi moi nhom 3 bit véi nhoém 3 bit tiep theo. Néu con lai mot so bit 1¢ khong du ghép lai thanh mot cap 3 bit thi giir
nguyén.

1000110001111100
Ham hoan 461 |g—— k=011

I
o

inh 6. Ham hoan di 2 pha
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3.2. Quy trinh gidi ma

Quy trinh giai ma la quy trinh ngugc cta quy trinh ma hod. Do d6 d6 phuc tap cla giai ma ciing tuong ty nhu do
phtrc tap cua ma hod. P9 an toan cta quy trinh m& hoé va giai ma dat dugc 6 murc do cao vi tinh phi tuyén duoc tao ra
nh¢ phep quay phu thude dir liéu va s6 vong 1ap khong ¢b dinh va cac vong lap khong bao toan chan, 1é. Tinh phi tuyén
¢ trong quy trinh nay 1a khong thoa mén nguyén tic xép chong nghia 1a dau ra khong ty 1¢ thuan véi dau vao. Day la
mot dang hdn don co dién tirc 1a khong thé doan trude duge chidu quay va sé vong quay.

IV. KET LUAN

Thuat toan m& hoa khoa d6i xtmg cai tién dugce dé xuét ¢ thé thuc hién véi kich thude bat ky kich thude dir licu
ctia ban rd. Nhung trong bai bao ndy thuat toan dugc tinh toan trén khoi ban rd 128 b1t va kich thudc khoa tich liy 281
bit dé tao ra ban ma co kich thudc 256 bit. Thuat toan ma hod khoa dbi ximg cai tién nay bang cach str dung céac phép
tinh toan nhu: cong modulo, phép quay vong bit va phép cong bit loai trir XOR da cung cap mot su mém déo cho ngudi
ding dé Iya chon kich thudc khdi khdi ban 16 va sb vong lap cho qué trinh ma hoa. Phép quay phu thude dir li€u 1a tinh
nang quan trong nhét cua thut toan ma khoa ddi xing cai tién. N6 giup tao ra sy khuéch tan manh mé trén khoi ban rd
(ttrc 1a su thay dbi 1 bit trong khdi ban rd dan t6i sy thay d6i hoan toan trong khbi ban mi tao ra). Thuat toan dé xudt nay
¢6 tbc d6 ma hoé va giai ma nhanh hon so véi cac thuat todn ma hoa khac vi chi phai thuc hién cac phép toan co ban va
don gian.
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ABOUT ONE MODIFIED SYMMETRIC BLOK CIPHER ALGORITHM

Nguyen Duc Toan, Bui The Hong, Nguyen Van Tao

ABSTRACT: This article proposed about one modified symmetric block cipher Algorithm, in which only three
elementary operations including modular addition, bit-wise rotation and bit-wise XOR are used. Unlike previous block
ciphers, in this algorithm, the length of the plaintext block, the length of the secret key, and the number of encrypted
loops are variable, while the length of the ciphertext is double of length of plain text. Most special feature of the
algorithm is the use of the data dependant rotation through which the unpredictability of encrypted text is increasing.
Key formation and encryption/decryption schemes of the proposed cipher are significantly fast.
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