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TOM TAT: Chir Lk 56 1y nhiém cho phép mét ngueoi ¢6 thé 1y quyén cho mét nguoi khdc ky thay cho minh khi ving mdt. Ba ¢ mét
6 tdc gia dé xudt lwpe do chiv ky uy nhiém dia trén hé mdt trén dwong cong elliptic, tuy nhién mot 56 trong dé hién c6 nhiing han
ché hodic chwa dép iimg dwoc nhu cau. Tdc gia @é xudt mot lwge do chik ky s6 ity nhiém méi duwa trén duwong cong elliptic va cu thé 1a
dyra trén chudn thugt todn chit ky so ; ECDSA (Elliptic Curve Digital Signature Algorithm) /a luoc do duwoc img dung trong hé thong
Bitcoin (la hé thong tién m@t md phé bién nhat hién nay) va dong thoi ciing da dwoc phé duyét trong nhiéu tiéu chuan quoc té, dong
thoi ciing dé xudt mé hinh iy nhiém chi cho hé thong Bitcoin.

Tir khéa: Chir ky s6, chit ky s6 iy nhiém, hé mdr duong cong elliptic, Bitcoin..

I. GIOI THIEU

Ngay 14-10-2015 Chinh phu Viét Nam da c6 Nghi quyét s6 36a/NQ-CP vé Chinh phu dién tir trong d6 c6 dé
cap dén viéc can phai trién khai cac giao dich dién tir khong chi cho cac hoat dong cua Chinh phu ma con cho cac giao
dich thanh toan dién tir. D& bao dam tinh phap 1y ctia cac giao dich dién tir thi chit ky s6 c6 mot vai trd rat quan trong
trong viéc xac thyc, dinh danh nguoi giao dich cling nhu tinh toan ven cta giao dich.

Chir ky sé ¢6 nhidu loai hinh tmg dung khac nhau va mét trong sé c6 nhu céu g dung kha 16n 1a chit ky sb uy
nhiém. Chir ky s6 iy nhiém (proxy S|gnature) cho phép mét ngudi co thé uy quyén cho mot ngudi khac ky thay cho
minh khi Vang mit hodc dé uy quyén ky cho cap duéi trong nhitng mang cong viée duge phan cong. Chir ky s6 uy
nhiém lan dau tién dugc dé xuat boi Mambo va cong su trong [1]. Tir d6 dén nay da c6 rt nhiéu cong trinh céng bd
lién quan dén chir ky s6 ay nhiém, tir nam 2009, Das di liét ké c6 hon 20 cong bd vé chir ky s6 ty nhiém [2], tuy nhién
¢6 nhiéu lugc d6 dé xut trong thoi diém d6 va cho dén nay da bi pha vo hodc c6 15i trong thiét ké.

Hé mat dua trén dudng cong elliptic (ECC — Elliptic Curve Cryptography) 1a mot hé mat tién tién hon hin hé
mat RSA do c6 d6 dai khoa nho 160-bit ciia ECC twong dwong vai 1024-bit ddi voi RSA (ngudn: NSA [3]) va sir dung
tai nguyén ciing nhu it bo nhé hon so véi RSA. ECC di dugc dua vao nhiéu tiéu chuan quéc té nhu IEEE 1363, ANSI
X9.62 va X9.63, FIPS 186.4, SECG, I1SO 15946-2, RFC 3278...

Chir ky s6 dya trén ECC ciing dugc dua vao nhiéu tiéu chuan 1SO 15946-2, FIPS 186.4 va thuat ton chit kj s6
dya trén ECC la ECDSA (Elliptic Curve Digital Signature Algorithm) cling dugc st dung khad rong rai: trong h¢ thong
tién mat ma Bitcoin, c6 thé duoc lua chon st dung trong cac giao thitc HTTPS, TLS, SSL, SSH...

ECDSA nguyén thily khong c6 kha nang ky uy nhiém do d6 di c6 mot sb bién thé dé co thé sir dung ECDSA
lam nén tang cho lugc dd chit ky sb iy nhiém, tiéu biéu la lwoc dd Chang-Chen-Chen [4], Bin-Chenhui [5] va Yanlin-
Xiaoping [6]. Tuy nhién cac luge d6 nay c6 mot s6 han ché 1a c6 nhiéu diéu chinh (thém thanh phan) vao luge dd gbe
ECDSA, da phan phirc tap hon. Dic biét luge dd6 Chang-Chen-Chen [4] khong dap ng yéu cau cia luge d6 ty nhiém
dugc mo ta boi Lee va cong su [7] do luge do nay khong c6 sy gidi han vé cac diéu kién iy nhiém, mot khi da duoc uy
nhiém thi nguoi duoc ty nhiém s& s dung mai mai quyén ky thay nay. Lugce d6 Bin-Chenhui [5] con c6 18i trong thiét

ké: cong thirc (2) trong [5] 1a SOG =1, yoh(mw, o, 1D )+ |P I, trong do khong thé nhan 02 diém trén duong cong
ellipticla r, =k,G véi y, =x,G.

Tir thuce té trén, tac gia dé xuat mot luge dd ky Gy nhiém méi don gian hon va gan hon véi ECDSA so v&i mot
b luoc dd Uy nhiém trudc day dya trén ECDSA ciing nhu trén ECC. Phin con lai cua bai bao duoc cAu tric nhu sau:
Phan II: khai lugc kién thirc nén ting dudng cong Elliptic va thut toan ky sé dua trén ECC (ECDSA). Phan III 14 dé
xuét lugc do chir ky sb iy nhiém méi dya trén ECDSA va phan IV 14 ing dung luge dd méi vao cac but toan iy nhiém
chi trong Bitcoin 1a hé thdng tién mat mi 1au doi va c6 gia tri 16n nhit cho dén thoi diém nay. Cudi cung phan V 1a két
luan cua bai bao.
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II. HE MAT ECC VA CHU KY SO UY NHIEM DUA TREN ECDSA

11.1. Puong cong Elliptic

Puong cong Elliptic 1a mot duong cong dai s6 dugc dinh nghia bang phuong trinh sau:
y> =x’+ax+b 1)

DPuong cong nay khong ky di (khdéng c6 cac diém tu cat nhau hodc cac diém Iui) khi va chi khi dinh thirc cia
dudng cong d6 khac khong: 4a” +27b? # 0. Phuong trinh trén con goi 1a phuong trinh Weierstrass cta dudng cong
Elliptic. Coi a,b,X va Yy la cac phan tir clia cac truong s thuce, sé hitu ty, s phic hodc truong hitu han Fq trong do
q=p" voi p lasdnguyéntdva N=1. Néu K 1a mot truong voi @,b € K, thi ta néi dudng cong Elliptic dugc
dinh nghia trén K. Diém (X, Yy) trén duong cong véi (X,Y) € K duoc goi 1a diém K -hitu ty. Trong bai bao nay
chung ta khong xét phuong trinh téng quat Weierstrass ciing nhu dudng cong Elliptic trong truong ]Fzm v6i m la sé
nguyén.

Vi 1y do k¥ thuét, chiing ta thém “diém v cling” (o0) vao duong cong Elliptic va cho no 1a diém trung hoa véi
ky hiéu O . Piém trung hoa c6 thé nam trén cung hoic dudi cliing cua tryc Y . M6t trong nhitng thudc tinh quan trong

nhit ciia dudng Elliptic 14 ton tai phép tinh cong cho cac diém trén duong cong. Xét hai diém Pl = (Xl, yl) va

P, =(X,,Y,); P # P, trén duong cong Elliptic véi ky higu la E: y2 =x*+ax+b.

Dinh nghia phép cong nhu sau: P, =B +P,, 6 d6 P, =(X;,Y,) 1a diém ddi xtng qua tryc hoanh cua diém
P3 > trén duong cong E va P3 ', Pi, P2 cling ciing nam trén mot duong thang. Theo [8], ta c6 cac cong thire dé tinh cho

diém P, nhu sau:

2

Ys=—Y +[ujx(xl —Xs)

2

Pinh Iy 2.1: Véi cac diém P, Pl, PZ' |33 trén duong cong E , phép cong cac diém trén duong cong Elliptic E thoa

man cac thudc tinh sau:
Tinh giao hoan: P, +P, =P, +F;
Tén tai diém trung hoa sao cho: P+O =P;

. 9 ’ n N N L a2 I N ’ _
Ton tai diem doi 1ap: véi moi Ptren E , ludn ton tai diém P cling trén E saocho P +P= O ;

Tinh kéthop: 1 (R TR)=(R+R)+R
Chirng minh chi tiét dinh 1y duoc trinh bay trong [9], [10]. Phép nhan v6 hudng trén E duoc dinh nghia nhu nhing
phép cong lién tiép, vi du Q =KPco nghia 1a diém Q dugc tao thanh do K lan phép cong chinh diém
P,Q=P+P+---+ P .Baitoan cho truéc P,Q tim diém K 1a bai toan rt kho va né dugc goi 1a bai toan Logarit
—_
k
11 rac cua duong cong Elliptic. Co s& toan hoc cta phép ma héa hay chir ky sé dua trén duong cong Elliptic déu xudt
phat tir bai toan Logarit roi rac nay.

11.2. Thudt toan ECDSA (Elliptic Curve Digital Signature Algorithm)
Puong cong Elliptic E ¢6 diém co so G co6 bac 1a n. Thuat toan ky s6 ECDSA duge dung trong Bitcoin, ngudi
ky c6 cip khoa bi mat va cong khai 1a (d, Q). Véi van ban M tinh gia tri bam € = SHA256(m) .
Hinh thanh chir ky s6 ECDSA:
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1- Chon 1 s6 ngéu nhién 16n 256-Bit goi 14 K .

2- Tinh diém trén dudng cong Elliptic: R(Xg5, Yz) =KG, vachon =X, modn.

3- Tinhgiatri S=(e+dxr)k™ modn. Chit ky sb cta van ban M s& la cap gia tri (r,S). Néu k =0
hodc S = 0 thi phai thuc hién lai budc 1.

Xac thue chir ky so ECDSA:

1- Sau khi nhan dugc van ban m' va chit ky s6 (r,S) va biét khoa cong khai Q ctia nguoi ky chiing ta phai
kiém tra: co dung van ban nhan dugc M'co6 chir ky l1a (r,s) hay khong. Tinh gi4 trj bam clia vin ban
m': ' = SHA256(m’) .

2- Xac thyc bang céc tinh diém V (X, , Yy ) = se'G+ S_lI’Q ,kiém tra néu I =X, thi chit ky sb hop 1é.

IIL. PE XUAT CHU KY SO UY NHIEM DUA TREN ECDSA

Ky hiéu:

Or Nguoi uy nhiém ky (Original Signer) c6 cap khoa bi mat va khoa cong khai la (do ) Qo) .
Pr Ngudi duge Gy nhiém ky (Proxy Signer) cé cap khoa bi mat va khoa cong khai 1a (dP ) QP) .
\Vr Ngudi xac thuc chit ky uy nhiém (Verifier).

X(R) Ham ly gia tri X cua diém R= (XR, yR) trén duong cong Elliptic nghia la X; = X(R).
p S6 nguyén t6 1on.

E Puong cong Elliptic trén trudng hitu han Fp .

n S6 diém trén duong cong E .

G Diém co so trén E 6 bac n.

h(m) Ham bam chudi bit m, voi Bitcoin ham nay sé& 1a SHA-256.
h Diéu kién ty nhiém.

A— B  NguoiA gui dit liéu dén cho ngudi B.

111.1. Hinh thanh khéa sy nhiém
Ngudi duoc tuy nhiém Pr ¢ budc diu tién s& giri khoa cong khai QP cho nguoi ty nhiém va nguoi xac thyc chit
ky s6 ity nhiém (budc 1). O budce 2 ngudi ty nhiém OFr s& chon s nguyén ko va tinh theo cac cong thic (2), (3). O
budce 3. Nguoi ty nhiém OF s& guri cac gia tri M, va (I’O ) So) t61 nguoi duge ty quyén va nguoi xac thuc chir ky sd.
O budc 4, ngudi xac thuc Pr s& kiém tra tinh hop 1é cta chir ky sé ciia ngudi iy nhiém Or néu khong théa man thi yéu
cau cp lai chit ky s ctia ngudi iy nhiém, néu hop 18 s& tién hanh tinh khoa bi mat va khoa cong khai méi 1a dPr ) QPr .
O budc 2 gia tri m,la diéu kién dé ay nhiém, co thé 1a mot biéu thirc regular expression tong hop nhiéu diéu

kién ty nhiém khac nhau nhu: khoang thoi gian uy nhiém két hop véi gia tri Gy nhiém, hodc linh vyc (mang) dugc ty
nhiém...

1 Pr—(Or,Vr): | Q,.

2. Or: Or c6 cap khoa bi mat va khoa cong khai 1a (dy, Q) véi Qy =d,G.
Chon K, véi didukién (1<K, <Q).
Tinh:
r, =X(Qp), R, =k G va 1, =X(R,) modn )
s =k;'(h(m,,r.)+r,d,) modn @)

3. | Or—>(Pr\vr): | m,va (ry,s,).

4. Pr: Pr c6 cap khoa bi mat va khoa cong khai la (dP ) QP) voi QP = dPG .
Tinh:
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_c1 —
WO —SO mOdn, = h(mwarP), ulo — ZWO modn, u20 — rOWO modn

Roe :uloG+u20QO’ fop = X(Rop) (4)
?
Kiém tra: y =TI, chap nhan néu théa man.
Tinh khoa bi mat va cong khai iy nhi€ém theo cong thurc:

dp, =So +2d, va Q,, =d,,G.

111.2. Ky vin bdn dwoc tiy nhié¢m

1 | Pr Chon K véi diéu kién (L<k <(Q).
Tinh:
R=kGva r=xX(R)modn (5)
s=k™*(h(m)+rd, )modn (6)
2. | Pr—>Vr: m, Qp, vachitkysé (r,s).

111.3. Xdc thwe vin bdn dwegc viy nhiém

Lojvr Tinh: z=h(m,,1,).
?
Kiém tra: Qp, =S,G + zQ, néu dung chip nhan chit ky cua Pr dang la duogc ty nhiém
baéi Or va tiép tuc thue hién budce xac thuc tiép theo:
Tinh:
w=s"modn u =h(mw modn u,=rw modn

Re =UG+U,Qy . K, =X(R,)modn

?
Kiém tra: I =£,, chap nhan néu thoa man.

111.4. Chikng minh tinh diing din ciia lwgc do chit ky sé tiy nhiém
Pinh Iy 3.1: Véi gia tri h(m,,,1,) va Iy, Sy, Iop dugc tinh theo céc cong thire (2),(3),(4) & muc IL1 thi Iy =Ty, .
Chitng minh: Vi Top, Iy 14 cac gid tri X ciia 02 diém trén dudng cong Elliptic 12 Ry va Ry, ta chi can ching minh 2
diém nay bang nhau, thuc vay:
R = ulOG + uonO
=W, G + W, Q,
=s5'(z2+1,d,)G
=k, (z+1,d,) (2 +1,d,)G
—k,G
=Ry
Pinh 1y 3.2: Véi gia tri h(m) va r,S, K, dugc tinh theo céc cong thirc (5), (6), (7) ¢ muc IIL.2 thi =1, .
Chitng minh: Vi T, T 14 cac gia tri X cia 02 diém trén dudng cong Elliptic 1a R, va R, ta chi cin chimg minh 2
diém nay bang nhau, thuc vay:
R, =uG+u,Qp,
=h(m)wG + rwQ,,
=s7(h(m)+rd,, )G
=k(h(m)+rd,, ) (h(m)+rd,, )G
=kG
=R
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I11.5. Phén tich d§ an toan ciia lwoc do dé xudt

Trong ca 2 phan IIL1 va II1.2 c6 thé thay bai bao sir dung 02 lugc d6 chudn ECDSA trong qua trinh x4y dung
giao thirc iy nhiém do d6 c6 thé sir dung cac thu vién va phan mém hién c¢6 cho ECDSA dé xay dung thanh cong cu
cho chir ky s6 iy nhiém. Ngoai ra, co thé khang dinh do an toan cta lugc d6 chir ky s6 ty nhiém dé xuat dya trén d6 an
toan cta luge 36 ECDSA, vé d0 an toan cuia lugc dd chuin ECDSA di c6 nhiéu cong trinh cong b va di dugc dua vao
nhiéu chuan ciing nhu thuc té sir dung, dic biét 1a trong hé thong Bitcoin.

Lugc d6 chit ky sb uy nhiém duoc dé xuét ciing co kha ning chiu dugc 03 kich ban tin cong nhu dugc mo ta
trong [4].

IV. AP DUNG CHU KY SO UY NHIEM CHO UY NHIEM CHI TRONG HE THONG BITCOIN

Trong muyc nay ching ta ap dung lugc do chit ky s6 iy nhiém da dwoc dé xudt & phan III. dé ap dung cho cac
but toan iy nhiém chi trong hé thong tién mat ma Bitcoin. Uy nhiém chi 1a viéc mdt nguoi co thé uy quyén cho mot
nguoi khac hodc mdt co quan khac dé chi tra cho bén thr 3 khi nguoi d6 di vang hoac khong co dicu kién chi tra truc
tiép voi cac dicu kién gidi han nao do, twong ty nhu & phan trén cac dicu kién ty nhiém dugce thé hién qua chuoi bit
m,, twong ty nhur dd m6 td & muc 1IL.1.

Trong hé thdng Bitcoin, cac dit liéu dugc to chirc thanh cac khdi (block), mdi khdi lai chtra nhiéu dir liéu nho
hon 14 cic giao dich (transaction), mdi giao dich lai c6 mot hodc nhidu dau vao (input) va mot hay nhiéu dau ra
(output). Input cuia mdt giao dich s€ la Output ciia mét giao dich dugce thuc hién ¢ thoi gian trude d6. Khi co mot bit
toan giao dich chi tra thi trong dau ra s& chita doan ma locking script va ngudn vao input duoc liy tir mot output trudc
do gui dén va chira doan ma unlocking Script Céc doan ma script nay 14 ma 1énh dang stack-based c6 nghia la cac tham
s6 dau vao va két qua tra vé s& duoc day vao ngan xép (stack). Ngon ngit script bao gdm 80 1énh duoc liét ké tai [11],
bao gdm cac 1énh vé& xir Iy chudi, phép tinh s6 hoc, ma hoa, ham bam..

Céc giao dich trong h¢ théng Bitcoin dugc thuc hién théng qua cac transaction dugc mo ta trong [12], [13]. Khi
hinh thanh céc giao dich thi ngudi tao ra giao dich can phai ky s6 thong qua ECDSA toan b dir liéu ctia transaction
(hinh 1). Sau khi hinh thanh transaction, ngudi tao ra n6 s& phat tan transaction dé dén tat ca cac mode trong mang
thong qua mang ngang hanh peer-to-peer. 6] moi node, transaction s€ dugc kiém tra tinh hop 18, néu hop 1€ thi s& tiép
tuc phat tan, néu khong s& dirng khong chuyén tiép va transaction s& khong dugc luu théng trong hé thong.

Trong qua trinh kiém tra tinh hop 1 ciia transaction, voi moi input, phidn mém client s& 1y cac ma 1énh locking
script trong ouput cua transaction dugc tro t6i boi input. Phdn mém client s& thuc hién ma unlocking script trong input
ngay sau d6 1a ma locking script cia output dugc input tré t6i. Két qua thuc hién 2 doan mi nay néu tra vé gia tri
TRUE trén stack thi transaction d6 hop 1€. Cac locking script va unlocking script méc dinh duogc liét ké 6 myc IV.2 va
Iv.1.

Lénh <OP PUSHDATAL> la day chudi bytes sau ma 1énh vao ngan xép. Lénh <OP_DUP> la copy dup gia tri
trén dinh ngin xép sé tao ra 2 gia tri giéng nhau trén dinh stack. Lénh <OP_HASH160> la bam SHA-256 va sau do
bam tiép theo RIPEMD-160 gia trj nam trén dinh stack. Lénh <OP_EQUALVERTFY> la kiém tra 2 gia tri trén dinh
stack 6 trung nhau khong, néu tring tra vé gia tri TRUE. Lénh <OP_CHECKSIG> la kiém tra chir ky s6 cua chit ky sb
va khéo cong khai duoc luu trén dinh stack. Lénh ><OP CHECKMULTISIG> la lénh kiém tra chit ky s6 tap thé (co it
nhét 02 chir ky thi transaction mai hop 18). Lénh <OP_DROP> x0a dinh ngdn xép.

IV.1. Unlocking script méc dinh

a.l. <OP_PUSHDATAl><ch®t ky sé Sig va SIGHASH ALL>
a.z. <OP_PUSHDATAl><khoéa cbéng khai PubK>

IV.2. Locking script mdc dinh

1. <OP_DUP>

<OP_ HASH160>

<OP_PUSHDATAl><Bitcoin address (public key hash)>
<OP_EQUALVERIFY>

<OP_CHECKSIG>

oo o000
o w N
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Transaction fom Ato B Transaction fom B to C Transaction fom C to O
tm contents tm contents tm contents
e

\\\ s \ kS \
. must . must
Match “match CGian D
., .
Y Y ", Y
p | 'S Signature - ‘: | B'8 signature ,'____‘\ :_'\ | CESIONATURE | o L
{ ] - N \_
: . [ ¥ | R ) —
! A's public key ~{erify ! B's public key """i:':erify ! 1|C ‘s public key |- eriy
i i |
sign sign sign
e &' private key| e |B's private key] e |C"s private key

Hinh 1. Ky sb cac giao dich transaction trong hé théng Bitcoin

IV.3. Dé xudt mé hinh iiy nhi¢gm chi

Hinh 2 1a m6 hinh dé xuat cho uy nhiém chi trong Bitcoin. Cac ma script ciing duoc diéu chinh dé nguoi kiém
soat 6 the kiém tra tinh hop 1¢ cua chir ky uy nhiém. Cac di€u chinh ma 1énh nay khong pha v& tinh ding dan cua
kiém tra chir ky trong mo hinh truyén thong. Cac ma diéu chinh

Nguoi Uy Ngudi duge —| Nguoi | Nguoi duoc
nhiém chi Gy nhiém chi —*| kiém soat — chitra

Hinh 2. M6 hinh iy nhiém chi trong Bitcoin

M6 hinh uy nhiém chi duwgc md ta khai lugce ¢ hinh 2:

Nguoi uy nhi€m chi s€ thuc hién 01 transaction véi s6 Bitcoin s& Uiy nhiém cho nguoi duge uy nhiém vai
locking script iy nhiém (xem muyc 1V.5).

Nguoi dugc iy nhiém mdi khi chi tra cho ngudi duoc chi tra sé thyc hién mét transaction véi sb Bitcoin nho
hon hodc bang s6 Bitcoin dugc Uy nhiém voi unlocking script uy nhiém (xem muc IV.4) dén nguoi kiém soat. Nguoi
dugc uy nhi€ém khong thé chi tra cho nguoi dugc chi trd do céc transaction nay doi hdi phai cé chir ky ciia nguoi kiém
soat nira.

Ngudi kiém soat sau khi kiém tra cac diéu kién iy nhiém nhu duge mé ta & phan III, s& ky tiép vao transaction
dé du 02 chit ky va chuyén tiép transaction nay dén ngudi duge chi tra. Luc nay do c6 du 02 chir ky nén diéu kién kiém
tra <OP_CHECKMULTISIG> s& dugc thoa man va ngudi dugce chi tra s€ nhan dugc s6 Bitcoin do nguoi duoc uy
nhiém chi tra. Vai tro nguoi kiém soat & day co thé duoc thuc hién boi mot phén mém duoc thiét ké tu dong kiém tra
cac diéu kién uy nhiém dugc mo ta & phﬁn 1I1.

IV.4. Unlocking script iiy nhi¢m

c.l. <OP_0>

c.2 <OP PUSHDATAl><chi ky sbé SiJ; va SIGHASH ALL>
c.3. <OP_PUSHDATAl><ch®t ky sé Sig va SIGHASH ALL>
c.4 <OP_PUSHDATAl><khoéa cbéng khai PubK>

IV.5. Locking script iy nhiém

1. <OP_DUP>

<OP_ HASH160>

<OP_PUSHDATAl><Bitcoin address (public key hash)>
<OP_EQUALVERIFY>

<OP_PUSHDATA1><Q. >
<2><OP_CHECKMULTISIG>
<OP_ PUSHDATA1><M, >

<OP_PUSHDATAL><Q, >

Q Q9 O 9 0 00 0 Q0
© O J oUW N

<OP_PUSHDATA1><Q,>
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d.10. <OP_PUSHDATA1><(I,Sy) >

d.11. <OP_PUSHDATAL1><Qp >

d.12. <OP_PUSHDATA1>< Q. >

d.13. <OP_PUSHDATAL><m>

d.14. <OP_PUSHDATA1><(Tr,S) >

d.15. <OP_DROP><OP_DROP><OP_DROP><OP_DROP>

d.16. <OP_DROP><OP_DROP><OP_DROP><OP_DROP>
V.KET LUAN

Trong bai bao nay, tac gia da dé xuat mot lugc dd chir ky sd iy nhiém méi duwa trén thuat toan chuan ECDSA,
s0 véi mot s6 dé xuit trude do ciing dya trén ECDSA hodc dua trén duong cong Elliptic thi lugc d6 méi don gian hon
va gan voi ECDSA hon vi vay khong phai thay ddi nhiéu vao thuat toan va chuong trinh ky s6 ECDSA ¢6 san, d¢ an
toan cua thudt toan ciing dua trén d¢ an toan cia ECDSA da dugc chiing minh va cong nhén st dung trong nhiéu chuan
va thyc tién. Duya trén ¥ tuong cua lugc d6 méi dé xuat ¢ thé d& dang diéu chinh dé c6 thé xay dung cac luge do chir
ky s6 ty nhiém tap thé hodc ty nhiém ky mu. Ngoai ra bai bao ciing dé xuit mot giao thirc 4p dung lroc d6 dé xuét dé
thye hién céc giao dich Gy nhiém chi cho hé théng tién mat ma lau doi va phé bién nhat hién nay la Bitcoin.
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A NEW PROXY SIGNATURE SCHEME BASED ON ECDSA
AND ITS APPLICATION FOR AUTHORIZED PAYMENTS IN BITCOIN

Dang Minh Tuan, Nguyen Van Can, Nguyen Anh Viet, Nguyen Tien Xuan

ABSTRACT: Proxy signature is a special digital signature which enables a proxy signer to sign messages on behalf of the original
signer. In this paper, we propose a new proxy signature scheme based on ECDSA (Elliptic Curve Digital Signature Algorithm),
which has been approved in many standard and then we also describe it’s application for authorized payments in Bitcoin, which is
the largest and most popular cryptocurrency system today.



