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TOM TAT: Bdi bdo dé xudt xdy du’ng giao thirc thoa thugn khoa an toan cho cdc hé mdt ma khéa doi ximg phat lrlen tr giao thir
Diffie - Hellman. Cdc giao thirc moi de xudt ¢6 wu diém la cdc khéa bi mdt chia sé tao ra dwoe xdc thic vé nguon goc nén cé thé
chong lai cdc kiéu tan cong gia mao rdt hiéu qud.

Tir khéa: Key Establishment, Key Agreement Protocols, Key Exchange Protocol, Key Transport Protocols.

I. PAT VAN PE

Trong cic hé mat ma khoa d6i xung, viéc thiét 1ap mot khoa bi mat chung (Key Establishment) cho ca bén
glri/ma hoa va bén nhan/giai ma 1a mot vén dé rat quan trong va phuc tap, dugc thyc hién béng cac thuat toan/giao thirc
thoa thuan khoa (Key Agreement Protocols) hay chuyén khoa (Key Transport Protocols) va thuong duoc goi chung 1a
céc so dd phan phdi khoa. Giao thirc thoa thuan khoa dau tién duge dé xuat boi W. Diffie va M. Hellman vao nim
1976 [1], & @6 mbi bén tham gia s& tao ra thong tin dé thoa thuan viéc thiét 1ap 1 khoa bi mat dung chung rdi trao ddi
truc tiép cho nhau, vi thé né con dugce goi 1a giao thirc trao ddi khoa (Key Exchange Protocol) Diffie-Hellman
(DHKE). Véi giao thire HDKE, khong mot ké thir 3 nao c6 thé tinh duoc khoa bi mat cta 2 d6i tuong tham gia trao ddi
khoa néu khong giai duoc bai toan logarit roi rac DLP (Discrete Logarithm Problem) [2]. Tuy nhién, DHKE khéng c6
co ché xac thyc giita cac ddi twgng tham gia truyén thong, nén dé dang boi mot ké thir 3 khong mong mudn khi ddi
tuong ndy mao danh mot trong 2 dbi twong trao ddi khoa dé thiét 1ap 1 khéa chung véi dbi twong kia [3]. Mot hudng
nghién ctru nham khéc phyuc nhuoc diém trén day cua DHKE 1a tich hop giao thirc nay véi cac thudt toan chit ky sb, da
c6 mot sb két qua vé hudng nghién ciru nay duoc cong bd [4 - 7]. Cac giao thic trao ddi khoa duoc phat trién theo
huéng tich hop chit ky s6 ¢6 nhuge diém chung 1a chi phi tinh toan va luu luong truyén thong gitta cac dbi tuong trong
qué trinh thiét 1ap khoa thuong khé 16m.

Trong phan tiép theo ctia bai bao, nhom tac gia dé xuat xay dung giao thirc trao ddi khéa an toan cho cac hé mat
khoa doi xtng trén co s¢ phat trien giao thirc Diffie-Hellman, giao thire méi d€ xuat duge xay dung theo hudng khong
tich hop v6i thuat toan chir ky s6 nham néng cao hiéu qua thue hién trong cac ing dung, ma van c6 kha nang chong lai
cac dang tan cong gia mao da bict trong thyc té twong tu nhu cac giao thirc trao doi khoa dugce tich hop chir ky so.

IL. XAY DUNG GIAO THUC POI KHOA AN TOAN CHO CAC HE MAT KHOA POI XUNG
A. Giao thirc trao déi khéa MTA 17.5- 03

Gia thiét rang 2 dbi tuong tham gia truyen thong 6 day 1a A va B s dung mét thudt toan mat ma khoa dbi xtng
(DES, AES,...) dé ma hoa dit liéu can trao d6i véi nhau, khi d6 giao thirc trao ddi khoa dé xuit ¢ day (ky hiéu: MTA
17.5 - 03) duoc st dung dé thiét 1ap mot khoa bi mat chung/chia sé giita A va B, bao gdm cac thu tuc nhu sau:

Thii tyc hinh thanh tham sb va khoa
Thi tuc bao gdm cac bude nhu sau:
1 - Sinh 2 s nguyén t6 16n va manh: p va g, sao cho: q|(p-1) hay: p= N xq+1, v6i N 1a mdt s6 nguyén duong.
2-Chon g=a® " modp, la phin tir sinh ¢6 bac q cia nhém Zp*, o day: anp*.
3 - Khoa riéng x dugc hinh thanh bang cach chon sé nguyén théa man: 1< x < q.
4 - Khoa cong khai dugc tinh theo cong thuc:
y=g" mod p (1.1)
5 - Chon ham bim an toan H: {01} > Z, véi: g<n<p

6 - Cong khai cac gia tri: p, g, g, Y. Gilt bi mat: x.
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Chu thich:

Khoa bi mét ciia A 1a X, va ctua B la: Xg. Khoa cong khai ciia A va B tuong img la: Yy, va Yy duoc tinh
theo (1.1). Chu y rang, Y va g can phai dugc ching thuc bai mot CA (Certificate Authority) déng tin cay.

Th tuc trao d6i khoa

_Thu tyc dé thiét 1ap mot khoa bi mat chung cho phép A ma hoa thong tin, B giai ma thong tin hodc ngugc lai,
bao gom céac budc nhu sau:

Buoc 1: Pugc thuc hién boi A

1 - Chon ngau nhién mét gia trj ka thoa man: 1<k A <(, tinh gia tri Rp theo cong thirc:

R, = g* mod p (1.2)
2 - Tinh thanh phan S, theo cong thirc:

S, =(ys)* mod p (1.3)
3 - Tinh thanh phéan E, theo cong thirc:

E.=H(R.IS,) (14

4-Gui(R,,E,)choB.
Buéce 2: Pugc thuc hién boi B
1 - Tinh thanh phan Sg theo cong thirc:
Sg =(ya)* mod p (1.5)
2 - Tinh gia tri EA theo cong thuc:
E,=H(R,1ISp) (1.6)
3 - Kiém tra néu: EA # E, thi két thic. Nguoc lai, néu: EA = E, thi khang dinh di twong tham gia trao doi
khoa 12 A (d6i tuong s& hitu khéa Y, ) va thuc hién cac budc tiép theo:
4 - Chon ngau nhién mot gié tri kg théa man: 1< kB < (, tinh khoa bi mat chia sé voi A theo:
Kgs = (R, ) mod p 1.7)
5 - Tinh gi4 tri Rg theo cbng thirc:
Ry = g* mod p (18)
6 - Tinh thanh phan Eg theo cong thic:
Een =H(R, [ Re I Sg) (1.9)
7-Gui (R, Eg,) cho A
Buoc 3: BDugc thuc hién boi A
1 - Tinh gia tri EBA theo cong thirc:
Ean =HR. [ R:11S,) (1.10)
2 - Kiém tra néu: EBA # Eg, thi két thic. Nguoc lai, néu: EBA = E;, thi khéng dinh d6i tugng tham gia trao

ddi khoa 1a B (déi tuong so hiru khoa Yyg) va B da thiét 1ap dugc khoa bi mat chia sé, khi d6 A s€ thuc hién cac budce
tiép theo:

3 - Tinh khoa bi mit chia sé vdi B theo:

K = (RB)kA mod p (1.11)
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4 - Tinh thanh phan E,; theo cong thirc:
B =H(R:[S,) (1.12)
5-Gti E,5 choB.
Buoc 4: Puoc thuc hién béi B.
1 - Tinh gia tri EAB theo cong thirc:
Ex =H(Ry [ Sg) (1.13)
2 -Kiém tranéu: E,; = E,; thi khang dinh déi twong A da thiét 1ap duoc khéa bi mat chia sé¢ véi B.
Chu thich:
- Khoa bi mat chung cia A va B: K =K, =Kg,.
- Toan tir “||” dung trong (1.4), (1.6), (1.9), (1.10), (1.12) va (1.13) 1a phép nbi ghép 2 x4u bit.
Tinh déng dén ctia giao thic MTA 17.5 - 03
Diéu can chimg minh & day 1a: cho p, g 1a 2 s6 nguyén t6 théa man: q|(p-1), g=a® ' modp, o € Z;,
H:{01 > Z, v6i: q<n<p, 1<X,X;<q, y,=g“modp, y,=g*modp, 1<k, k;<q, R,=g“modp,
Ry =g modp, S, =(ys)*modp. Sy =(y,)°*modp. E,=HR,[S,): Es=H(RulIR;[S5): Em=H(RslS,)-
New B, =H(Ry[ISs): Ess=H(RuIRs11S,): Kus=(R)*modp » Ky =(R)*modp. Eu=H(Ry[Ss) thi:
E,=En Ega =Ega » Epg =Ejp V@ Ky =Ko,

Chirng minh:
Théat vay, tir (1.1) va (1.3) ta cé:
S, =(yg)*modp= (g % mod p)x“ mod p = g™ mod p (1.14)
Tuong tu, tir (1.1) va (1.5):
S, =(y,)® mod p=(g™ mod p)* mod p = g** mod p (1.15)
T (1.14) va (1.15) suy ra:
Sa=Ss (1.16)
Tir (1.4), (1.6) va (1.16) suy ra diéu can chimg minh thir nhét:
E,=H(R,[ISg)=H(R,[IS,) =E,
Tir (1.9), (1.10) va (1.16) ta c6 diéu can chimg minh tht hai:
Ean =HRA I Rs 1S) =H(R, I Rs [ S,) = Ega
Tuong tu, tir (1.12) va (1.13) va (1.16) ta c6 diéu cin chirmg minh thir ba:
Ex=H(Rs1IS))=H(R; |Ss) =Eps
Tir (1.8) va (1.11) ta cé:
K,s =(Rs)*mod p= (g % mod p)k’“ mod p = g*** mod p (1.17)
T (1.2) va (1.7) ta lai co:
Kga =(R,)® mod p = (g *» mod p)kB mod p = g*** mod p (1.18)

Tir (1.17) va (1.18) suy ra diéu can ching minh thi tu: K=K
D6 an toan cua giao thirc MTA 17.5 - 03

BA

Giao thirc dugc dé xuat & ddy bao dam cac tinh chat ciia mot giao thirc trao doi khoa an toan:
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- Xdc thuc thuc thé (entity authentication): 1a tinh chét cho phép 1 trong 2 dbi twong khing dinh chéc f:hén vé
danh tinh cta doi tuong tham gia thiét 1ap khoa bi mat chia sé¢ vdi minh. Trong giao thirc nay, B kiém tra diéu kién:
E, = E, dé khang dinh danh tinh ctia A, con A kiém tra diéu kién: Ey, = E,, dé xac thuc danh tinh ctia B.

- Xac thuc khoa hién (explicit key authentication): 1a kha nang xac thuc khoa (key anthentication) va xac nhan
khoéa (key comfirmation). Trong d6 xac thuc khoa hay con goi 1a xac thuc khéa an (implicit key authentication) 1a kha
ning ma 1 trong 2 d6i tugng c6 thé khang dinh mot cach chic chin ring chi cé dbi tugng kia mai cd thé tao ra khoa bi
mat chia sé vdi minh, con xac nhan khoéa 1a kha nang ma 1 trong 2 dbi tuong cod thé khéng dinh d6i tuong kia da tao
dugc khoa bi mat chia sé voi minh khi giao thirc da thyuc hién xong. O giao thirc méi dé xuét, diéu kién: EBA =Eg,
cho A biét B da nhan duoc R,, con: E,, = E,; lai cho B biét A da nhan duoc Ry . Tirdo, A c6 thé khang dinh B da

tao dugc khoa bi mat chia sé vdi minh va B cling kh'fmg dinh duoc diéu tuong tu véi A. Hon nira, khong mot ddi tuong
nao ngoai A va B co thé tao duoc khoa bi mat chia sé¢: K = g*~*s mod p néu khong giai dugc bai toan logarit rdi rac.

- Tinh an toan khéa da biét (known - key security): tinh chét nay bao ddm rang mot ddi twong thir 3 du l?iét dugc
mdt so khoa bi mat chia sé duoc thict 1ap bdi A va B thi cling khong thé tinh dugce cac khoa khac da dugc thiét 1ap boi
AvaB.O giao thuc moéi dé xuat, khoa bi mat chia sé giita A va B dugc tao ra tir 2 gi4 tri ngau nhién (K A kB) & mbi
phién tao khoa, vi thé viéc 16 mot sé khoa bi mat chia sé ciing khong anh hudng dén cac khoa bi mat di duogce tao ra
trude hoac sau do.

- Tinh bi mdt vé phia truée (forward secrecy): tinh chit nay bao dam rang viéc 16 khoa bi mat cua A hodc B
hoac déng thoi ca 2 cling khong cho phép mot ddi tugng thir 3 tinh dugc cac khoa bi mat chia sé da dugce thiét lap trudce
d6 boi A va B.

Hiéu qua thyc hién cta giao thitc MTA 17.5 - 03

Hiéu qua thyc hién cua c4c giao thuc trao doi khoa c6 thé duoc danh gia thong qua sé phép toan can thuc hién
hay tong thoi gian can thuc hién cac phép toan dé thiét 1ap duoc khoa bi mat chia sé giira 2 bén A vaB. Pé so sanh
hiéu qua thuc hién ciia giao thirc méi dé& xudt véi cac giao thirc trao doi khoa cé tich hop chit ky sb [4-7], ¢ day quy
udc st dung cac ky hiéu:

Teyp : thoi gian thyc hién mot phép todn mil modul;

Tiny : thoi gian thyc hién mdt phép todn mi nghich dao modul;

Th: thoi gian thuc hién ham bam (hash function).

Ty : thoi gian thyc hién mot phép toan nhan modul;

a) Thoi gian thuc hién cua giao thirc Arazi [4]:

Thoi gian tinh toan ctia bén A cho mét 1an thiét lap la:

Thoi gian tinh (R,,S,) la: (Texp+ T+ Tiny + 2T 1)
Thoi gian thuc hién kiém tra (Rg,S;):  (2Texp + Tn + Tiny + 3Timul)
Thoi gian tinh khoa K 1&: (Texp)

Téng thoi gian thyc hién: (ATexp+ 2T + 2Tiny + 5Tru)

Bén B can thoi gian twrong ty dé hoan thanh giao thirc, vAy thoi gian tinh todn can thiét d& hoan thanh giao
thire 1a: (8Texp+ 4Th + 4Tiny + 10T u).

b) Thoi gian thuc hién cia giao thirc Harn [5]:

Thoi gian tinh toan ctia bén A cho mot lan thiét lap la:

Thoi gian tinh (m,, m,,,S,) la (2Texp+ T+ Tiny + 3T o)
Thoi gian tinh r, la: (Tonu)

Thoi gian thuc hién kiém tra (rg,S5):  @Tep+ T+ Tiny + 3Tru)

Thoi gian tinh khoa Kagy, Kapz, Kags 18: (3Texp)

Téng thoi gian thyuc hién: (TTexpt 2Th + 2Tiny + 7Trour)

Bén B can thoi gian tuong ty dé hoan thanh giao thirc, vy thoi gian tinh toan can thiét dé hoan thanh giao
thirc 1a: (14Texp+ 4Th + 4Tiny + 14T mu).

€) Thoi gian thuc hién cua giao thirc Phan [6]:
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Thoi gian tinh toan budc 1 ciia bén A la: (2Texp)

Thoi gian tinh toan budc 2 cia bén B la: (ATexp+ Tr+ Tiny + 3T mur)

Thoi gian tinh todn budc 3 cua bén A 1a: (4T e+ 2Th + 2Tiny + 6T

Thoi gian tinh toan budc 4 cua bén B la: (2Texp + Tr + Tiny + 3Tru)

Tong thoi gian thyuc hién: (10Texp+ 4Th + 4Tiny + 12T rut)
d) Thoi gian thuc hién cia giao thirc 2 buée truyén trong [7] (MTA 16.6 - 01):
Thoi gian tinh todn budc 1 cta bén A 1a: (Texp* Th+ Tiny + Trow)

Thoi gian tinh toan budc 2 cua bén B la: (ATexp+ 2Th + 2Tiny + 2T 1u)
Thoi gian tinh toan bude 3 cia bén A la: BTep+ Tht Tiy+ Tru)

Tbng thoi gian thyc hién: (B8Texp+ 4Th +4Tiny + 4Tmu)

e) Thoi gian thue hién ciia giao thirc 1 buée truyén trong [T] (MTA 16.6 - 02):
Thoi gian tinh toan bude 1 ctia bén A la: (2Texp+ T+ Tiny + Trnul)

Thoi gian tinh toan budc 2 ctia bén B la: (BTexp+ T+ Tiny + Trnur)

Tbng thoi gian thyc hién: (5Texp+ 2Th + 2Tiny + 2T rmur)

f) Thoi gian thuc hién cua giao thire MTA 17.5 - 03:

Thoi gian tinh toan budc 1 ctia bén A la: (2Texpt Th)

Thoi gian tinh toan budc 2 ciia bén B 1a: (BTexp+ 2Th)

Thoi gian tinh toan budc 3 ctia bén A la: (Tep +2Th)

Thoi gian tinh toan budc 4 ciia bén B 1a: (Ty)

Tong thoi gian thyuc hién: (6Texp+ 6Th)

9) Tong hop thoi gian thuwce hién cia cdc giao thire:

Tong hop thoi gian thyc hién cta giao thirc moi dé xudt MTA 17.5 - 03 va cua cac giao thirc trao doi khoa tich hop
chir ky s0 [4 - 7] duoc chi ra trén Bang 1 nhu sau:

Béng 1. Thoi gian thuc hién cua cac giao thirc

TT Tén giao thire Téng thoi gian thye hién
1 | Arazi 8Texp+ 4Th + 4Ty + 10Ty
2 | Harn 14Ty + 4T + 4Ty + 14Ty
3 | Phan 10T+ 4Ty + 4Tjpy + 12Ty
4 | MTA16.6-01 8Texp+ 4Th + 4Tiny + 4T
5 | MTA175-03 6Texp+ 6Th

~ Két qua tir Bang 1 cho thdy hiéu qua thyc hién clia MTA 17.5 - 03 cao hon céc giao thirc trao d6i khoa dugc
thiét ké theo phuong phap tich hop chir ky s6 trong [4 - 7].

ChU ¥: Giao thirc 1 budc truyén dir liéu trong [7] (¢ day ky hiéu MTA 16.6 - 02) c6 hiéu qua thuc hién cao hon
MTA 16.6 - 02 nhung khong bao dam duge mdt 6 tinh chit an toan ciia giao thirc trao doi khoa va chi c6 thé ing dung
rat han ché trong mot s truong hop cu thé.

B. Giao thirc trao déi khéa MTA 17.5- 04

Giao thuc trao dfn khéa dé xuit ¢ day (ky hidéu: MTA 17.5 - 04) c6 su cai tlén nhdm nang cao higu qua thyc
hién va luu lwong truyén tin so véi MTA 17.5- 03. Tuy nhién diém khac biét chi yéu giira 2 giao thirc nay la ¢ chd:
MTA 17.5 - 03 lam viéc theo co ché tudn tw, con MTA 17.5 - 04 lai co co ché 1am viéc theo kiéu song song. Nghia 1a
viéc trao d6i thong tin thiét 1ap khoa gitra A va B duoc thyc hién nbi tiép nhau 6 MTA 17.5 - 03, con 6 MTA 17.5 - 04
cac thong tin nay dugc trao doi dong thoi véi nhau.

Tuong tu giao thic MTA 17.5 - 03, & day ciing gia thiét réng cac dbi tugng A va B théng nhit st dung mot
thuat toan mat mi khoa ddi ximg (DES, AES,...) dé mi hoa thong tin va thu tuc hinh thanh tham sb - khoa ciing bao
gdm cac bude thuc hién trong ty & Muc 2.1.1, khi d6 thuat toan dé thiét 1ap mot khoa bi mat chung cho phép A va B
trao doi thong tin mat véi nhau, bao gdm céc thu tyc nhur sau:
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Thu tyc trao ddi khoa

Budée I
+ Pugc thuc hién boi A:
1 - Chon ngau nhién mot gia tri ka thoa man: 1<k A <(, tinh gia tri Ra theo cong thirc:

R, = g* mod p (2.1)
2 - Guri R4 cho B.
+ Puogc thyc hién boi B:
1-Chon ngéu nhién mot gia tri kg thda man:1 < kB < (, tinh gi4 tri Rg theo cong thirc:

Ry = g** mod p (2.2)
2 - Gui Rg cho A.
Buorc 2:
+ DPuoc thuc hién boi A:
1 - Tinh thanh phan S theo cong thirc:

S, =(Ys)* mod p (2.3)
2 - Tinh khéa bi mat chia sé vdi B theo:

K, = (Rg )* mod p (2.4)

3 - Tinh thanh phéan E, theo cong thirc:

En=H(Ky IS, (2.5)
4 - Gui E, cho B.
+ Puoc thyc hién bdi B:

1 - Tinh thanh phan Sg theo cong thirc:

Se =(y,)"mod p (2.6)
2 - Tinh khéa bi mat chia sé véi A theo:
Kga = (R,)®mod p 2.7)
3 - Tinh thanh phan Eg theo cong thic:
Ep = H(Kg, || Ss) (2.8)
4 - Gui Eg cho A.
Buore 3:

+ DPuoc thyc hién bdi A:

1-Kiém tra néu: E, = E, thi khdng dinh déi tuong tham gia trao d6i khéa 1a B (d6i tuong s¢ hitu khéa Yy ) va
B da thict 1ap dugc khoa bi mat chia sé voi A.

2 - Kiém tra néu: E » # Eg thi khing dinh ddi twong tham gia trao d6i khoa khong phai 1a B.

+ DPuoc thuc hién boi B:

1 - Kiém tra néu: E » = Eg thi khing dinh d6i tugng tham gia trao doi khoa 1a A (d6i tugng so hitu khoa Y,) va
A da thiét 1ap dugc khoa bi mat chia sé vdi B.

2 - Kiém tra néu: E » # Eg thi khing dinh ddi twong tham gia trao d6i khoa khong phai 1a A.

Tinh dung din cia giao thic MTA 17.5 - 04

Diéu cin ching minh & day 1a: cho p, q 1a 2 sb nguyén t6 théoa man: al(p=1: g=a®V modps &E Z; ,
H:{01 >z, voi: q<n<p, 1<X,X%X<Qg, y,=g“modp, y,=g*modp, 1<k, ks<g, R,=g“modp,
Ry=g®modp.  Néw  S,=(ys)"modp, Sg=(y,)*modp, Keg=(R)*modp, E,=H(KslS,),
Kea =(R,)*mod p, Eg =H(Kg, || Sg) thi: Ky =K, Va E, = E,.
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Chirng minh:
That vay, tir (2.2) va (2.4) ta co:

Ks = (R ) mod p = (g* mod p)* mod p = g** mod p (2.9)
Mat khéc, tir (2.1) va (2.7) ta lai co:

Kgs =(R,)® mod p= (g “ mod p)kB mod p = g*** mod p (2.10)
Tur (2.9) va (2.10) suy ra diéu can ching minh thir nhat: K, =K,
Tu (1.1) va (2.3) ta cé:

S, =(ys)* mod p = (g’ mod p)* mod p = g** mod p (2.11)
T (1.1) va (2.6) ta lai co:

Sg =(y,)® mod p = (g * mod p)X“ mod p = g™ mod p (2.12)

Tur (2.11) va (2.12) suy ra:
S,=Ss (2.13)

Tir (2.5), (2.8) va (2.13) suy ra diéu can chirng minh th{r hai:
EA = H(KAB ” SA) = H(KBA ” SB) = EB

Do an toan cuia giao thiuc MTA 17.5 - 04

Tuong tw MTA 17.5 - 03, giao thirc dugc dé xuat ciing bao dam céc tinh chit cia mot giao thirc trao di khéa an toan:

- Xdc thye thuc thé (entity authentication): & giao thitc ndy viéc kiém tra diéu kién E, = E, cho phép cic déi
tugng tham gia trao ddi khoa hoan toan c6 thé xac thuc duge danh tinh cia nhau.

- Xdc thire khéa hién (explicit key authentication): Ciing chi véi viéc kiém tra diéu kién E, = E,, A hoan toan c6
thé khéng dinh B d3 tao dugc khoa bi mat chia sé¢ véi minh va B ciling c6 thé khéng dinh duoc diéu tuong ty nhu thé
véi A.

- Tinh an toan khda da biét (known - key security): twong tw MTA 17.5 - 03, viéc biét mot hogc mot s6 khoa
chia sé gilta A va B cling khong cho phép mot doi tugng thir 3 nao dé cé thé tinh duge cac khoa khac ciling duge thiet
lap boi A va B.

- Tinh bi mdt vé phia truée (forward secrecy): viéc tinh cac khoa bi mat chia sé di duoc thiét lap trude d6 bai A
va B la khéng thé thuc hién duge, du cac khoa bi mat cia A va B (X,, Xg) bilo.

Hiéu qua thyc hién cta giao thue MTA 17.5 - 04

Thoi gian can thuc hién dé thiét 1ap khoa bi mat chia sé gilta 2 bén A va B cla giao thirc méi dé xuat duoc tinh
toan nhu sau:

Thoi gian tinh toan bude 1 ciia bén A la: (Texp)
Thoi gian tinh toan bude 1 ctia bén B 1a: (Texp)
Thoi gian tinh toan bude 2 ctiia bén A la: (2Tep+Th)
Thoi gian tinh toan bude 2 ctia bén B 1a: (2Texp +Th)

Tong thoi gian can thuc thyc hién dé thiét 1ap khoa bi mat chia sé 1a: (6Texp+ 2Th)

Tir ddly c6 thé thdy rang hiéu qua thyc hién xét theo khia canh chi phi tinh toan dé thiét 1ap khoa cua giao thirc
MTA 17.5 - 04 1a cao hon MTA 17.5 - 03 va do d6 cling s€ cao hon cac giao thuc trao doi khoa dugc tich hop chir ky
s trong [4 - 7].

IIL KET LUAN

Bai bao dé xuét 2 giao thirc trao d6i khoa cho cac hé mat khoa ddi xtmg, cac giao thirc méi dé xuét c6 kha ning
tao ra khoa bi mat chia sé giita 2 ddi tuong dugc xac thyc vé ngudn gbe khoa, vi thé cic giao thic nay c6 kha ning
chéng duoc cac dang tan cong gia mao di biét trong thuc té twong tu nhu cc giao thirc trao ddi khoa dwoc tich hop
chit ky sé, song lai c6 hi¢u qua cao hon vé chi phi tinh toan can thue hién trong qua trinh thiét 1ap khoa.
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THE KEY EXCHANGE PROTOCOLS FOR SYMMETRIC -
KEY CRYPTOSYSTEMS
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ABSTRACT: This paper proposes two new key exchange protocols for symmetric - key cryptosystems. The new proposed protocols
has the ability to validate the origin of the shared secret key.
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