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TOM TAT: An luat két hop hitu ich cao nhay cam la mot bai toan quan trong nham bdo Ve tinh riéng tw cua tri thirc duoc khai phd
tir diF liéu khi chiing duwoc chia sé ra bén ngoai. Muc tiéu cia bai todn nay la téc dong 1én dir liéu dé tat ca cdc ludt két hop hitu ich
cao nhay cam khéng thé khai thic dwoc tir dir liéu khi ching dwoc chia sé sao cho hiéu vmg phu sinh ra la thdp nhat. Bai todn dn
ludt két hop hitu ich cao khéng giong nhw dn ludt két hop phé bién, boi vi khai phd ludt két hop phé bién dwa trén rdng budc vé do
hé tro va dé tin cdy, con dél voi khai pha ludt két hop hitu ich cao dia trén rang budc vé hitu ich va d@é tin cdy hitu ich. Trong bai
béao nay chiing 16i dé xudt thugt todn an ludt két hop hitu ich cao cé tén la HHUAL, dua trén thudt toan nay chung toi ciing dé xudt
mot hudng tiep cdn mdi cho viéc liva chon muc irng vién va giao tac dé sika doi sao cho cé thé an ludt nhung gdy ra hiéu vmg phu la
thdp nhat duwa trén Gian giao. Péng gop méi ciia ching t6i la: (1) Pdy la lan dau tién bai todn dn ludt két hop hitu ich cao nhay
cam dwoc gidi thiéu; (2) Phuong phdp xdc dinh muc iing vién va giao téc dé sira dua trén Gidn giao ciia cdc tdp muc cé trong sé
hiru ich cao.

Tir khéa: Tap muc hiu ich cao, Ludt két hop hiu ich, Ludt két hop hitu ich nhay cdm, Gian giao, Pé tin cdy hitu ich.

I. GIOI THIEU

Khai pha luat két hop tir co s dit liéu (CSDL) 1a mot bai toan quan trong trong khai pha dir liéu. Muc dich cua
khai phé luat két hop 1a tim ra nhirng ludt c6 dang X — Y tir tip cac tdp muc thudng xuyén XY. Hai dic trung quan
trong ctia mot luat 1a do hd tro va do tin cay. Nhitng luat phé bién 1a nhimng luat c6 do hd trg va do tin cay 16n hon
ngudng hd trg tdi thiéu va do tin cay t6i thiéu [1]. Y nghia cua luat Kkét hop 1a xac dinh dugc mdi quan hé gitra cac tap
muc dua trén su xudt hién hodc sb luong cua chung trong CSDL. Han ché cua luat két hop thong thudng 13 khong xac
dinh duge mbi quan hé gitta cac tap muc khi gén v6i d hitu ich cta ching. Pé khic phuc han ché nay, nam 2015,
Jayakrushna Sahoo, Ashok Kumar Das, A. Goswami [10] d d& xuit thuit toan dé khai phé luat két hop hitu ich cao
nhim khai thac mdi quan hé gitta cac tdp muc trong CSDL dya trén d hitu ich ctiia chung. Hai déc trung cta luat két
hop hitu ich cao 1a gia tri hiru ich va d tin cay hiru ich.

Bai toan khai pha luat két hop hitu ich cao duoc thyc hién qua 2 bude chinh: (1) tim tat ca cac tap muc hiru ich
cao (cac tap muc c6 gia tri hitu ich 16n hon ngudng huu ich téi thiéu) [2, 6, 9] (2) hai 1a tu tap muc hitu ich cao tim cac
ludt c6 d¢ tin cay hiru ich 16n hon d9 tin cay hiru ich ti thiéu. Dua trén nén tang nay, nim 2017 Thang Mai, Bay Vo,
Loan T. T. Nguyen [15] da dua ra thuat toan khai pha luat két hop hitu ich cao dya trén Gian va ciing di ching minh
dugc thuit toan nay hiéu qua hon thudt toan trong [10].

Hién nay, hop tac thuong mai toan cau va kinh doanh xuyén quc gia 1a xu thé chung cua thé giéi. Cac doanh
nghiép mudn phat trién thi khong thé hoat dong doc 1ap ma c6 sy lién két, hop tac chat ché véi cac ddi tac khac. Chia
sé dir lidu 1a mot yéu cAu quan trong dé thuc déy quan hé hop tac gilta cac dbi tac vi muc dich d6i bén cung c6 loi. Tuy
nhién, trong CSDL dugc chia sé ¢6 thé 4n chira cac thong tin ma néu cac dbi tac khai thac dwoc cc thong tin nay s&
gdy bét lgi cho bén chia sé, cac thong tin nay duge goi la thong tin nhay cam. Nhirng luét két hop dugc st dung dé suy
luén ra cac thong tin nhay cam dwoc goi 1a luat két hop nhay cam. Dé dam bao cac dbi tac s& khong khai thac dugce luat
két hop nhay cam thi dir liéu phai dugc sira dbi trude khi chia sé dé cac ludt nay s& khong dugc khai thac boi dbi tac.
Viée sira doi dir ligu phai dam bao rang cac luat két hop nhay cam s& dugc 4n nhung gdy ra hiéu ing phu trén dir liéu
stra d6i 1a thap nhat. Dé giai quyét diéu nay, nim 1999 M. Atallah [3] lan dau tién dé xuét mo hinh 4n ludt két hop nhay
cam dé bao vé thong tin riéng tu trong khai pha dir liéu. Tlr nén ting nay nhiéu thuat toan an tdp muc nhay cam hiéu
qué hon ciing dugc dé xuit [5, 7, 8].

Cac ky thuat dugc p dung trong 4n ludt két hgp pho bién khong thé ap dung tryc tiép vao trong an tip muc hiru
ich cao nhay cam hay 4n luat két hop hitu ich cao nhay cam vi tiéu chi danh gia la khac nhau. Nam 2010, Jich-Shan
Yeh, Po-Chiang Hsu [12] d& d& xuét hai thuat toan HHUIF va MSICF 4n tdp muc hitu ich cao nhay cam. Tur hai thuat
toan tién dé nay co nhiéu tac gia di dua ra cac thuat toan 4n tap muc hitu ich cao nhay cam hiéu qua hon [4, 14]. Vén
d8 an luat két hop hiru ich cao nhay cam la bai toan can duoc nghién ctru va giai quyét nhung cho den nay chua c6 két
qua dugc cong bd. Viéc 4n luat két hop hiru ich cao nhay cam co thé dugc thue hién nho vao viée 4n tap muc hitu ich
cao nhay cam Sinh ra nd. Tuy nhién, cidch lam nay kéo theo tAt ca cac luat dugc sinh ra tir tap muc déu bi 4n va do d6
lam ting hiéu ng phu. Trong bai béo nay, chung toi lan dau tién dé xuét phuong phap an ludt két hop hitu ich cao
nhay cam, thuat toan dugc ching t6i dé xuat c6 tén HHUAL (Hiding High Utility Association Rules) an luat két hop
hitu ich cao nhay cam dya trén viéc lam gidm d¢ tin cay hitu ich cua ludt va mot dé xudt cai tién cia no dya trén Gian
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giao cdc tdp muc c6 trong 5O hiru ich cao. Noi dung tiép theo cta bai bao dwoc té chirc nhu sau: Phan II trinh bay céc
van dé lién quan dén bai toan an luat, phan 111 trinh bay thuat toan HHUAL va két qua thyc nghiém, Phan IV thao luan
va d& xuit cai tién thuit toan HHUAL, phan V két luan.

I1. CAC VAN DPE LIEN QUAN

Pinh nghia 1 (Co sé dir liéu giao tac va gia tri hiru ich cia tip muc): Cho I={iy, iy, ..., in} la mot tp cac
muc. D={T,,T,,...,T,,} 1a co s¢ dit liéu giao tic, & ddy, mdi T, € D 1a tép con cua I. M&i muc i €T, c6 mot gia tri
duong, ky hiéu 1a q(i,Tc) duoc goi 1a gia tri hitu ich ndi cua i (twong tmg véi sb lugng cua i trong mdi To). Mdi muc
i €l comot gid trj hitu ich ngoai, ky hiéu 1a p(i) (twong Gmg v6i gia tri hitu ich cta muyc i).

Hiru ich ctia myc i € T,, duge dinh nghia la u(i,T,) =q(i, T,) x p(i) . Hiru ich cta tdp muc X trong giao tac T,
duoc dinh nghia u(X,T,) :ZiEXAXchu(i’TC)' Hitu ich cua tdp muc X trong co s¢ dit liéu D, duge dinh nghia

u(X) :Znewgc u(X,T.).

Bang 1. Co so dit li¢u giao tac D

Tid Transaction Tid Transaction Tid Transaction
T1 | A@4),CQ1).E6).FQ@) | 14 D(1), E(2), F(6) T7 D(1), E(1), F(4), G(1), H(1)
T2 D(1), E(4). F(5) Ts A(3), C(1), E() T8 D(7), E(3)
T3 B(4), D(1), E(5), F(1) T6 B(1), F(2), H(1) T9 G(10)
Bang 2. Bang gia tri hitu ich
Item A |B cC |D|E F G H
Utility |3 | 4 5 2 |1 1 1 2

Pinh nghia 2 (Gia tri hiru ich giao tac va trong sd hiru ich giao tac): Gid tri hitu ich giao tac cia mot giao tac

T, 1a tong gia tri hitu ich ctia cac muc trong giao tac T, dugc dinh nghia 1a: TU (T,) = Zxd u(x,T,) .

Trong sb hitu ich giao tac cia mot tdp muc X la téng gia tri hiru ich cua cac giao tac chua tap X, dugc dinh nghia
la: TWU (X) = ZrcengU T).

Bang 3. Tap HTWUp dugc rit trich tir CSDL cho ¢ bang 1 & 2 véi min_util=30

Item TWU Item TWU Item TWU Item TWU
A 40 E 112 CE 40 BF 32

B 32 F 88 DE 72 ACE 40

C 40 AC 40 DF 55 DEF 55

D 72 AE 40 EF 80

Tinh chit 1: Trong s6 hiru ich cuia mot tap muc X ludn ludén 16n hon hoac béng gia tri hitu ich cia chinh no, tirc

15 TWU (X) 2u(X)
Tinh chét 2: Cho X 1a mét tap muc, néu TWU(X)< min_util thi tip muc X va tit ca tap cha cua X khong phai 1a
tap muyc hiru ich cao.

Tinh chit 3: Cho X cYVX,Y el thi TWU (X) =TWU (Y), nhu vy, trong sb hitu ich giao tac cia tip muc
thoa man tinh chat phan don diéu.

Béng 4. Tap Hp duoc rit trich tor CSDL cho ¢ bang 1 & 2 véi min_util=30

Item Utility Item Utility Item Utility Item Utility
AC 31 EF 36 ACE 38 DEF 36
DE 37

Pinh nghia 3(Tip muc c¢é trong so hiru ich cao): Cho min_util 1a ngudng hitu ich tbi thiéu. Tap muc X dugc
goi 1a tap muyc co trong sd hiru ich cao néu TWU (X) = min_util . Cho HTWUp, 1a mot tap cta céc tip muc c6 trong

s6 hitu ich cao thi HTWU [ ={X | X < I, TWU (X) = min_util}.
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Pinh nghia 4 (Tap muc hiru ich cao): Cho min_util 1a ngudng hitu ich t5i thiéu. Tap muc X dugc goi 1a tap
muc hiru ich cao néu U(X)>min_util , nguoc lai X 1a tap muc hitu ich thap. Cho Hp 1a mot tip ciia cac tap muc hitu

ichcao thi Hy ={X | X < I,u(X) > min_util}.

Tinh chét 4: Tép cua tdp muc cd trong s6 hitu ich cao 1a tap ung vién dé tim tap muc hiru ich cao, tic
Hpo cHTWU .

Pinh nghia 5 (Gia tri hiru ich cuc b) ctia mgt muc trong tip muc trén mdt giao tac): Gia tri httu ich cuc bd
cua mdt muc X; trong tdp myc X trén giao tac T 1a gid tri hitu ich clla muc X; trong cac giao tac co chue X, duoc dinh
nghia la: luv(x;, X, T,) =u(X,T.) | € X cT, AT, €D.

Dinh nghia 6 (Gia tri hiru ich cuc b ciia mjt tip muc trong tip cha ciia né trén mt giao tac): Gia tri hiru
ich cuc bo ciia mot tap muc X trong tap Y trén giao tac T, sao cho X <Y AY T, la tong CAc gia trj hiru ich cuc b

Z:Iuv(xi X, T).

X eXAXCYAYCT,

clia mdi myc X; < X trong giao T, duoc dinh nghia 1a: luv(X,Y,T,) =

Pinh nghia 7 (Gia tri hitu ich cuc b ciia mot tip muc trong tip cha cia né trén CSDL giao t4c): Gia tri
hitu ich cuc bd ctia mdt tap muyc X trong tap Y trén CSDL giao tac D, sao cho X <Y AY =T, AT, € D1a tong gia tri
hitu ich cuc bo ciia mdi muc X; < X trong tdp muc Y trong cac giao tic chta Y, duoc dinh nghia la:
luv(X,Y) = > D luv(x, X, T,)

T.eDAXCYAYCT, XX

Pinh nghia 8 (Luit két hop hiru ich cao) [13]: Mot luat két hop R:X =Y, ¢ day
XY CIAY, X 2dAXNY =¢duge goi 1a mot luat két hop hiru ich cao néu nhu do tin cay hitu ich cua luat R
khong nhé hon dé tin cdy hitu ich ti thiéu (min_uconf) do ngudi dung dua ra. Do tin cay hiru ich tbi thiéu cia luat R
luv(X, XY)

dugc dinh nghia 1a: uconf(R) =
u(x)

_ Dbinh nghia 9 (Khai pha luat két hop hiru ich cao) [13]: Khai pha luat két hop hiru ich cao 1a mot qua trinh di
tim tat ca cac luat két hop du:(_)rc suy dien tir cac tdp muc hitu ich cao thda man dd tin cay hitu ich cua luat khong nho
hon @6 tin cay hitu ich toi thiéu.

Cho HRp, 1a mot tap chira cac luat két hop hiru ich cao thi: HRy ={R: X —Y |uconf(R) >min_uconf}.

Bang 5. Tap HRp duoc khai thac tir tdp Hp trong bang 4 vai min_uconf = 80%

Rules Uconf(%) Rules Uconf(%) Rules Uconf(%) Rules Uconf(%)
A—C 100 F—E 90 A—CE 100 AE—C 100
C—A 100 E—-F 81 F—DE 80 DF—E 100
D—E 100 AC—E 100 C—AE 100 CE—A 100

I1l. THUAT TOAN AN LUAT KET HQP HUU iICH CAO NHAY CAM HHUAL

1. An luit két hop hiru ich cao nhay cim

Pinh nghia 10 (T4p luit két hop hiru ich cao nhay ciam): Cho R < HR, 1a mot luat két hop hiru ich cao
nhay cim thi tap luat két hop hitu ich cao nhay cam dugc dinh nghia: HRS, ={Rs |Rs = HRy}. Nhu vay,
HRS; c HR,.

_ Pinh nghia 11 (An luat két hop hiru ich cao nhay cam): An lujt ke:':t hop hiru ich cao nhay cam la qua trinh

chuyén d6i co s¢ dir liéu giao tac D thanh D’ ma dam bao rang cac ludt R van dugc khai thac tr D’ ngoai trur Rg, tirc
HR, =HRp \HRS;.

Pinh nghia 12 (Bang chi muc nhay cam): bé tang tdc do tinh toan do tin cdy hiru ich cua luat nhay cam
Rs : X =Y vaxac dinh giao tac myc tiéu trong qua trinh an luat Rs, cAn xay dung mot bang chi muc chira cac 1D cta
cac giao tac chua XY cua cac luat Rg:X —Y e HRSy. Bang chi muc nay dugc dinh nghia nhu sau:
iTable<«{T, | XY =T, AT, € D}.
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Vi du: Cho HRSy ={A—C, A— CE,BE — D} thi iTable duoc xac dinh tir co s¢ dit liéu ¢ bang 1 nhu
trong bang 6.
Béng 6. Bang iTable

Itemset Transaction IDs
AC T1,T5
ACE T1,T5
BED T3

2. Muc tiéu ciia 4n luit két hop hiru ich cao ngay cam: Dé dam bao qua trinh 4n ludt gy ra it hi¢u ing phu nhét, cu
thé han ché toi thi€u cac van dé sau:

- Sinh luat ma: Luét khong khai thac dugc tr D nhung khai thac dugc tr D,

- Mt luat: An di cac luat khong phai 1a luat nhay cam.

- An saj luat: Khoéng an dugc luat nhay cam.
3. Phuwong phap an luit két hop hiru ich cao nhay cam: Dé an mot luat nhay cam Rg:X—Y, ¢6 hai cach tiép can:

1) Giam d¢ hiru ich cua tap muc XY xudng dudi d¢ hiru ich i thiéu ¢¢ XY ¢ H, dé thyc hién diéu nay can
sire} sb luong cta B hodc E hodc ca hai trong cac giao tac ﬂChl:Ya XY, vi du 4n Rs:B—E, néu stra B trong giao tac Ts tir 4
xuong 3, khi d6 u(BE)=17<min_util nén B—E khong thé dugc sinh ra, tuy nhién cac tdp muc B, BE, BF, BDE,BFE

cling bi 4n theo va tat nhién cac luat duoc sinh ra tir cac tap nay cling khong duoc sinh ra. Nhu vay, hiéu ing phu do
phuong an nay gay ra la rat 16n.

2) Giam d6 tin cdy hiru ich cia luat Rs xudng dudi do6 tin cdy hitu ich t6i thiéu, tuc

Uconf(Rg : X — ) = WX XY)

) <min_uconf . Bé thuc hién diéu nay c6 hai phuong an:
u

+ Phuong 4n 1: Tang mau sb (tte ting u(X)) 1én bang cach chén thém maot giao tac chi chira muc X véi sb luong
luv(X, XY)

<min_uconf.
u(x) -

ctia mdi muc trong X sao cho

Nhan xét: Poi véi phuong an nay cé vu diém 1a an dugce tat ca cac luat nhay cam, nhung c¢6 nhuge diém lam
tang kich thudc cia co so dit liéu va co thé sinh ra luat ma.

luv(X, XY)
u(x)

+ Phuong 4n 2: Giam tir s6 (tc giam luv(X,XY)) sao cho <min_uconf . Bé giam luv(X,XY) c6

hai cach:
- Mot 1a stra muyc trong tdp muc X & cac giao tac chira X nhim muc dich giam luv(X,XY).

Nhén xét: Khi luv(X,XY) giam kéo theo u(X) cling giam lam cho thuat toan hoi tu cham, ngoai ra trong trudng
hop d6 tin cdy hitu ich cta luét 1a 100% s€ khong hdi ty.

- Hai 1a giam s6 giao tac chira XY tirc x6a muc trong Y dé cho luv(X,XY) giam xudng nhung u(X) khong giam
theo.

Nhén xét: Uu diém cua céch nay la an duoc tat ca cac luat nhay cam, nhung cé thé 4n nham nhiéu luit khong
nhay cam néu nhu viéc chon giao tic dé x6a muc va muc can x6a khong phu hop. Bdi vi, khi x6a muc

X; €Y AXY €T iim» & ddy Tyictim 12 giao tic dugc chon dé x6a muc X;, khi d6 luv(X,XY) s& giam xudng con
luv(X, XY) - Zu(xi » XY, Tictim) va céac tap muc Z D XY AZ €Ty cling bi anh huong va gia tri hiru ich

Xiengvictim /\Tviclim eb
cta ching giam xubng con U(Z) —U(Z, T, ) - Nhu vay, phuong an t6i wu dé lyu chon giao tic muyc tidu va muc
muc tiéu nhu sau:
- Chon giao tic muc tiéu: Voi ludt nhay cam Rg : X —Y , chon giao tac c6 luv(X, XY,T,) nho nhit trong s6
. ) . luv(X, XY,T
cac giao tac thugc tap giao tac chua XY co %
u

giao tac nay ta chon giao tac c6 luv(X, XY, T,) 16n nhit trong cac giao tac thudc tap giao tac chira XY.

>uconf(Rg : X —Y)—min_uconf, néu khong ton tai

- Chon muc muc tiéu: Chon muc c6 gia tri hitu ich nhé nhat trong tap muc Y cta giao tdc muyc ti€u.
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3. Thuat toan HHUAL

Mo ta thuat toan:

- Input: D: Co so dit ligu gido tac gbe, HRSp : Tap ludt két hop hitu ich cao nhay cam, min_uconf: Do tin ciy
hitu ich toi thiéu.

- Output: D’: Co sé dit liéu sau khi duoc sira dé an luat két hop hitu ich cao nhay cam.

Buge 1: Tur co s dir liéu D va tap luét két hop hitu ich cao nhay cdm, xdy dung bang iTable (néu trong dinh
nghia 12) nham han ché truy xuat dén co so dit liéu D trong qua trinh an luat.

Buéc 2: Duyét qua timg Rq € HRS,, voi mdi Rs thuc hién cac budc sau:

Budre 2.1: Tinh do sai khac dr gitra uconf(Rs) va min_uconf (dr = uconf(Rg) —min_uconf ); Tao ra mdt co
s8¢ dit 1iéu phu DRS gdm cac giao tac chira XY cua lut R : X —Y € HRS, can 4n nham muyc dich han ché truy xuét
co so dir liéu D.

Buée 2.2: Néu dr < Othyc hién bude 3, nguoc lai thyc hién stra co s¢ dir liéu dé 4n luat, qua trinh stra CSDL
nay thuc hién qua céc budc:

Buée 2.2.1: Xac dinh giao tdic muc tiéu Tyigim. Trén DRS tim tap giao tac ung vién STvictim la céc giao tac co
luv(X, XY,T,

WVEX, XYV Te) e Néu S,
u(x)

Tictim ¢ victim —

L 2t Tigim =min{luv(X, XY, T) [ XY =T AT, €Sy

_}. nguoc lai néu
=max{fluv(X, XY, T)| XY =T, € Dg_}.

Buée 2.2.2: Xac dinh myc muyc tiéu tir giao tdc muc tiéu da tim dugc ¢ bude 2.2.1. Tim muc X; €Y c6
U(X;, Tyigim ) 06 nhat.

Buée 2.2.3: X6a muc muc tiéu da tim dugc & bude 2.2.2 ra khoi giao tic muc tiéu; tinh lai dr; cap nhat lai
iTable va Dg_

Buwéc 3: GO bo Rs ra kho HRSp, quay lai budc 2.

Muc tiéu cua viéc lya chon giao tac muyc tiéu la giam ti da giao tac bi sua ddi khi 4n luat va muc tiéu cta lya chon
muc muc ti€u trong giao tdc muyc ti€u dé stra 1a chon muc cé gia tri hitu ich thap nhat dé giam toi da tac dong dén cac tap
muc chtra muc tiéu. Chinh vi thé, trong budc 2.2.1 néu ton tai STvictim thi sb giao tac can stra dé an lut 1a mot giao tac nén
ta chon giao tac co luv(X, XY, T,) nho nhét, truong hop khong ton tai Sy, thi sO giao tic can stra dé an luat 1a nhiéu
hon mét giao tac nén ta chon giao tac co luv(X, XY, T.) 16n nhit dé giam s lugng giao tic bi tic dong.

Chay thuat toan v&i CSDL trong bang 1, véi luat cin 4an la E—F: Tap giao tic muc tiéu
STvicﬁm ={T,,T,,T;,T,, T, }, suy ra Tyicim=T7 va muc muc tiéu can xo6a 1a F. Két qua luat E—F duoc an va céac luat bi an
nham 1a F—DE va DFE—E.

4. Két qua thue nghiém

- Mo ta cac co s¢ dir liéu va hé thong chay thuc nghiém: Co s¢ dir liéu Foodmart [13] gbm 4141 giao tac,
1559 muc, giao tac dai nhat c6 11 muyc, sé muc trung binh trong mdi giao tac 1a 4 muc. Hé théng may tinh c6 cau hinh:
CPU Core 15 2.4GHz, RAM 4Gb, Windows 10.

Ngudng t6i thiéu dugc duge thiét 1ap: min_utility = 8000, min_uconf = 60%.
- Két qua chay thwe nghiém:
Téng $6 tap muc hitu ich cao dugc sinh ra: 769. Téng ) luat Kkét hop hitu ich cao dugc sinh ra: 4147009.

Tap luat nhay cam dugc lya chon ngdu nhién tir tap cac luat két hop hitu ich cao dugc sinh ra tir CSDL gém 3
tap: tap co 3 luat, tap co6 4 luat va tap co6 5 luat. Ket qua an luat nhu sau:

Bing 7. Két qua sau khi 4n luat véi HHUAL

S6 luat | % ludt % % luit 4n
Databases R N
can 4n 4n sai ludt ma nham
Foodmart 3 0% 0% 7,5%
4 0% 0% 9,1%
5 0% 0% 15,4%
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IV. THAO LUAN
1. Han ché ciia thuat toan HHUAL

Két qua thuc nghiém cho théy ti 1¢ cac hiéu ing phu gy ra gdm cac luat bi an nham la twong dbi cao. Mic du
phuong phap chon giao tac muc tiéu va muc myc tiéu ciaa HHUAL duya theo tiéu chi han ché t6i da sb giao tac va sb
muc bj can thiép dé sira dir licu nham muc dich han ché hiéu mg phu cua qua trinh nay gdy ra. Tuy nhién, phuong
phap nay khong xét dén yéu td tac dong 1én tat ca cac tap trén toan bdo CSDL, nén trong mot s6 trudng hop s6 giao tac
va s0 muc bi tdc dong it lai gay ra hi¢u ung phu nhiéu hon.

2. Pé xuit huéng tiép can an luat két hop hiru ich cao nhay cim dua trén Gian giao

Duya trén ly thuyet gian [11], Hai Quoc Le [8] dé xay dung duoc gian giao cua tap myc phd blen va dua bai toan
an luat két hgp phd bién vé bai toan bao vé gian giao dé dam bao trong qua trinh stra d6i dir lidu dé 4n luat, han ché tdi
thiéu gy anh huong dén cac ndt trén gian giao lam thay d6i cu triic ciia gian. Cac nut dé bi tac dong manh lam thay
dbi gian d6 chinh 1a cac nut c6 d6 hd trg thap ¢ phia trén cua gian. Téc gia ciing da chimg minh dugc cc nat c6 d6 hd
tro thép nhét & trén gian chinh la cac nat thude tap sinh cta tap muc phé bién. Nhu vay, dé bao vé gian can bao vé cac
nGt thudc tap sinh cua tap muc phé bién. Dua trén tinh cht nay tac gia da d& xuét thuat toan hueristic c6 tén 1a HCSRIL
dé an luat két hop phd bién nhay cam. Két qua thuc nghiém cho thdy HCSRIL 1am viéc tdi wu hon nhidu thuét toan
trude do.

Vi tap phd bién thoa mén tinh chit Apriori nén ta dé dang xay dung dugc gian tir tap phd bién, con ddi véi tap
muc hitu ich cao thi khong thé xay dung duogc gian vi né khong thoa man tinh chit Apriori. Tuy nhién, ta c6 thé xdy
dung duoc gian cia tip muc c6 trong sd hitu ich cao vi n6 thoa min tinh chét phan don diéu (Tinh chat 3), hinh 1 1a
gian giao cua tap muc co trong sd hitu ich cao duge xay dung tir bang 3.

Chung ta thy rang tap muc hiru ich cao ludn ludn 1a tip muc c6 trong s hiru ich cao, nhung nguoc lai thi
khong dung. Nhu vdy, gian cua tdp muyc c6 trong s hitu ich cao luén chira tip muc hitu ich cao (Tinh chét 4). Do do,
dé bao vé céc tap muc hiru ich cao trong qua trinh 4n luat thi can phai bao vé cac tdp muc co6 trong s6 hitu ich thép dé
han ché viéc 1am thay d6i gian. Nhu vay, déi véi bai toan 4n ludt két hop hitu ich cao nhay cam chung ta c6 thé ap

dung k¥ thuat 4n ludt & trong [8].
40/38

40/10 \40/21 112/22 72/22
Hinh 1. Gian giao cta tdp muc c6 trong $6 hitu ich cao trong bang 3 (nut vién d4m la nut coa tap muc hitu ich cao, bén trong mdi

nut 1a gia tri cia TWU/Utility cta tdp muc)

Dua vao 1y thuyét gian trong [11], ching t6i trinh bay lai mot s6 vin dé vé 1y thuyét gian va tir 46 xay dung gian
giao cua tdp muc trong trong so hiru ich cao nhu sau:

Cho (L; <) 1a mét tap hop sip thtr tw. Ta noi (L; <) 1a mot gian néu ton tai chan trén t6i thiu va chan duéi tbi
dai v&i moi a, b e L, tirc ton tai sup(a,b)=awvb va inf(a,b)=ab.

Cho (A;0) 1a mot dai s6 voi toan tir hai ngdi 0. Dai sé (A;0) 1a nira gian néu 0 I&:
(1) Liiy déng: ara=ava ava=a.
(2) Giao hoan: anb=bAava avb=bva.

(3) Kéthop: an(bac)=(arb)acvaav(bvc)=(avb)vc.
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Mot dai s6 (L;A,v)1a mot gian néu L 1a mot tap hop khac rdng, (L;A) va (L;v) 1a nira gian va thoa man luat
hap thu: av(asb)=a va an(avb)=a.

Cho U 1a mot tap hop sip thtr ty hitu han khac réng. Ta ki hi¢u Poset(U) 14 ho toan thé cac tap con cia U véi
thir ty by phan 1a phép bao ham <. (Poset(U);<) 1a mot gian véi sup(X,Y) =X UY va inf(X,Y) =X NY . Néu
LcU va (L;<)la mét gian thoa man tinh chat sup(X,Y)=X UY va inf(X,Y)=X NY véi moi X, Y thi
(L; <) duge goi 1a mot gian tap hop.

Cho L=(L;<), néu L thoa man inf(X,Y)=X MY v&i moi X, Y thi L dugc goi la mét gian giao. Ta cd, giao
ctia cac phan tir trong gian (L;<) thuge L. Hay néi cach khac gian giao (L;<) dong véi phép giao.

TAp cac tip muc 6 trong s6 hiru ich cao tao nén gian giao: Cho HTWUp 1a mét tap cla cic tip muc c6 trong
s6 hiru ich cao dugc khai thic tir co s dit liéu D. Theo tinh chat phan don diéu TWU, néu X,Y € HTWU  thi
X MY e HTWU . C6 thé suy ra dwgc HTWUp, 1a mot gian giao. Tap sinh cia HTWUp ky hiéu la Gen(HTWUp) la

tap nho nhét trong cac tap muc cia HTWUp sao cho mdi tap muc cia HTWUp duoc sinh ra béi giao ciia mot ) tap
muc trong Gen(HTWUp). N6i cach khac:

HTWU, = {X|X= N Y*Y*ecGen(HTWU ,)}

keN”

Tap Gen(HTWUp) c6 thé dwoc tinh nhu sau:

Gen(HTWU ) ={X e HTWU , | d(X) <1}, & day d(X)=|{Y e HTWU ;| X <Y}
V6i mbi HTWUp, tap chira tit ca tap muc cuc dai cia HTWUp dugc goi 1a Coatom(HTWUp)
Coatom(HTWU ) = MAX (Gen(HTWU ,))

Mbi tap muc X € HTWU 5, Gen(X) ={X \ I, I, € X,k =1...| X [} 1a mot tap sinh ctia Poset(X)\{X}.

Theo tinh chit phan don diéu TWU, nhing tdp muc dwoc chia trong tap Gen(HTWUp) ¢6 trong s6 hitu ich nhé
nhét trong HTWUp, vi thé cac tap muc nay la cac tap muyc d& bi ton thuong nhét khi giam gia tri hiru ich. Hon thé nira
néu mdi tap muc cua Gen(HTWUp) la tép c6 trong so hitu ich cao thi tat ca cac tap muc cua HTWUp la 6 trong so httu
ich cao. Do vy, viéc can duy tri cac nit thugc Gen(HTWUp) trén g ian trong qua trinh di 4n lut s& gitp giam t6i da
luat bi mat. Vay co thé dé xuat mot thuat toan an luat két hop hitu ich cao nhay cam giam t6i da hiéu ung phu bang
cach sir dung Heuristic bao vé Gen(HTWUp) dé gian giao cac tdp muc co trong s6 hitu ich cao bi anh hudng it nhat
trong qué trinh an lut.

V. KET LUAN

An luat két hop hitu ich cao nhay cam 12 mét bai toan quan trong nhdm bao vé tinh riéng tu cua tri thire dugc khai
pha tir dir liéu khi ching duoc chia s¢ ra bén ngoai. Trong bai bao nay lan dau tién ching toi dé xuét huéng giai quyet
bai toan 4n luét két hop hitu ich cao nhay cam. Trén co s¢ d6 chung t6i da d& xudt thuat toan HHUAL dé 4n luat két
hop hitu ich cao nhay. Qua thuc nghiém cho thiy thuét toan HHUAL 1a hiéu qua. Bén canh d6, ching t6i ciing da dé
xuat mdt hudng tiép can méi dya trén Gian giao cua tdp muc c6 trong $6 hitu ich cao dé xac dinh giao tdc muc tiéu va
muc muc tiéu dam bao han ché t&i da hiéu tng phu khi tién hanh stra dit liéu dé 4n luat.
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HHUAL: ALGORITHM HIDING SENSITIVE HIGH UTILITY ASSOCIATION RULE AND
PROPOSE AN ENHANCE APPROACH BASED ON INTERSECTION LATTICE

Huynh Trieu Vy, Le Quoc Hai, Truong Ngoc Chau

ABSTRACT: Hiding sensitive high utility association rule (HSHUAR) is an important problem in privacy preserving data mining.
This problem aims at protecting sensitive high utility association rules discovered from databases from being revealed when sharing
them outside the parties. The target is to distort data in such a way that the sensitive rules are hidden while the side effects caused
by data distortion are minimal. HSHUAR is different from hiding sensitive popular association rule (HSPAR) because HSPAR based
on support and confidence constraint while HSHUAR based on the utility and utility confidence constraint. In this paper, we
propose an algorithm, entitled HHUAL, for HSHUAR. By analyzing this algorithm, we propose an enhance approach which can be
applied to reduce the side effects of hiding process. The contributions of this paper are: (1) This is the first time an algorithm for
HSHUAR problem is proposed; (2) Intersection lattice of high weight utility itemsets is applied in order to determine victim items
and transactions for data distortion process.
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