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TOM TAT: Trong nhitng ndm gdn ddy, su phat trién manh mé ciia Internet of Things (IoT) da va dang gop phan dinh hinh xd hgi
théng tin tuong lai. loT thay doi cdch tiép cdn va iing dung cua cong nghé nhung dong thoi ciing tao diéu kién phat sinh cac nguy
co mdi vé an ninh, an toan va bdo mdt thong tin. C6 thé thdy rang véi mét méi truong da dang, phirc tap, da vt thé cung cdc chudn
két noi khong dong nhat, viéc dau tw nghién ciru xdy dung mot hé théng hoan thién vé an ninh van chua thuce sw thuyet phuc duoc
cong dong cong nghé. Trong pham vi bai viét, ching 16i sé néu ra mét cdi nhin tong quan vé méi truong IoT, cac van dé lién quan
dén gidi phdp an ninh hi¢n thoi, nhitng thdch thirc va khé khan Pphia trudc trong linh vuc ndy. Cudi bai viét ching t6i ciing dwa ra
nhitng dé xudt vé dinh hudng nghién ciru gép phan hoan thién co' ché an ninh ciia hé thong IoT.

Tir khéa: Internet of Things, An ninh 10T, An todn bdo mdt théng tin IoT, Secure 10T.

I. GIOI THIEU

Trong mdt vai nam tro lai déy, thuat nglr Internet of Things (IoT) dugc nhic dén kha nhiéu va nhén dugc sy quan
tim manh mé& cua cong ddng cong nghé [1]. ToT 1a mot hé théng trong d6 mdi dd vat déu duoc cung cap mot dinh danh
riéng, co kha nang truyén tai, trao doi thong tin, dit liéu qua mdt mang duy nhét. Su bing nd cia Internet, sy mé rong vé
quy mo cua thi trudong cong nghé di dong, thi trudng phdn mém va hé nhung da tao dong luc thuc ddy manh mé sy phat
trién cta IoT. Theo dy doan ciia cic chuyén gia thi dén ndm 2020 s& c6 khoang 50 ti thiét bi dugc két ndi mang bao gdm
ca cac thiét bi dan dung va cac thiét bi phuc vu cho cac muc dich chuyén biét nhur qudc phong an ninh [2]. RS rang, IoT da
va dang dong mot vai trd quan trong trong viéc thay doi xa hoi thong tin trong twong lai.

Tuy viy, véi mot hé sinh thai phtc tap, IoT ton tai hang loat 16 hong an ninh c6 thé bi khai thac va gdy anh huong
truc tiép dén dir liéu riéng tu ciia ngudi sir dung. Mot nghién ctru gan day cia OWASP (Open Web Application Security
Project) [5] da chi ra rang 75% thiét bj IoT bao gdm ca cac thiét bi dugc tich hop trong giao thong tur hanh, cac hé thong
gi4m sat, nha thong minh c6 nguy co bi tin tic tin cong va xam hai. Cac phuong phap bao mat truyén théng nhu IPSec,
PKI, co ché trao dbi khoa Diffie-Hellman doi hoi khdi lwong tinh toan 16n va khong phu hop dé tich hop trong céc thiét bi
ToT vbn bi han ché vé hiéu ning, ning lwong va khong gian luu trit. Bén canh do, sy bit ddng nhat vé chuin giao thirc, co
s& ha tang giira cac nha san xuit ciing dan dén nhiéu kho khin ddi véi viée xdy dung mot giai phap hoan thién vé an ninh
cho mang IoT hién dai.

Muc tiéu cta bai Viét ndy la cung cép mot cai nhin téng quan nhét vé ToT, nhimg van d& an ninh lién quan dén cac
thanh phan hé thong bao gom cé thiét bi dau cu01 dinh tuyén, chuyén mach, dién toan dam may, bai viét ciing tép trung
phén tich nhimng thach thirc cAn phai giai quyét trong tuong lai, trén co so d6 ning cao nhén thirc cua cong dong cong
nghé ddng thdi mé ra nhimg co hdi hop tac nghién clru giita cac nha khoa hoc trong ca nuéc vi mot xa hoi an toan thong
tin hudng toi cudc cach mang cong nghiép 4.0.

Bai viét nay duogc t6 chirc nhu sau. Phan II gioi thiéu vé kién tric mang, kién trtc an ninh cta [oT. Phan I1I d& cap
dén co ché bao mat, gidi phap an ninh mang dang dugc sir dung va nhitng van d€ ton tai. Phan IV dé xuat mét so dinh
hudng nghién ctru trong mai trudng IoT. Phan V dua ra mot s6 nhan xét danh gid cua nhom tac gid va két luan.

I1.TONG QUAN VE INTERNET OF THINGS (10T)

Den nay, Internet of Things (loT) khing dinh dugc budc tién ciia minh nhd sy hdi tu cta nhiéu cong nghé, bao
gdm truyen tai vo tuyén hién dién day dac, phén tich dir liéu thoi gian thue, hoc may, cam bién hang héa va hé thong
nhung Diéu nay co nghia la tat ca cac dang thirc ctia hé théng nhung ¢ dién, nhu mang cam bién khong day, hé thong
diéu khién, ty dong hoa (bao gdm nha thong minh va ty dong hoa cong trinh),...déu dong gop vao viée van hanh loT [3].

A. Kién tritc hé thong IoT
Trong [4], Yashaswini d mé ta kién tric tong quat ctia IoT bao gom 4 thanh phan co ban nhu minh hoa tai Hinh 1.

Cac vat thé két ndi Internet (Things) dé cap dén céac thiét bi co kha nang két ndi, truyén thong tin va thyc hién
nhiém vy dugc xac dinh cta né nhu ddng hd, dién thoai thong minh, db gia dung, dén chiéu sang, do ning luong hoic cac
thiét bj cam bién dé thu thap thong tin khac.

Céc Gateway dong vai tro 1a mot tram trung gian, tao ra két ndi gitra cac vat thé véi dién toan ddm may mot cach
bao mat va de dang quan ly. No6i cach khac, Gateway la ctra s6 ctiia hé thong IoT ndi bo véi the gidi bén ngoai. Cac cong
ngh¢ truyén dit li€u dugc st dung nhu GSM, GPRS, cap quang hodc cac cong nghé internet khac.
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Ha téng mang va dién toan dam may (Network and Cloud): Co s6 ha tang mang bao gdm thiét bi dinh tuyén
(Router), chuyen mach (Switch), thiép bi lap (Repeater) va nhiéu thiét bi khac duge dung dé kiém soat luu luong dir lidu,
duoc két nbi den mang ludi vién thong va trién khai boi cac nha cung cap dich vu. Trung tdm dir liéu va ha tang dién toan
dam may bao gdm mot hé thong 16n cac may chu, hé thong luu trir va két ndi cac mang 4o hoa. Cong nghé khong day nhu
Bluetooth, Smart, Zigbee, subGhz, Wi-Fi gitip tao ra két ndi giira cac thiét bi hodc giita thiét bi voi mang Internet. Hé
thong diéu khién dugc st dung dé giam sat cac mang IoT thong qua cong nghé khong day, c6 thé 1a mot thiét bi chuyén
dung nhu diéu khién tir xa (Remote), dién thoai théng minh (Smartphone) va may tinh bang (Tablet).

Cac l6p tao va cung cép dich vu (Services-Creation and Solutions Layers) gdm cac API (Application Progmraming
Interface) hd trg cho cong tac quan 1y, phan tich dir liéu va tan dung hé thdng tai nguyén sin c6 mot cach hidu qua va
nhanh chong.

Léo tme dun * Dich vu théng tin c4 nhan; Giao thong thong minh; g - )
Op ung dung Kiém soat moi truong.. <:|
oA . P N . Héthéng
Dbién todn ddm may; May tinh thong minh... <:[ quan 1y bao
T . A . mat an toan
Lép man * Mang thong tin di dong; Luéi truyén hinh vé tinh, co thc‘)ng tin
Op mang so ha tang mang va céc giao thirc truyén thong... <:[ mang
|

Hinh 1. M6 hinh kién trac an ninh trong loT

B. Kién triic an ninh trong IoT

Ciing nhu céc hé thong truyén thong khac, muc dich cudi ciing ciia an ninh trong IoT 1a ¢am bao tinh bao mat, toan
ven, tinh sin sang, xac thuc dir liéu va thong tin. Trong co ché nay, kién tric an ninh trong IoT c6 thé chia thanh 4 phan
chinh véi cac yéu cau khac nhau nhu mé hinh trong Hinh 2 dé duy tri tinh bao mat va dam bao an toan thong tin cho
ngudi str dung.

Tang cam quan thyc hién thu thap thong tin vé cac thude tinh ddi tuong va didu kién méi truong tir cac thiét bi cam
bién. Yéu cau vé an ninh tai ting nay bao gdm (1) Chimg thuc (Authentication) giip ngin chin céc truy cap bat hop phép
vao hé théng IoT; (2) Ma hoa (Encryption) dam béo tinh bao mat khi truyén tai thong tin va (3) Thao thuan khoa (Key
agreement) duoc thue hién trude khi ma hoa dé cung cip cac kha nang an ninh mang ning cao. Céc khoa hang nhe c6 thé
duoc str dung dé ti wu hoa viée st dung tai nguyén va ning cao hiéu ning cua hé thong.

Tang mang truyén tai thong tin dya trén co' s¢ ha tang mang co ban nhu mang Internet, mang truyen thong di dong,
v€ tinh, mang khong day va cac giao thic truyén théng. Cac co ché bao mat hién tai kho c6 thé ap dung dbi véi tang nay.
Nguyén nhén chinh 14 do cac thiét bi IoT c¢6 ngudn ning lugng thap, d& ton hao, kha ning tinh toan han ché dan dén kho
khan trong viéc xtr 1y cac thuat toan véi do phire tap cao [6].

Tang hd tro duge t6 chirc theo nhidu cach thirc khac nhau, pht hop véi dich vu cung cap nhu phan tai va xi 1y dir
liéu. Tﬁng hd trg c6 thé bao gf‘)m ph?ln sun (Middleware), M2M (Machine to Machine) hoic nén tang dién toan dam may.
Hau hét cac giao thirc mi hoa, ki thuat bio mat, phan tich ma doc déu duogc trién khai tai ting nay [7].

Téng (mg dung tao ra cac tng dung ngudi dung. Dé giai quyét vin d& an toan tai tAng ndy, cin quan tdm hai vén
dé&: (1) Chirng thuc va thoa thuan khoa bét ddi ximg qua mang; (2) Bao vé quyén riéng tu ciia ngudi ding. Ngoai ra, cong
tac quan Iy nhu quan 1y mat khau ciing can nhan dugc sy quan tim dic biét.

Lép tng dung * X&c thuc va thoa thuén khda; Bao vé su riéng; Pao tao va quan ly bao mat

« An toan tinh toan da nhdm; An toan dién toan dam may; Anti virus

+Binh danh, xac thic; Chéng DDOS; Co ché ma héa; An ninh thang tin lién lac

L&p cam quan « Cong nghé mé héa nhe; Bao vé dit liéu cam bién; Thoa thuan khoa

Hinh 2. M6 hinh kién trac an ninh trong loT

Nhur d thao luan, viéc phat trién cac giai phap IoT an toan du cudi doi hoi mot cach tiép can toan dién bao gom
nhiéu cip do va két hop cac tinh ning bao mat quan trong giita bon 16p: Thiét bi, Truyén thong, H3 trg va Ung dung. CO
thé thiy rang, dam bao an toan an ninh trong IoT 14 mdt van d& phirc tap va nhiéu thach thirc. Cac co ché va k¥ thuat hién
6 s& duoc dé cap chi tiét hon & ph?m sau.
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Il. CO CHE BAO MAT VA NHUNG THACH THUC AN NINH TRONG 10T

Bén canh sy phat trién manh mé ctia IoT, vén d& an ninh ngay cang dong vai trd quan trong, nhim dam béo an toan
cho thong tin khach hang ciing nhur ngin chin viée truy cap diéu khién trai phép thiét bi, dwa trén md hinh kién trac cta
10T, phan nay cua bai viét gidi thidu cac giai phap an ninh dang dugc sir dung hién nay, dong thoi ciing néu ra nhing vn
dé con ton tai, nhirng thach thirc dé canh bao nhim nang cao tbi da hi¢u qua an ninh va tién loi cho ca nha san xuat ciing
nhu ngudi su dung.

A. Phwong phdap ma hoa

Yéu cau co ban ctia mot hé thong an ninh 1a dam bao thong tin dugc ma hda mot cach an toan va khong dé dang bi
khai thac. Thuc hién duoc viée ndy can cac thudt toan c6 do phirc tap cao, nhung ciing can déap (mg cac van dé vé hiéu
suat xir 1y ctia thiét bi [8]. Trong d6 ma héa d6i ximg va ma hoa bat dbi xtng 1a hai thuat toan phd bién nhat. Mot sb hé
thdng bao mat hién dai sir dung két hop ca hai thuat toan nhdm tan dung cac wu diém cua chung.

M hoa dbi ximg (Symmetric Encryption) [8] [9] nhu AES (Advanced Encryption Standard) [10], Triple DES
(Triple Data Encryption Algorithm) [11] hogc IDEA (International Data Encryption Algorithm) [12] 1a nhitng k¥ thuat st
dung chung mot khoa bi mét. Uu diém cua né 1a khdi lugng tinh toan it phit hop cho cac thiét bi cau hinh thap. Tuy nhién
mé hoa ddi xtmg c6 tinh bao mat khong cao [13].

Mai hoa bt d6i ximg (Asymmetric Encryption) [14] 14 thut toan sir dung mot cap khoa, khoa cong khai va khoa
ca nhan. Khoa cong khai duoc ding ma héa con khoa bi mét duoc ding giai ma. Ma hoa bat dbi xing phd bién nhu RSA
¢6 @0 phirc tap va khdi lugng tinh toan 16n hon nhiéu 1an so véi ma hoa d6i ximg [9] [15]. Thuat toan trao doi khoa Diffie-
Hellman cho phép thiét 1ap mot khoa bi mat chung dé ma hoa dir liéu trén kénh truyén thong khong an toan [16].

Bang 1. So sanh mi hoa ddi xtng va bit dbi ximg

M3 héa doi ximg M4 hda bit dbi xirng

Dic diém khoa Dung chung 1 chia khéa cho qua trinh m& hda va giai ma. Néu ding public key d& mi hoa thi private key
s& ding dé giai ma va nguoc lai.

Uu diém Toc do ma hoa va gidi ma nhanh. Str dung khoéa don gian. Khé néng an toan cao hon khda doi xting.

Han ché Khé khan trong viéc lya chon, phan phoi va luu trit khoa tin | Khoi lwgng tinh toan lén trong qua trinh ma hoa

cay. Giai phap “thoa thuan” secret key chua an toan. Khdng | va giai ma. Téc d6 ma hoéa cham, tbn nhiéu chi

dung dé xac thyc hay muc dich chdng thoai thac dugc.

phi. D& bi loi dung tin cong vao khda cong khai

Bang 2. So sanh mot sb thuat toan ma hoa ddi xing va bat dbi ximg co ban

U'u diém

Han ché

AES [17] (Advanced Encryption Standard): AES
1a mot thuat toan “mi hoa khéi” (block cipher)
d6i xtmg voi do dai khoa 1a 128 bit, 192 bit va
256 bit.

Toc d6 thuc hién cao, chiém it tai nguyén
AES c6 m ta toan hoc don gian, cau tric
rd rang.

Pugc xép vao nhom Tiéu chudn vé an
toadn théng tin

AES khong du an toan doi véi
dang tin coéng kénh bén (side
channel attack).

CAu trc toan hoc ciia AES ¢6 mé
ta toan hoc kha don gian.

Triple DES [18] (Triple Data Encryption
Algorithm): DES 1a mot thudt toan khbi dbi xung
v6i khdi 64 bit va khoa 56 bit, 3DES ding khoa
gbm 3 khéa DES.

Triple DES duoc 4p dung phd bién hon
v6i viéc thuc hién 3 lan DES lam ting d6
phiic tap va tdng kich thudc cua khéa
hon. Do d6, chiéu dai méa khéa s& I6n hon
va an toan s€ cao hon.

Thuat toan dugc tin tuéng la an
toan trong thuc tién mac du trén
ly thuyét phuong phap nay van
c6 thé bi pha.

IDEA [19] (International Data
Encryption Algorithm): Phuong phép ma
khéi d6i xing sir dung 128 bit khoa dé ma
khdi dix liéu 64 bit.

IDEA dat duoc 3 yéu ciu co ban cua cac
thuat toan an toan: (1) B9 an toan cua
khdi; (2) b6 dai khoa; va (3) Do phuc tap

Thuat toan van c6 thé bi khai pha
theo ly thuyét.

RSA [20] (Rivest-Shamir-Adleman):
RSA 1a mét thuat toan mat ma bét ddi xing,
ma hda khda cbng khai. Thuat todn RSA cé
hai khéa: khoa cdng khai va khda bi mat.

Trong céc két n6i VPN RSA thuong dugc
dung dé ma hda cac “session key" gilp
qua trinh trao ddi cic secret keys dugc
don gian va dé dang, bao dam duoc tinh
x&c thye cling nhu tinh toan ven di liéu.

Toc do0 md dich khéng nhanh
I5m. Chinh nhugc diém nay lam
cho cac hé mat ma khoa céng
khai khé dugc dung mot cach doc
lap.

Diffie-Hellman [21]: La thuat toan
bat ddi xung, thiét 1ap bi mat chung dé trao
d6i dir lieu an toan trén mot kénh truyén
thdng, bang cach tao ra shared private key.

Néu quan tri khéa mét cach hop ly c6 thé
chéng lai cac méi de doa nhu: 16 khoa bi
mat; nhiing thao tac khéng dugc phép
trén khoa cong khai va khoa bi mat.

C6 kha nang tim ra dugc khoa bi
mat. M&i quan hé giita 2 khéa
hay diém yéu cua thuat toan cho
phép giai ma khong can khoa.

Trong cac hé thong hién dai, bao mét thong tin dugc thyc hién dya trén hai co ché End-to-End (E2E) va By-Hop.
Trong co ché E2E (thuong duoc dp dung & tang g dung), viéc ma hoa va giai ma chi duoc tién hanh boi bén giri va bén
nhén. Véi co ché By-Hop (thuong duoc 4p dung ¢ tang mang), viéc ma hoa va giai mi s& dugce thuc hién theo timg ching
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[22]. D6i v6i moi truong IoT, tang mang va tang mg dung ¢ quan h¢ mat thiét voi nhau. Thong thudng, E2E duoc sir
dung véi cac yéu cau bao mat cao va By-Hop c6 thé dap tmg cac yéu cdu bao mat & mirc thip hon [22].

B. An ninh thong tin truyén thong

Lép truyén thong két ndi dam bao dir liéu dugc truyén/nhan an toan du tai 16p vat 1y (Wifi, 802.15.4 hoic
Ethernet), 16p mang (IPv6, Modbus hoac OPC-UA) hodc 16p ting dung (MQTT, CoAP, web-sockets). Cac giai phap an
ninh d dugc sir dung trong 16p nay co thé duge ké dén nhu (1) Giai phap bao mat tap trung vao dit liéu (data-centric) dam
bao dir liéu dwoc ma hoa an toan trong khi chuyén tiép ciing nhu & trang thai nghi sao cho ngay ca khi bi chan, dir liéu
ciing chi ¢6 ¥ nghia v6i ddi tuong sir dung 13 nhitng nguoi c6 khoa ma héa chinh xac dé giai ma; (2) Giai phap st dung
tuong lra va cac hé thong ngan chin xam nhap dugc thiét ké dé kiém tra cac ludng luu lugng cu thé tai dau cudi thiét bi.
Mot sb van d& an ninh can luu ¥ trén 16p nay:

Thiét 1ap két ndi voi dam may: Viée mé cong tuong lira chi can thiét khi két ndi dén mot dich vu nao d6. Thiét bi
duoc didu khién tir xa thong qua thiét 1ap kénh truyén 2 chiéu giira chiing va dam may, c6 thé xem xét sir dung mang riéng
40 (VPN) dé truy cép vao thiét bi IoT, diéu d6 ciing ddng nghia véi viéc cho phép cac dich vu, c4 nhan hodc mot mang
khac tac dong vao céc tai nguyén bén trong mang.

Béo mat thong di¢p: Cac giao thiic bac thép dua trén thong di¢p la lua chon tt cho cac thiét bi IoT voi céc tly
chon cho viéc ma hoa hai lan (Double Encrypt), xép hang, loc va tham chi chia sé vdi bén thur ba. Véi viéc danh nhan
chinh x4c, mdi thong diép c6 thé duoc xir Iy theo ché dd bao mat thich hop. Truyén théng diép cing véi cac quyén kiém
soét truy cap, kha nang bao mat cua thong diép 1a giai phap an ninh can thiét trén 16p truyén thong ciia IoT.

Dé chdng lai cac thach thirc cta an ninh IoT, viéc tuan thii cic nguyén tic chinh ndy & ca 16p thiét bi cam bién va
16p truyén thdng s€ gitip giam nguy co trong twrong lai doi véi cac cau triic co ban vé hé thong an ninh IoT nhu hién nay.

TLS/SSL va IPSec 1a hai giao thirc duoc s dung phé bién nhit dé dap Gmg cac yéu ciu vé an toan an ninh nhu tinh
toan ven (thong tin khong bi thay dbi trong qua trinh truyen) tinh xac thuc (ngudi nhan c6 thé chimg thuc duoc ngudn
gdc cua thong tin) va tinh bao mat (dir liéu duoc ma hoa dé dam bao khong bi nghe trom trén duong truyén). Trong mo
hinh TCP/IP, TSL/SSL dugc thiét ké ndm & giita ting van chuyén va ting ing dung. Trong khi d6, IPSec 14 co ché bao
mat & ting Internet.

| HTTP H FTP H SMTP ‘ LT J_FTP_J| SMTP |

| TSL/SSL |
[ TCP | | TCP |
[ IP/IPSec ‘ | IP |

Hinh 3. M6 hinh bao mat IPsec va TSL/SSL

TLS/SSL [23] khong phai 1a mot giao thire don 16, ma 1a mot tap cac thu tuc da dugc chuan hoa dé thyc hién cac
nhiém vu nhu kiém tra tinh hop 1é ciia cac ching chi dugc cap phat va bao mat thong tin trong qua trinh trao doi giita may
chu va khach. Bén canh d9, cac thuat toan bam (hash algorithm) cling dugc ap dung dé dam bao tinh toan ven cua dit liéu.
Mot s phuong phap méa hoa va xéc thyc ciia SSL nhur DES, Triple DES, DSA (Digital Signature Algorithm), KEA (Key
Exchange Algorithm), MD5 (Message Digest Algorithm), RSA (thuat toan dwoc phat trién boi Rivest, Shamir va
Adleman), RC2, RC4 va SHA-1 (Secure Hash Algorithm). Viéc xac dinh thuat toan ma hoa phu hop cho phién giao dich
SSL s& duogc thuc hién trong qua trinh bét tay gitta may chu va khach. Cac tng dung sir dung TSL/SSL bao gdm NSIIOP,
HTTP, FTP, Telnet, IMAP, IRC va POP3 nhu minh hoa trong hinh 4.

Protocols secured by SSL

Applion Layer

SSL Record Layer

Transport Layer

Internet Layer

Network Access Netwwork Layer

Hinh 4. M6 hinh céu tric TLS/SSL

IP Security (IPSec) [24] 1a mot giao thue duge chuén hod boi IETF (Internet Engineering Task Force) tir nam 1998
nhdm muc dich ning cdp cac co ché mé hoa va xac thuc cho chudi thong tin truyén di trén mang bang giao thirc IP. Nhu
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minh hoa trong Hinh 5, IPSec c6 thé coi nhu phan mé rong ciia giao thirc IP va duoc thuc hién thdng nhét trong ca hai
phién ban IPv4 va IPv6. Déi véi IPv4, viéc ap dung IPSec la mot tuy chon, nhung dbi voi IPv6, giao thirc bao mat nay
dugc trién khai bat budc [25] IPSec chu yéu dua vao cac thuat toan ma hoa dbi xtmg. Mot yéu cau khong thé thiéu véi
IPSec bén canh céc yéu cau chung la bao dam tinh don nhét ctia mdi goi tin nhan va giri.
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C. An ninh dir li¢u cam bién

Nhiém vu quan trong nhat clia tAng cam bién 1a dam bao tinh riéng tu cua ngudi sir dung. Tinh riéng tu duge thyc
hién dya trén mot s6 nguyén tic co ban nhu nguoi ding phai biét rang dit lidu lién quan dén ho dang duoc thu nhan béi
cac thiét bi cam bién, ngudi ding c6 quyén quyét dinh dimg hodc tiép tuc qua trinh thu nhan, thong tin c4 nhan ctia nguoi
dung phdi dugc giit kin [48]. Dam béo cac nguyén tac trén doi hoi ki thuat 1ap trinh nhang phu hop. Bén canh céc giao
thirc bao mat hién c6 nhu dé cap ¢ phan trudc, cong tac dao tao nguoi ding vé cac quy trinh va co ché an toan an ninh
thong tin cling can nhan duoc sy quan tim dic biét nham han ché viéc xdm nhap bat hop phap hodc danh cip thong tin ca
nhén ctia toi pham mang [49]. Sau ddy 1a mot s6 van dé an ninh trén 16p thiét bi cam bién trong IoT:

Thiét bi “théng minh”: Két ndi hiéu qua va an toan phai dugc cung cip bai mot thiét bi “thong minh” ¢6 kha nang
xu ly bao mat, ma hoa, xac thyc, bd dém thoi gian, b nhd dém, proxy, tuong lia,... Do do, thiét bi phai du manh dé céd
thé hoat dong trong moi truong 10T.

Xtr 1y ¢ bién: Thiét bi thong minh cung cép suc manh, kha nang phat trién, su tién dung, hitu ich theo thoi gian, cO
thé xir 1y dit liéu cuc bo trude khi né duoc giri téi dam mdy, han ché dua truc tiép dit lidu 16n vao dam mdy, thdng tin
nhay cam khong can phai duoc giri t6i dam may ma dir lidu s& duoc xir Iy, dong goi thanh cac thong diép roi rac va duge
giri an toan dén cac dbi teong khac nhau. Viée xur 1y t6t & 10p thiét bi s& gitp ting cuong an ninh mang ludi tong thé.

D. An ninh I6p hé trg, di¢n toin ddm may

Lop hd trg dé cap dén phin mém va cong nghé phu tro cho cac giai phap IoT, noi ma dit li¢u tir thiét bi duoc thu
thap, phan tich, xt ly va hién thj theo nhiing ti€u chuén, dinh dang duge dinh nghia tir truge. L6p ho tro va déc biét dién
toan dam may duoc coi 1a nhitng yeu to then chot cho viée ap dung va pho bién rong rai cta IoT.

Céc van dé can luu ¥ vé an ninh IoT trén 16p hd trg va dich vu ddm may gém dinh danh, chimg thyc va ma héa cho
thiét bi, may méc. Nguoi dung truy cap cac dich vu dam may thuong str dung hai phuong thirc xac thuc nhu mat khau két
hop véi co ché tao mét khéu mot 1an, con ddi voi thiét bi may moc thi xir 1y cac ching thu sb chic chin dem lai hiéu qua
cao hon. Ching thu s sir dung hé thong xéc thuc bat déi ximg, khong chi xac thuc mot giao dich ma con mé hoa kénh tir
thiét bi t6i dam may trude khi xac thuc. Ngoai ra, né con cung cép ma hoa dinh danh ma rat khé dat dwoc vai user-
id/password thong thuong.

E. An ninh lop vng dung

Nhu ciu bao mit cua cac tmg dung s& khac nhau. Do d6, viéc chia sé dir lidu giita cac nén tang cong nghé can co
su théng nhét. Pay 1a mot diém quan trong phuc vu cho viée xtr 1y dit liéu 16n va kiém soat cac hoat dong nham dam bao
an ninh va d6 tin cdy cho mang 10T nhu bao vé sy riéng tu, kiém soat truy cép dir li¢u, bao vé thiét bi dién tir, ro i theo
ddi thong tin va ban quyén ctia phan mém. Mot s6 nguy co thuong gip ddi véi 16p tng dung nhu khai thac 16 hong tran bo
nhé dém, cross-site scripting, SQL injection, c4c 16i mat khau don gian hay 16 hong leo thang dic quyén va tan cong DoS.

Céc giai phap da dwoc dé xuit dé dam bao van dé an ninh & 16p ing dung nhu sau: Thir nhat, ing dung can phai sir
dung cong ngh¢ 1ap trinh an toan véi cac phz‘?m mém kiém tra, chéng virus nhdm xac dinh 15 héng dich vu va tAt ca cac loai
ma doc co thé tan cong. Thir hai, dit lidu can dugc x4c thuc, phat trién bo nhd dém dé ngin chan tin cong ti dit lidu. Thir
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ba, thiét 1ap mot co ché kiém tra phién cho hai hodc nhiéu yéu ciu tir cing mot ngudn dé han ché tin cong phat lai thong
diép. Thu tu, kiém tra ranh giéi dir liéu, md hoa dir lidu, kiém soat truy cp va cac bién phap tuong tu duoc sir dung dé
tranh 10 ri thong tin trong dit liéu nguoi dung. Bén canh do, tinh san sang ctia thiét bi, dir lidu va dich vu 1a mot khia canh
quan trong cua ng dung IoT. Co ché kiém so4t clia cdu tric chiéu doc ¢ thé bao vé cac hé thong khoi tan cong tir chbi
dich vu va tin cong tir chdi dich vu phan tan.

F. An ninh hé thong IoT trén nén ting IP

An toan an ninh thong tin 1a mot linh vuc rong 16n. B6i véi IoT, nhidu cong nghé da dugc phat trién, trong d6 tiéu
biéu 1a ZigBee [26] dugc xy dung dua trén tiéu chuan 802.15.4 cua to chirc IEEE (Institute of Electrical and Electronics
Engineers). Cong nghé ZigBee su dung song ngin va c6 hai tang gf)m tang vat 1y va tang MAC (Medicum Access
Control) [50]. Nh¢ chirc nang diéu khién tir xa khong day, truyén dir liéu 6n dinh va tiéu thy ning luong cyc thap, ZigBee
ngay cang trg nén phd bién va dugc dung trong nhiéu img dung khac nhau, dic biét 1a cac img dung nha thong minh.

Ngoai ra, nhidu giao thitc méi ciing dwoc nghién ctru dé dap tng nhu cau truyén tai, bao mat thong tin trong hé
théng ToT nhu RPL (Routing Protocol for Low-Power and Lossy Networks), UDP (User Datagram Protocol) va CoAP
(Constrained Application Protocol). CoAP [27] la giao thirc ¢ 16p tmg dung cho phep cac thiét bi IoT c6 thé giao tiép véi
nhau théng qua mang Internet. Dé dam bao viéc truyén tai dir liéu an toan, CoAP sir dung 801 tin bao mat Datagram
Transport Layer Security (DTLS). DTLS hd trg cic phuong phap mi hoa nguyén thuy véi khdi lugng tinh toan 1on. Hon
nira, n6 duoc thiét ké dé dung cho nhiing giao thirc mang vdi kich thude cua thong diép khong phai la tiéu chi quan trong
[28]. Vi thé khi ap dung két hop véi 6LoWPAN (IPv6 Protocol over Low-Power Wireless PAN), phan tiéu dé cia DTLS
can duoc nén bang cac co ché phi hgp dé dam bao hiéu nang ciia hé théng IoT nhu dé xuat [29].

C6 thé thiy ring, cac giai phap bao mat déu dugc xdy dung theo mot kich ban cu thé, khong tinh t6i kha nang
twong thich véi nhimng chuén Internet hién c6. Cac nha nghién ciru d phat hién ra mot loai 16 hong lién quan dén IoT c6
anh hudéng nghiém trong nhu Ghost, VENOM (Virtual Environment Neglected Operations Manipulation). Ghost cho
phép tin tic thyc thi cac 1énh tir xa nhdm chiém quyén diéu khién ciia may chi Linux. VENOM tao ra nhimg anh hudng
truc tiép dén chuong trinh didu khién dia mém trong QEMU [33], mdt bo gia 1ap may tinh ma ngudn mé duge sir dung dé
quan 1y may ao. Tin tac cd thé khai thac dé gui cac Iénh dac biét gay tran b nhd dém va thyc thi cac ma tuy y trong tién
trinh Hypervisor cuia thiét bi dau cudi.

Nhitng nam tro lai ddy, rat nhiéu cudc tin cong mang véi quy md 16n da xay ra trén thé gidi. Theo nhu phén tich
ctia iot-analytics.com, cudi nim 2016, cac cudc tan cong DDoS quy mé 16n vao cac may chii cia DYN (nha cung cép dich
vu DNS 16n ctia M¥) da lam suy giam nhiéu dich vu truc tuyén phd bién & My, cho thay céc thiét bi IoT c6 thé tré thanh
cong cu cho cac tin tac thyc hién tan cong mang [30]. Tai Viét Nam, cudi nam 2014, thong tin ctiia hon 1.000 camera da bi
danh cap va cong b rong rai [31]. Nguyén nhan 1a do ngudi ding chua quan tim dung mirc dén co ché bao mat va an
ninh, khong thay dbi mat khéu méc dinh cua hé théng trude khi két ndi Internet. Theo théng ké cua hing Kaspersky va
Symantec [32], tong s6 mau phin mém doc hai nhim muc tiéu dén cac thiét bi thong minh da 1én t6i hon 7.000, trong do6
hon mét nira s6 nay xuat hién vao nam 2017 va Viét Nam nam trong s6 cac nudc c6 sb nguoi dung di dong bi ma doc tan
cong nhiéu nhat thé gioi. Thoi gian vira qua, tip doan VNPT ciing ghi nhan nhidu cudc tan cong tir chdi dich vu phan tan
(DDoS) tir thiét bi IoT vao céac trang thuong mai dién tir, tai chinh, ngan hang hoéc tham chi la nha cung cép dich vu ISP
[33]. Theo thong ké cia VNPT, s6 may chii C&C (command and control) diéu khién mang bonet da 1én t6i hon 100 va co
khé ning ting cao trong cac nam tiép theo.

R& rang, IoT 1a linh vure nghién ciru tiém nang nhung ciing 4n chita nhiéu thach thirc can gidi quyét cu thé nhu sau:
Q) Kién triic an ninh 10T: Mic du van dugc duy tri mdt cach 6n dinh nhung viéc xay dung mot kién triic an toan véi cac
co ché bao mat theo chiéu sau ctia hé thong van 14 nhiém vu quan trong ma cac nha nghién ctru can phai giai quyét. (2) Co
ché trao d6i va quan 1y khoa: Day 1a co s& quan trong dé nang cao kha ning bao mat nhung ciing 1a khia canh khé khin
nhat ctia an ninh mat ma. Thuat todn hang nhe hodc céc thiét bi cam biét c6 hiéu nang cao van chua duoc trién khai trong
thuc té tao ra thach thirc thuc sy véi cong dong phat trién IoT. (3) Ludt an ninh va cdc quy dinh: Hién tai luat phap van
chua quan tam dung murc dén cac van dé k¥ thuat cua cac hé thdng IoT, dic biét 1a cac vén dé lién quan dén thong tin
qudc gia, bi mat doanh nghiép va sy riéng tu ca nhan. Dua ra cac quy dinh thic déy su phat trién IoT ding huong, manh
mg va hiéu qua la mot trong nhiing doi hoi cap thiét hién nay. (4) Yéu cau doi véi cdc ung dung dang phat trién: véi sy
phat trién cua mang cam bién khong day, cong nghé dién toan dam may, cong nghé truyén thong mang, 1y thuyet didu
khién phéi hop thoi gian thuc va RFID, IoT da va dang phat trién manh mé. Cac tmg dung cing dugc tap trung dau tu
nhung viéc thiéu quy trinh kiém dinh va danh gia tinh an toan ctia g dung da 1am phat sinh cac 16 hong bao mat méi. (5)
Céng tac quan Iy IoT chua duge thyc hién dung cach. Bén canh d6 nhimg van d& vé bao mat ciing trd nén phirc tap va kho
khin hon khi lién quan dén céc thiét bi von co rang budc chit ché vé tai nguyén va ning lugng. Thiét ké giao thirc bao mat
can cht y cac van dé nhu higu nang, giao tiép, xir Iy dit liéu va cach thirc phan manh cac géi tin dé han ché tin cong DoS.

IV. PE XUAT CAC HUONG NGHIEN CUU AN NINH CHO NEN TANG IOT

An ninh IoT luén 1a mot yéu to v cung quan trong quyét dinh su phat trién cta hé sinh thai ciia van vat két ndi
Internet. Trén thé gioi da va dang xuit hién ngay cang nhiéu nha khoa hoc, cac nhom nghién ciru, cic cong ty, tip doan
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tién hanh dau tu xay dung phat trién hé théng an ninh cho IoT, mgt s6 ¢ong trinh v& an ninh IoT tiéu biéu hién nay dang
duoc nghién ciru trén thé gidi c6 thé ké dén nhu 1a: “A Lightweight Multicast Authentication Mechanism for Small Scale
loT Appllcatlons ctia nhom tac gia Xuanxia Yao va cac cong su ndi vé xdy dung co ché xac thuc nhe cho cac ing dung
hé thong IoT quy mé nho [34]. “Access Control and the Internet of Things” ciia Vinton G. Cerf trinh bay vé cac co ché
diéu khién truy cép trong hé théng IoT [35]. “Middleware for Internet of Things: A Survey” cta tac gia Mohammad
Abdur Razzaque cung cac dong nghiép dua ra mot danh gia kha toan dién vé cac giai phap trung gian hién ¢ ddi véi
nhitng yéu cau véi hé thdng mang 10T [36]. “Lithe: Lightweight Secure CoAP for the Internet of Things ” ciia Shahid Raza
cling cac cong su dé cap tich hop DTLS vao giao thirc CoAP va cai tién cac thuat toan mi hoa thanh ma hoa nhe [37]. Dé
tai “Practical Secure Communication for Integrating Wireless Sensor Networks Into the Internet of Things” cua tac gia
Fagen Li cung cac cong su n6i dén thiét lap an toan giao tiép gitta céc thiét bi cam bién [38] Ngoai ra, mot sb cong trinh
khac tap trung vao cAc khia canh an ninh va cac van dé ddc trung cua loT, tuy nhién déu chura tao ra duge mot mo hinh
nhét quan, giai phap hoan thién cho h¢ théng IoT do yéu cau can dbi giita cac yéu té “Néang luwong - Chi phi - Hiéu qud -
An toan”.

Trén co s& nhitng han che con ton tai véi cac giai phép truyén thong da trinh bay phan truge cung voi cac hudng
nghién ciru dé va dang dugc trién khai trén pham vi toan cau, ching t6i manh dan dé xuat mot sé dinh huéng nghién ctru
b6 sung thém nham giai quyét cac thach thirc vé an ninh bao mat trong hé thong mang 10T hién nay.

Thir nhat, tich hop thuat toan ma hoa hang nhe (Lightweight Encryption) vao cac giao thirc bao mat ctia IoT dbi
v6i thiét bi mang. Thuat toan ndy co han ché 1a tinh bao mat khong quéa cao nhung dam bao dugc cac yéu cau vé hiéu
nang, tinh san sang cing nhu chi phi san xuét thiét bi [34] [50]. Mat mé hang nhe hudng t6i mét giai phap thoa hiép, mot
sO tac gia d& xuit co ché nén DTLS dé tan dung uu diém cua phuong phap bao mat nay khi ap dung cung tiu chuin
6LOWPAN [40]. Tuy nhién, céc thanh phan nhu cdu trac ma, bo tham sb S- box [44], tang tuyén tinh (linear layer) [54]
hay viéc t6i wu héa qua trinh tich hop ma hoa hang nhe trén cac thiét bj IoT van can phai quan tim va tip trung du tu
nghién ctru [53].

Thr hai, cac giao thirc bao mat truyén thong khong phit hop véi sy da dang vé hinh thai va kha ning giao tiép giita
cac vt thé trong 10T. Chlng c6 thé dugc thay thé boi mot s giao thirc méi nhu MQTT (Message Queuing Telemetry
Transport) [41], CoAP (Constrained Application Protocol) va 6LoWPAN/CoRE (Constrained RESTful Environments)
[52]. MQTT sir dung TSL/SSL, CoAP nhu di trinh bay sir dung DTLS dé bao mat dit liéu trong qué trinh két ndi. DTLS
hd trg RSA va AES hodc ECC va AES, nghién ciru va chuén hoa cac giao thuc va k¥ thuat trén, bén canh do6 viéc nghién
ctru thém céc giai phap ma hoa nhe nhu CurveCP dé tich hop c6 thé sé 1a twong lai ciia hé thong IoT bén viing [51].

Thir ba, phat trién cac thudt toan tim duong di ngin nhat nhu RPL [47] dé ap dung cho viéc dinh tuyén mang trong
mdi truong 10T, két hop vai cac ki thuat ma hoa va xac thyc phit hgp nham nang cao hiéu ning mang. Chung t6i dé xuét
hudng nghién ciru lién quan dén cac thuat toan tdi wu nhu thuat toan di truyén [45] [46] dé ting cuong kha nang dinh
tuyén ctia RPL trong mang cam bién khong day hd trg 6LoWPAN [40].

Thr tu, nghién ciru vé cac co ché nén trong giao thirc IPv6 nhdm tdn dung kha ning dinh danh cua IPv6 ddng thoi
tiét kiém chi phi vé& ning lwong, thoi gian va tai nguyén cua hé théng. Bén canh dé giai phap nay c6 thé giup han ché viéc
£0i tin bi phan manh, thuong xay ra khi kich thude ctia chung 16n hon so véi MTU (Max Transmission Unit). Chiing t61
d@ xudt co ché nén phan tiéu d& cua IPv6 [52], tuy nhién cong trinh ndy van dang trong qua trinh nghién ctru phat trién va
can nhiéu hon sy quan tim nghién ciru.

Thtr ndm, nghién ctru mot giai phap vé dién toan dam mdy toan dién, két hop cac giai phap an ninh phu hop va
thong minh d01 voi timg dang thirc khac nhau cua vét thé két n6i. Pién toan dam may dong vai tro quan trong trong mo
hinh phat trién hé thong IoT bén viing. Nghién ctru vé dién toan dam may bao gom cac van dé chinh sach, cong nghg, cac
thuat toan mi hoa dé bao vé dir lidu va quyén riéng tur ctia nguoi dung, cac 16 hong bao mat va kién tric cua dién toan dam
may. Da phan cac quy trinh quan ly khoa hién nay déu tlem an nhting rui ro lién quan dén luu trir va bao vé khoa. Nhimg
hé thdng c6 sb lwong may 4o 16n doi hoi co ché phan quyén phi hop, c6 thé bao gdm ca viée két hop co ché phan quyén
theo vai v6i phan quyén theo dbi twong.

Thtr sau, nghién ctru mo hinh an ninh nhiéu 16p dé han ché thiét hai do tan cong mang gdy ra. Trong md hinh nay,
MAC (Mandatory Access Control) [42] dong vai tro nhu diém nat kiém soat quyén truy cip dua trén qua trinh gan nhén
cho dbi tugng hoac chu thé trong hé thong. Nhaén thudc dbi tugng phan &nh muc d§ nhay cam cua thong tin. Nhan thudc
chii thé dugc dinh nghia bang mic d6 tin cdy danh cho ngudi dung lién quan dén kha nang tiét 16 thong tin nhay cam.
MAC dua trén hai nguyén tic co ban (1) Doc tir trén xudng (Read down) va (2) Viét tir dudi 1én (Write up) gitip ngan
chin nguoi ding thyc thi nhitng chuong trinh khéng ¢ cing mirc d6 tin cdy. MAC khi dugc két hop véi FLASK va
GFAC (Generalized Framework for Access Control) [43] c6 thé tao thanh co ché bao mat da 16p voi kha ning bao mét
cao. Tuy nhién co ché nay van can phai nghién ctru va chinh sira dé phti hgp hon khi 4p dung vao hé thong IoT.

V. KET LUAN

An toan va an ninh thong tin la mot linh vuc v6 cung rong l6n, cac giai phap cong nghé bao mat chi luén mang
tinh tuong dbi, kho co thé giai quyét mot cac triét dé cac yéu cau toan ven dit lidu, bio dam tinh riéng tu cta ngudi si
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dung. Bbi véi IoT, van dé trén cang trd nén phurc tap boi sy tham gia két nél clia hang ti thiét bi voi s6 lugng 16n nguoi
ding khac nhau. Vién canh thé gidi cong nghé day tiém nang nhung cling an chira nh1eu nguy co, kho khan da va dang
datra nh1eu thach thic d6i véi tat ca cac nha khoa hoc trong nu6c va quoc té. bai viét nay cung cap mdt cai nhin Chung
nhét vé IoT, tap trung phan tich nhiing van d¢, 15 hong bao mat con ton tai. Chiing t6i hy vong bai viét la tién dé thuc day
kha niang va co hoi hop tac giita cic nha nghién ctru véi muc tiéu phat trién mot giai phap hoan thién vé an ninh cho hé
thong IoT hién dai va an toan.
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INTERNET OF THINGS AND ISSUES CHALLENGES INFORMATION SECURITY
Nguyen Van Tanh, Tran Quang Duc, Nguyen Linh Giang, Luangoudom Sonxay

ABSTRACT: In the recent time, the development of 10T (Internet of Things) has been shaped the future. 10T changes the approach
and application of technologies as well as creates new threads of security, integrity and confidentiality. We can see that with a
heterogeneous, complex, multi-material environment and heterogeneous connectivity standards, investment in building a complete
security system has not really convinced the community. technology. Within the scope of this article, we will provide an overview of
the 10T environment, issues related to current security solutions, challenges and constraints ahead in this area. At the end of the
article, we also offer recommendations on research orientation to improve the security mechanism of the 10T system.

Keywords: Internet of Things, Secure for 10T, Security challenge in Internet of Things.
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