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TOM TAT: Nham ndng cao dg tin cdy cua hé thang may chu tén mién DNS Anycast va ddm bdo chdt luong dich vu cua hé thong.
Trong nghién ciu gan ddy, chiing téi da dé xudt co ché du phong tICh cuc cho hé théng may chu tén mién hoat déng phan tan theo
cau trac phan cap. Tuy nhién trén thuc té, cdc may chu khi gap su c6 ¢ thé duoc khdi phuc hoat dong sau mét khoang thoi gian va
tiép tuc lam viéc. Pé phdn tich dg tin cdy cia hé thong véi cac phan tir c6 phuc hoi nhw vdy, trong ngi dung nghién citu nay, ching
t6i it dung mo hinh Markov dé danh gid va so sanh dé tin cdy cia hé thong trong cdc trieong hop cu thé.

Tir khéa: Markov model, Reliability Analysis, repairable system, DNS Anycast.

I. GIOI THIEU

Trong cac nghién ciru vé do tin cdy cua hé théng may chu DNS Anycast [3], ching t6i da dua ra mé hinh toan
hoc va d& xuat giai phap nhdm ting do tin cdy cho hé théng may chu véi cac truong hop chi co mot may chu PDS
(Primary DNS Server) va mot may chu thir cp SDS (Secondary DNS Server) va trudng hop hé théng c6 thém mot
méy chu thyc hién co ché du phong cho SDS. Két qua cua cac nghién ctru thu duge véi gia thiét trén cac may chu
khong phuc hdi khi bi hong, tuy nhién trong thyc té hién nay, hé théng thudng dugc trang bi véi cac giai phap may chu
6 kha nang phuc hoi sau sur ¢, tu van hanh hodc do tac dong cua nguoi quan tri. Nhu vay vdi cac phan tir khong phuc
hoi trong hé thong thi van dé phan tich, danh gia do tin cdy sé& trd nén phirc tap hon nhiéu, déng thoi khong thé st dung
cac mo hinh danh gia do tin cdy nhu trude day duoc. Mot trong nhitng phuong phéap dugc st dung phd bién hién nay la
mo hinh chudi Markov (hay Markov Chain) dé tién hanh phan tich.

Noi dung nghién ctru nay ching t6i tap trung phan tich kha nang san sang cua hé thong may chu DNS Anycast
v6i gia dinh cac mdy chu la nhimng phan tir c6 phuc hdi sau mot khoang thoi gian rat ngan khi gip su cb. Bang viéc sir
dung mé hinh chudi Markov véi cac gia thiét vé ti 18 hong, ti 1¢ phuc h91 clia cac phan tir ddng nhét trong hé thong,
chung t6i s€ thyc hién céc so sanh vai truong hop hé thong khong phuc hoi va dua ra nhan xét.

1. MO HINH MARKOV TRONG PHAN TICH PQ TIN CAY
A. Chudi Markov va dai lwong ngdu nhién

Chudi Markov (theo thoi gian roi rac) 1a mot qua trinh ngdu nhién thoi gian roi rac véi tinh chit Markov, néu
biét trang thai hién tai ctia hé thi qua khir va tuong lai 1a doc 1ap vdi nhau [1].

Day Xy, Xz, Xs...g0m céc bién ngdu nhién, khi d6 tap tat ca cac gia tri co thé c6 ciia cac bién nay duoc goi la
khong gian trang thai S, gia tri X, 1a trang thai cia qua trinh tai thoi diém n:

P(Xne1 = X[X0,X1,...,.X) = P(Xpe1 = X |Xp)

Trong d6 x 1a mot trang thai ndo d6 cua qua trinh va x thudc khong gian trang thai S. Trang thai i c6 thé di dén
hay chuyén sang trang thai j (ki hi¢u 1a i — j) néu ton tai gia tri n > 0 sao cho Pj(n) > 0 (trong d6 quy uéc P;(0) = 1 va
P;i(0) = 0 néu ij).

Goi (Pyj, i, ] € S)laxac sudt chuyén sau mot budc hay xac suat chuyén con (P (n), i, j € S) laxac suat chuyén
sau n budc. Chu ¥ rang cac trang thai Pjj c6 mot sy rang bude do la: ¥ jes Py = 1.

M6 hinh Markov duéi day gdm 3 trang thai, qud trinh chuyén ddi gifta céc trang thai dugc thé hién boi cac gia
tri xac suat chuyén twong tng trén Hinh 1 [5].

Hinh 1. M6 hinh Markov véi cac trang thai dich chuyén
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B. Ung dung ciia chuéi Markov trong phén tich dé tin cdy

Mb hinh Markov dugc sir dung phd bién trong viéc mé hinh hoa hé thong nham phan tich kha ning sin sang va
do tin cdy cta hé thdng can thiét ké. Do viéc phan tich don gian ciia m6 hinh Markov d6 la chi xét toi trang thai hién tai
ctia hé thong khi xem xét qué trinh chuyen sang trang thai tiép theo. Theo d6, ta cin xac dinh tat ca céc trang thai ciia
hé thdng co thé ton tai, kha ning chuyén doi co thé xay ra giita cac trang thai.

Mo hinh Markov duoc tng dung rong rii trong cac nghién ciru vé danh gia do tin cdy cua hé thong tinh toan, &
do cac phan tir c6 sy phuc hdi sau thoi gian hong trong qua trinh van hanh [7, 12, 13]. C. Vasar su dung trong nghién
ctru vé d tin cay trong h¢ thong mang cam bién khong day WSN [4], dugc str dung trong udc lugng d tin cy cia hé
thong phan mém [5], trong cac co ché RAID [8, 10].

Vi bai toan phén tich d6 tin cay cua hé thdng, ta can xac dinh cac phan tir trong hé thong thudc dang nao sau day:
1. Hé véi cac phan tir khong phuc hoi

Truong hop ndy cac phén ttr sau khi bi hong can thay thé va khong tai sir dung dugc nita. Do tin cdy cua mot hé
théng tuan theo luat phan phdi mil trong suét giai doan hiru ich cua hé’théng: P(t) = e'M’, trong d6 gia tri A tugng trung
cho toc d9 hong cta phan tir, thuong duge lay la mot hang so khi xét dén thoi gian hé thong hoat dong [2].

Gia tri MTTF (Mean Time To Failure) chinh 14 thoi gian dy kién xay ra sy hong dau tién cua hé thong, gia tri
MTTF = 1/2 [4,11].

2. H¢ véi cac phan tir ¢6 phuc hoi

Sau khi hong, mdi phan tir ciia hé déu duoc phuc hdi bang cach sira chira hodc thay méi sao cho phan tir d6 lai
¢6 dugc nhirng tinh chat ban dau. Khi d6, ngoai x4c sudt hong A, phin tir con c6 thém gié tri goi 1a x4c sudt phuc hdi,

Gia tri MTTR (Mean Time To Repair) 1a thoi gian trung binh can thiét dé stra chita hé thong, MTTR thuong
duoc xac dinh theo ty 1¢ sua chita p, d6 1a so luong du kién sua chita cho moi don vi thoi gian. Thong thuong ty 1¢
phuc hdi 16n hon nhiéu so véi ty 18 thit bai (u >> 1), MTTR duoc tinh bang: MTTR = 1/ [4, 11].

Trong md hinh Markov, khi mé hinh hoa hé thong vdi cac phan tir ¢6 phuc hoi s& co dang:

I

Hinh 2. So db chuyén trang thai Markov v6i cac phin tir phuc hdi

Céc tham s6 A 1a tc do hong, con p 1a te d phuc hdi, néu ki hiéu cac xac sudt chuyén trang thai tuong tng la
Poo(At), Poi(At), P1o(At) va P11 (At). Theo mo hinh Markov ta 1ap dwoc ma tran xac suat chuyén trang thai nhu sau:
<P00 (At) Py (At)>
P (At) Py (AD)

Ttr d6 ching ta co thé xdy dung duoc hé phuong trinh vi phan d6i v6i cac xac suat trang thai cua hé, giai hé ta
thu dugc hé sb san sang va hé s6 khong san sang ctia hé thong [1, 2, 13].
IIL. PHAN TICH PQ TIN CAY CUA HE THONG MAY CHU DNS ANYCAST

Trong nghién ctru [3], ching t61 gia sir hé thong cac may chu DNS Anycast hoat dong dua trén mo hinh song

song, khi d6 viéc mgt may chu hong co thé duoc thay thé ‘ngay boi may chu dy phong, didu nay dam bao hé théng hoat

dong trong subt va én dinh. Néu hé thdng cac may chu sip xép theo mé hinh ndi tiép, thi viéc hong cia bét ki thiét bi
nao ciing s& 1am ca hé thdng hong theo, do vay tinh dy phong 1a khong dam béo.

A. Xét hé théng véi 2 phén tir song song
1. Hé cac phan tir khong phuc hdi

Gia str h¢ théng may chu DNS Anycast hoat dong theo m6 hinh song song’gém 2 may chu d@)ng nhit: Primary
DNS Server (PDS) va Secondary DNS Server (SDS). Hé thong hoat ddng khi it nhat 1 may chu hoat dong.

L S5

Hinh 3. M6 hinh 2 may chi DNS hoat dong song song
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Trong két qua cta [3], tac gia da xdy dung dwoc cong thic tinh d¢ tin cdy cho hé thong véi cac phan tir song
song phu thudc theo thoi gian t 13: P(t)esem = P(t)% vOi p(t) = €™ va o 1a cudng d6 hong cua phan tir trong hé.
Bléu d3 40 tin cdy cla hé thdng vdl 2 phin tir song song
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Hinh 4. Biéu d6 do tin ciy hé théng phy thudc thoi gian (t)
2. Heé cac phan tir c6 phuc hdi

Hé thdng can xét cling gdm 2 phan tr hoat dong theo mé hinh song song, tuy nhién ¢ déy cac phan tir ctia hé ¢
thém kha nang phuc hoi sau khi gip su ¢d. Dya theo md hinh Markov, cac trang thai hoat dong ciia hé théng c6 thé

duoc biéu dién nhu sau:

Hinh 5. So db chuyén trang thai ciia hé théng véi 2 phan tir

Aoy : .-.1112 -

o B T

Heé trén gdm 3 trang thai Sy, Sy, S, twong tng:

o Trang thai Sy: vdi 2 phﬁn tr hoat dong.

e Trang thai S;: 1 phan tir hoat dong tot — 1 phan tir hong.
e Trang thai S,: 2 phan tir hong.

Qué trinh chuyén déi trang thai trong hé xay ra khi phan tir hong hodc phan tir phuc hdi lai, ki hiéu A va p twong
ung 1a ti I¢ hong va phuc hoi cua phan tir.
Theo m6 hinh chudi Markov ta c6 thé xiy dung dugc hé phuong trinh vi phan cua cac trang thai dich chuyén
trong hé thong nhu sau:
Py(t) = =201 Po(t) + p10P1 (1)
P{(t) = —(p10 + A12) P (8) + A1 Py (£) + uz1 P2 (£)
Py(t) = —uz1 P2 (8) + A2 Py (8)
Po(t) + P (6) + P,(t) = 1

1

Do c4c phan tir 1a ddng nhit nén x4c suit hong A va xéac suat phuc hdi p cia mdi phan tir 1a nhu nhau. Khi d6 ta
cd thé coi Ag; = 2) (do Xac suat hong cia 1 trong 2 phan tir 1a nhu nhau).

Tuong tu nhu viy ta ¢6: A, = A va Xac suét phuc hdi tuong ing: o1 = 21 VA Hyg = U
H¢ phuong trinh (1) tro thanh: 2)
Py(t) = —24Py(t) + pPy (1)
{ P{(t) = —(u+ DP(£) + 24Py (£) + 2uP5 (1)
P,(t) = —2uP,(t) + APy (t)
\ Po(t) + PL(6) + Po(t) = 1

D¢ giai h¢ phuong trinh vi phén (2), gia st tai thoi diém ban dau t=0: Po(0)=1 va P1(0)=P,(0)= 0. Tirc 1a ca 2
phan tir déu & trang thai sin sang hoat dong. Khi d6 hé (2) tré thanh:

—2AP, 4+ uP, =0 (3)
).Pl _Z‘U.PZ = 0

P0+P1+P2=1
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u? _2pA A2
(/1+u)2'P 1T (/1+u)2'P 27 w2

Theo (3), sau khi tinh toan ta thu duoc cac gia tri: Py =

1 _ 2 _ p?

(1+p)?’ b= (1+p)?’ P, = (1+p)2

Tién hanh dat gia tri p = % khi d6: Py =
A GA LS A B A r . _ 1+2p s

H¢ s6 san sang cta hé chinh 1a: K, =Py + Py = Ton)? 3"

Gia sir ta chon gi4 tri cua xac suat hong cua phan tir trong hé thong 1a: A = 1075, con xac suat phuc hoi cua
phan tir [a: u = 1073, Khi d6 hé s6 sin sang ctia hé thong 1a: K, = 99.999%

Duya trén biéu dd Hinh 4, ta c6 thé thay do tin cdy clia hé thong s& giam theo thoi gian, thoi gian lam viéc cang
1au thi d6 tin cay cang thap. Nhu vy sau 8760 gi0 (1 nam) lam viéc, d9 tin cay cua hé thong giam chi con 83.90%, sau
5 nam con lai la 41.60%. Tuy nhién v6i hé co phan tir phuc hoi thi do tin cay ctia hé thong c6 thé duy tri & mic do 6n
dinh rat cao trong thoi gian hé thong hoat dong.

B. Xét hé thong véi 3 phan tir cé dw phong
1. Hé cac phan tir khong phuc hdi

Trudng hop hé thong voi 3 may chu DNS ddng nhét trong d6 may chu thir 3 dong vai tr6 du phong cho may chu
SDS. Céc phan tr trong hé dugc sap xép song song, do d6 dé hé thong hoat dong dugc, can toi thieu 1 may chu hoat
dong.

PDS

SDS

]

Backup

Hinh 6. M6 hinh 3 may chu DNS hoat dong c6 du phong

Theo két qua cta [3], ham tinh toan do tin cdy ctia hé véi cac phan tir song song ¢6 phu thudc vao tham sé t nhu
sau: P(t)system = p()*+3a(1—p(t))p(t)? tir d6 ching ta xay dung duoc db thi vé su thay ddi do tin cdy cua hé théng phu
thudc thoi gian nhu trong Hinh 7:

Biéu dd d tin cdy cla hé théng vdi 3 phan tlr
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Hinh 7. Biéu dd d6 tin cay hé théng phu thudc thoi gian (t)

Két qua c6 thé thdy rang d6 tin cay cuia ca hé thong bi suy giam sau khoang thoi gian nhét dinh, tuy nhién c6 thé
thdy véi viéc sir dung thém phan tir du phong, do tin cay cta hé théng c6 nguy co giam cham hon so véi truong hop &
trén khi khong c6 du phong.

2. Hg cac phan tir c6 phuc hoi

Xét hé thdng v6i cac phan tir ¢6 phuc hdi, tuy thudc vao trang thai lam viéc ciia mdi phan tir trong hé, ta gia
thiet vdi 4 trang thai xdy ra véi h¢ thong bao gom:

e Trang thai Sy: v6i 3 phan tir hoat dong.

e Trang thai S;: 2 phan tir hoat ddng tot — 1 phé“m tir hong.

o Trang thai S,: 1 phan tir hoat ddng tot — 2 phé“m tir hong.

e Trang thai S3: cd 3 phan tir déu hong.

So d6 chuyén trang thai cua hé theo mo hinh Markov vdi cac gia tri ctia xac sudt hong A va xac suat phuc hoi p
duoc the hién trong Hinh 8:
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Hinh 8. So db chuyén trang thai ctia hé théng v6i 3 phan tir

Khi @6 theo md hinh Markov, ta thanh 1ap dugc hé phuong trinh vi phan theo thoi gian t nhu sau:

( Py(t) = —Ap1Po(t) + pyoPy (1)

Pi(t) = —(u1o + A12) Py (t) + Ag1 Po(t) + 21 P, (T)

{ PA(E) = —(itzy + Ap2)Po(0) + Az Py (0) + iy Pa(0) @
P3(t) = —p3pP3(t) + A3P,(t)

\ Py(t) + P, () + Py () + P5(t) = 1

Gia thiét cac may chii 1a dong nhit do d6 xac suit hong va xac suat phuc hdi ctia cac phan tir trong hé thong 1a
nhu nhau, khi d6 ta ¢6 moi lién hé gitta cac gia tri A va u nhu sau:

Lot = 3\ (do x4c sut hong cua 1 trong 3 phan tir 1a nhu nhau), trong tu nhu vy ta cé:
Mo =20 va Aoz = A
U2 = 3 (xé4c suat phuc hdi 12 nhu nhau v6i ca 3 phén tir), ngodi ra: ppy = 211 VA i = p
Tir hé phuong trinh (4) ta c6 thé viét nhu sau:
Py (t) = =3APy(t) + uPy (t)
P{(t) = —=(u+ 2Py (t) + 3APy () + 2uP, (1) 5)
Py(6) = =(2u + DP,(t) + 2AP,(¢) + 3uPs(t)
P3(t) = —3uP5(t) + AP,(0)
Po(t) + Py () + P,(t) + P3(8) =1
Giai h¢ phuong trinh (5), gia sir truong hop ban dau tai t = 0 thi: Po(0)=1 va P;(0)=P2(0)=P5(0)=0, tir la tat ci
cac phan tir déu ¢ trang thai tot, hé (5) dugc viét lai thanh:

P ——

—3APy +uP; =0
3APy — (U + 2A)P; + 2uP, =0 (6)
24P, — (2u + )Py + 3uP; = 0
l AP, — 3uP, =0
Po+P +P+Py=1

1éyp=%,khid(’)‘[acéipl=3pP0,P2=3p2P0,P3=p3P0

1

Phuong trinh cubi cing ctia hé trd thanh: Py(1 + 3p +3p% +p3) = 1=>P, = Ty

Dit (1 +p)® = A, khi d6 P;=3p/A, P,=3p2/A, P3=p3/A
Do tai trang thai S3 cac phan tir bi hong nén hé sé sin sang cua hé thong chinh 14 tong cua:
1+3p +3p N
Ke=Po+ P+ Py == (6°)
Gia str ta chon gia tri cia xac suit hong cua phan tir trong hé théng 1a: 1 = 1075, con xac suat phuc hdi cua
phan tir 1a: 4 = 1073, Khi d6 hé s6 san sang ctia hé¢ thong la: K, = 99.99%

Twong ty nhu ¢ trén, mic di hé thong song song ¢ Hinh 6 c6 thém mot phén tir giit vai tro dy phong, tuy nhién
sau khoang thoi gian nhét dinh, do tin cdy cia hé thong van suy giam. Cu thé do tin cdy giam con 95.9% sau 1 ndm
hoat dong va sau 5 nam lam viéc, d9 tin cay & thoi diém nay la 66.80%. So véi hé gom cac phan tr c6 kha nang phuc
hoi, thi kha ndng sin sang cta hé thong ludn duoc duy tri & mic 99.99%.

C. Nhin xét vé hai truwong hop

Trong hai truong hop xét ¢ trén, hé théng véi phan tir co phuc hdi cho thay d¢ tin cdy rat cao, kha ning sin sang
ctia hé gin nhu lién tuc. Piéu nay c6 thé giai thich thong qua gia tri xac suét hong A va xac suat phuc hdi p, véi cac
thiét bj dién tir, tudi tho c6 thé kéo dai t6i 5 nam nén gia tri MTTF = 1/A rat nho, tic 1a ti 1& hong, 13i cia thiét bj la
thap. Tuy nhién khi thiét bi gap su co, thoi gian sura 101 chinh 1a toc d9 phuc hoi, toc dd phuc hoi nay thuong dugce tinh
bang gid hodc ngay, tirc 1 gia tri MTTR = 1/p, do p>>A, chinh vi vay hé sb sin sang ciia ca hé c6 gid tri rat 1on.



448 MO HINH MARKOV TRONG PHAN TICH PO TIN CAY CUA HE THONG MAY CHU TEN MIEN DNS ANYCAST

Vé nguyén ly lam viéc ciia cac thiét bi dién tir trong diéu kién thyc té, thi sau khoang thoi gian 1 nam, 2 nim
lam viéc, kha nang phuc hdi cuia cac thiét bi s& ting 1én (c6 thé do 18i hong, do van d¢ bao tri, thay thé...), nén gia tri n
s& tang dang ké, gia thiét rang gia tri w sau 1 nam lam viéc s& ting 1én u = 10, Nhu vay hé s6 sin sang ctia hé théng
trong 2 truong hop ta di xét ¢ trén s& co sy thay doi, cu thé:

Theo (3°), hé sb sin sang ctia hé v6i 2 phan tir s& 1a: K, = 99.17% va theo (6°), ta tinh dugc K, = 99.92%. Tirc 1a
hé s sin sang da giam di sau 1 nam lam viéc. Tuong ty nhu vay ta co thé x4c dinh duogc hé sb sin sang cuia hé théng
trong timg truong hop sau cac nam ké tiép dé co thé dua ra giai phap phu hop.

IV. KET LUAN

Trong ndi dung nghién ctru nay, ching t6i da str dung 1y thuyét vé mé hinh Markov dé phan tich kha ning san
sang ctia hé thong véi cac phan tir co kha ning phuc hoi khi gap 16i. Cac két qua sau khi tinh toan dugc so sanh véi do
tin cdy cua cung hé théng tuong tmg nhu sir dung cac phan tir khong phuc hdi. Sy chénh 1éch dang ké gia tri do tin cay
cua h¢ thong cho thay phuong 4n sir dung cac phan tr c6 kha nang tu phuc hoi mang lai hiéu qua cao hon, tinh san
sang tot hon han. Tuy nhién didu ndy s¢ yéu cau sy dau tu vé ha tang, kinh phi khi trién khai cac hé théng may chu
DN ¢6 thé ty phuc hdi khi gap su ¢b, hay bi tan cong dan dén dich vu khong thé dap tng duoc.

Hudng nghién ciru tiép theo chung t6i s& tap trung tim hiéu cac yéu td anh hudng t6i kha nang ty phuc hdi cia
cac phén tu trong h¢ thong, cu thé ¢ day 1a cac méy chu DNS Anycast. Nhitng yeu t0 v€ phan ctng, ha tang mang, moi
trueong... hay nhitng gidgi han cho phép dé moi phan tir ¢6 thé hoat dong ding thong so ki thuat.

LOI CAM ON
Dé hoan thanh ndi dung nghién ciru ndy, ching ti xin guri 10i cam on dén sy tai tro cua dé tai “Ung dung cong

ngh¢ bao dam an ninh, an toan mang va bi mat thong tin ¢ muc cao dé phat trién bo giai phap an toan an ninh mang
LAN cho co quan nha nuédc va doanh nghié¢p” theo hgp dong s6 09/2015/CNC-HPKHCN tai Vién CNTT, PHQGHN.
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MARKOV MODEL IN RELIABILITY ANALYSIS OF DNS ANYCAST SERVER

Nguyen Anh Chuyen, Le Quang Minh, Le Khanh Duong, Dinh Thi Thanh Uyen

ABSTRACT: In the goad of improving the reliability of the DNS Anycast server and ensuring the quality of service of the system. In
our recent study, we proposed a proactive backup mechanism for DNS servers. However, in reality, the server can be restored to
operate when they got problems, and after a period of time, the system can continue working. To analyze the reliability of the system
with such repairable units, we used the Markov model to evaluate and compare the reliability of the system in detail.
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