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TOM TAT: Mgt trong nhiing myc tiéu quan trong cua cach mang cong nghiép lan thir 4 12 dua cdc thiét bj vdt 1Y sir dung trong
cdng nghiép 6 kha nang tu dong truyén tdi dir liéu, trang thai 1én mang Internet va tlep nhdn diéu khién ma khdng can dén su can
thiép ciia con ngieoi. Pé lam dwot Viée do, mét trong nhiing bai toan can phai gidi quyét 1a xay dung motphuongphap thu thdp va
quan ly diz liu phi hop trong @6 cdc dir liéu trang théi, hoat déng cua thiét by co khi S¢ diroc Xt Iy va luu trit trén cde co sé dii liéu
ddm may (cloud database). Tir d6, nguoi dung sé co thé truc tiép quan sat, giam sat va diéu khién cac thiét bj thong qua trinh duyét
Web, iing dung dién thogi thong minh, ..., déc ldp vé mdr dia ly ma khéng can thiét phdi hién dién trong méi trrong 1am viée cia
thiét bi. Chinh vi nhitng yéu cau va loi ich trén, trong bai bo nay, chng t6i gisi thiéu két qua nghién ciru, xay dung va dé xudt mo
hinh thu th@p va quan 1y dé liéu nhu mét phan mém djch vu (SaaS) cia céc thiét by sir dung trong cong nghiép cho hé théng qudn 1y,
gidm sdt va diéu khién duwoc duya trén cong nghé tinh toan dam mdy. Thik nghiém da duwoc tién hanh trén hé thong gidm sdt va diéu
khién cac trgm trén bé tong do tdp dodn CIE san xudt cho phép khdng dinh nhiing loi diém ciia mé hinh @é xudt so véi nhing hé
thong SCADA truyén thang.

Tir khéa: Cloud Computing, 10T, SCADA, Communication Management Systems.
I. GIOI THIEU

Hién nay, nhirng phat trién vuot bac ciia cong nghé may tinh bao gom mang két ndi Internet van vt (IoT) va
cong ngh¢ dién toan dam may, da dugc con ngudi ing dung rong réi trong rat nhiéu mang trong cudc song c6 thé néi
dén nhu nha théng minh, cac hé thong quan 1y doanh nghiép thong minh, v.v... Tuy nhién, d6i v6i nganh may va dung
cu cong nghiép, nhimg g dung cua cac cong nghé trén con rt han ché. Do d6, mét trong nhitng muc tiéu ‘quan trong
ctia cong nghiép 1an thu 4 (industrial 4.0) 1a viéc dua cac thiét bi vat 1y trong cong nghiép c6 kha nang két ndi dam may
gitp con ngudi co thé tiép xtic v6i né ma khong bi han ché boi khoang cach dia 1y, dong thdi c6 thé mé ra cac tng
dung xt 1y théng minh [1].

Cong nghé tinh todn dam may dang 1a mét trong nhitng chu d& nghién ctru chinh cho rat nhidu nha khoa hoc
hién nay trén thé giGi, ngoai ra, né con 1a mot xu hudng phat trién cta rat nhiéu nganh dich vu cho moi linh vuc trong
cudc séng. Thé manh 16n nhét ciia cong nghé nay 1a ngudi sir dung chi mét chi phi cho phan mém cua ho ma khong can
phai xdy dung cac co so ha tang di kém. Ngoai ra, cac dich vu dugc dat trén dam may co thé dé dang truy cp ma
khong bi han ché bai vi tri dia ly, thoi gian trén moi nén tang may. Nho lgi thé trén, viéc ung dung dién toan ddm may
trong cong nghiép s& tao diéu kién con ngudi ¢6 kha ning twong tac voi cac thiét bi sir dung trong cong nghiép bat ké
thoi gian va dia ly [8].

Vi cac phan tich trén, trong bai b4o nay, chung t6i s& trinh bay két qua nghién ctru, khao sat, xdy dung va dé
xuit mot mé hinh hé théng SaaS (Software as a services) nhim thu thap, quan 1y dit liéu cua thiét bi cong nghiép 1én
may chu dugc xay dyng ng dung dién toan dam may thong qua viéc sir dung cac giao thirc OPC-UA (OLE for
Process Control - United Architecture) va chuin truyen thong internet dé lién tuc truyén thong tin hoat dong thoi gian
thuc. Ngoai ra, ching tdi cling xay dung mot phan mém trén nén tang Web nhu 1a mot cong cu dé nguoi sir dung c6 thé
tuong tac voi cac tap dir liéu da dugce lay tir thiét bi va luu lai trén dam may.

Céc hé thong giam sat diéu khién sir dung OPC dé thu thap thong tin trang thai ctia céc thiét bi thong qua PLC
(Programming Logic Control) trong moi truong mang LAN/WAN (cudc cach mang cong nghiép 3.0) da co rat nhiéu
cong trinh nghién ctru nhu trong [2] [3] [4] [5]. Trong cudc cach mang cong nghiép 4.0, db6i véi viéc bung nd ciia xu
hudng g dung cic cong nghé dién toan dam may, Cac nghién ctru dé cap dén nhiing ing dung, loi ich trong viéc sir
dung n6 cho cac bai toan Iuu trit, xir 1y dit liéu con rat han ché va rat nhiéu tiém nang dé khai thac. Trong d6, nhom tac
gia [10] da dua ra nhitng nghién ctru, phan tich chi tiét v& ¥ tuong va loi ich trong viéc dua hé thdng SCADA 1én ha
tang dam may (IaaS Cloud). Tuy nhién, bai bao khong tap trung vao dua ra bét ky md hinh thu thap va quan 1y di liéu
thye té nao.

Phén con lai cua bai béo ndy s& dugce trinh bay nhu sau: Muyc 11 chung t6i s€ dua ra mot s6 1y thuyét lién quan
dén bai bao nay nhu: Hé théng SCADA, dién toan ddm may,... M6 hinh thu thép va quan ly dit 1i€u cho cac hé théng
giam sat va diéu khién cac thiét bi cong nghiép tng dung dién toan dam may cua ching toi s€ duoc mo ta trong muc
I1I. Cac két qua thu duorc thong qua kiém thir mo hinh ctia chiing t6i trén nham giai quyet mot s6 yéu cau cua hé thong
didu khlen trén thyc té s& dugc tong hop ¢ muc IV. Cudi cung chiing t6i s& dua ra mot sd ¥ kién tong két ctia bai béo va
mdt s6 nhan dinh cho huéng phat trién tiép theo ctia mé hinh da dugc nghién ciru trong muc V.
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Il.LY THUYET LIEN QUAN
A. Téng quan vé h¢ thong SCADA

Cung véi su phat trién nhanh chong cua khoa hoc cong nghé, cac hé théng cong nghiép phai lién tuc dbi dau véi
nhiing yéu cau, nhitng bai toan ngay mot kho, rac rdi hon, trong khi nhiing giai phap dua ra van can du don gian dé
ngudi str dung co thé dé dang thao tic, nam bt duge. Do d6, mot hé thong diéu khién SCADA (Supervisory Conmtrol
and Data Acquisition) da trd thanh khong thé thiéu duogc trong viéc quan 1y cac hé thong may hodc quy trinh cong
nghiép 16n.

Vé li thuyét, mot hé théng SCADA thong thuong bao gom mot hodc nhiéu méy tinh dugc ding cho muc dich
glam sat, van hanh va diéu khién mot hé may hodc mot qua trinh cong nghiép nao d6 thoi gian thue. Cu thé, cac thiét bi
diéu khién cép truong nhu 13 cac cam bién, dugc dung dé do ludng va truyén cac tinh trang hién tai ctia thiét bi lén
PLCs [4]. Céac PLCs la cac thiét bi diéu khién lap trinh dugc nhdm thuc hién cac chirc nang diéu khién cta hé thong
may nhu cac xir Iy cac hanh dong va thuat toan logic, diéu khién cac bién thoi gian,... Cac may diéu khién trung tim
hay con goi 1a PCs trung tdm sé& thu thap cac tin hiéu tir PLCs, phan tich rdi dwa ra cac xir Iy pht hop ma da dwoc dinh
nghia boi nguoi lap trinh. Khi mot sy kién xay ra, thuong 1a mot thiét bi vat Iy dugc kich hoat hodc tit di (ON hay
OFF), céc tin hiéu canh béo s& dugc truyén vé dudi dang mot bién bat ky. Khi cai bién ddy khong nam trong khoang an
toan dugc dinh nghia, hé théng s& dua ra cac canh bao vé cho nguoi van hanh [7]. Hinh 1 biéu thi kiéu kién trac phén
clng tiéu chudn ciia hé théng SCADA.
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Hinh 1. Hé théng SCADA [3]

Mot hé théng SCADA thuong dugce sir dung cho nhirng hé may hodc mét quy trinh cong nghiép c6 sy tham gia
ctia nhiéu thiét bi khac nhau. Do do, mdt trong nhing yéu cau quan trong nhét 14 hé théng phai c6 kha ning lién két
duoc cac thiét bi cta céac hang san xuét khac nhau dé cung thyc hién mdt cong viéc nao do. Pé lam duoc viée nay,
Chuan OPC, do hoi OPC Foundation (OPC-F) dé xuat vao ngay 17 thang 10 nam 1996, di duoc sir dung nhur mét giao
thirc chung sir dung cho cac thiét bi ctia cac nha san xuat khac nhau c6 thé tu dong trao ddi dir liéu dugc [2] [4].
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Hinh 2. Nguyén ly trao di dit liéu theo chuan OPC [4]

Hinh 2 miéu ta nguyén Iy trao ddi dit liéu ciia hé thdng sir dung chudn OPC. Pic diém manh ciia mé hinh trén 1a
cac lién lac tir PLCs va OPC khong nhirng chi goi gon giira OPC server va OPC Client, ma con c6 thé mé rong ra két
ndi tir OPC client dén nhiéu server (OPC aggration), tir client 1én server thong qua mot mang nao d6 (OPC tunneling),
va tir mot server dén mot OPC server khac (bridge) [3]. Ngoai ra, vi OPC 1a ma ngudn mé& do d6 cac doanh nghiép sir
dung no c6 thé giam dwoc rat nhiéu chi phi khi mudn thiét ké nhirng thiét bi ciia minh két ndi dwoc vai cac thiét bi cua
héng khac.
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B. Mb hinh SCADA ba ting

Chu triic hé thdng SCADA 3 ting dugc trinh bay trong [2] duoc xay dung dé phu hop theo su phat trién va do
phuc tap cua khoa hoc k¥ thuat hién tai. Dé théy, trén thi trudng, co6 rat nhiéu loai PLCs, HMIs, sensors, etc. do cac
hang khac nhau phat trién ma khong thé tuong tac dugc voi nhau do mdi hang thuong tur x@y dung mot RTUs (Remote
terminal unit) hay nhiing_ tang diéu khién (process control layer) khac nhau. Tuy nhién, dbi voi mot hé thong cong
nghiép hoan chinh, nhu cau tuong tac giita cac thiét bi cing nhiéu nha san xuat khac nhau Ia rat can thiét. Do do, tac
gia [2] d4 dua ra mot mo hinh hé thdng mé, ma qua do6 c6 thé lién két dé cac thiét bi véi ting dicu khién khac nhau co
kha nang cung lam viéc va lién lac véi nhau.

Supervisory Control

Process Control

Field Instrumentation Control

Hinh 3. M6 hinh kién trac hé théng SCADA 3 16p [2]

Hinh 3 miéu ta mé hinh cta ciu tric hé thdng SCADA ba tang nay. Kién tric ndy dugc chia thanh 3 ting tir trén
xudng theo thir ty nhu sau: ting dau tién 1a cac thiét bi do ludng didu khién (Field instrumentation control), tiép theo dé
1a tAng quan 1y qua trinh (process control), Tang trén cuing 1a tang quan 1y cip cao (supervisory control). Muc dich cua
viéc phan chia diy dugc miéu ta nhu sau:

e Téng dau tién thudng bao gdm cic cam bién sir dung trong do ludng trang thai lam viéc cua thiét bj va cac
bd truyén dong dung de truc tiép dicu khién thiet bi.

e Tang quan 1y qué trinh thuong bao gdm 3 loai sau: thié’tﬂ bi diéu khién kha trinh (Programming Logical
Control - PLC) cho phép 14p trinh cac thuat toan diéu khién logic phtrc tap; cac tin hiéu twong tu (analog)
va cac tin hiéu so (digital).

e O téng quan ly cép cao, cac dir liéu trang thai, hoat dong cta thiét bi duoc léy tir RTUs/PLCs sé€ dugc téng
hop va thu thap tai day. Trong ting nay s& bao gdm mdt hodc nhiéu may tinh, laptop hodc céc thiét bi hién
thi dé tong hop va luu trit cac dir liéu d6 va truc tiép dua ra cic canh bao cho thiét bi hodc céc béo céo,
ménh 1énh diéu khién tir ngudi diéu khién.

Nhitng vu diém ndi bat ciia mo hinh trén co thé liét ké nhu sau:

e Vi viéc phan chia hé thong SCADA hoat dong theo cac tang riéng biét nhu & trén gitp cho viée tich hop
cac thiét bi cua cac hang khac nhau vao cung mdt h¢ thong nho su phén chia rd rang giita tang cac thiet bi
dieu khién, cam ng voi tang dicu khién qua trinh va tang tong hop, quan ly dir liéu.

e D@ dang hon trong viéc bao tri va nang cip.

Nhom tac gia [2] dd dua ra mot kién triic chung voi rat nhidu loi thé khi xay dung hé thong SCADA cho cac
thiét bi sir dung trong cong nghiép. Tuy nhién, trong dé xuit ciia nhom tac gia, viéc ing dung va phan tich nhing loi
thé ciia mang internet khong dugce tép trung dé cap dén. Do do, nhing tmg dung duoc tac gia dé ra chu yéu tap trung
vao hoat dong cua céc thiét bi trong mdt pham vi dia 1y b6 hep.

C. Mb hinh hé thong SCADA dwa trén \Web

Cung v6i su ting tredng manh mé cua sb luong ngudi sit dung internet va sy phat trién cia ha ting internet
hién nay, viéc ing dung internet vao cac hé thdng may moc, thiét bi cong nghiép da chiém dwoc khong it sy quan tim
ctia cac nha khoa hoc. Dién hinh trong s6 ddy 1a nghién ctru ctia nhom téc gia [4], ho dwa ra md hinh thiét k& toan bo hé
thong SCADA trén nén tang img dung Web ma theo do, toan bg tang quan 1y cap cao dugc thiét ké truc tiép hoat dong
trén moi truong internet. Nho ¢ sy ng dung mé hinh ba 16p nhu ¢ trong [3], m6 hinh trén khong nhitng tdn dung
dugc nhiing lgi thé cua mot ing dung trén internet ma con gilt dugc nhirng vu diém cua hé théng mé nhu: D&
dang nang cép, bao tri; két hop cac thiét bi khac nhau;... nhu di néu ra ¢ trén. Hinh 4 miéu ta cdu trac cua hé thong
dugc nhom tac gia [4] dé xuat.
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Hinh 4. Kién trac hé théng SCADA dura trén Web

Céu tric hé thong trén dugc nhém tac gia chia thanh 2 thanh phan chinh bao gdm thanh phan cac thiét bi diéu
khién qua trinh (RTUs/PLCs) va thanh phan cic hé thong méay chii dwa trén nén tang Web. Cu thé, dau tién cac
RTUs/PLCs thu thap, tong hop dit liéu hoat dong ciia cac thiét bi cong nghiép bang cac dung cu do chuyén biét. Sau
d6, cac dir lidu thu thap dugc sé dugc trao dbi véi may chu thong qua giao thic internet hodc intranet. O tang may chu,
may chii hodc hé thng cac may chu thuong gom cd cac may host server cho mg dung trén nén tang Web dugc két ndi
truc tiép dén co so dit lidu riéng biét cta server d6. Dir liéu tur tﬁng RTU s€ dugc luu giit trong co so dir liéu trong moi
truong internet/intranet thong qua tmg dung Web. Tir d6, ngudi sir dung c6 thé truy cap cac dir liéu d6 thong qua cac
browser trén mdi trudng internet. Nhitng wu diém cua mé hinh nay cé thé ké dén nhu sau:

e Céu tric hé thdng dya vao [3] chia thanh cac tang khac nhau giup cho viéc md rong, bao tri va tich hop cac
thiét bi khac nhau dé dang hon.

e Tang quan ly cp cao dugc thiét ké dya hoan toan vao nénﬂténg Web nho d6 co thé tan dung toan bo cac uu
theé cua internet nhu khong gidi han vé mat dia ly, c6 thé truy cap dit liéu dong thoi tir nhiéu may khac
nhau,...

D@ thiy, mé hinh do nhém tac gia [4] dé xut d3 phan nao tan dung duoc loi thé quan trong hién c6 ciia internet
trong khi van giir dugc wu diém cua kién trac hé thdng SCADA phan tang. Tuy nhién, bai bao cua ho dua ra qua it cac
mg dung thuc té cho mé hinh ndy. Hon nita, nhom tac gia khong hé dé cap dén viéc ing dung cac ky thuat va loi thé
cua dién toan dam may.

D. Tinh todan dam mdy

Cong ngh¢ tinh toan dam may (cloud computing) c6 thé dugc xem nhu mot kiéu tinh toan dya trén Internet dé
chia s¢ tai nguyén, dir liéu voi nhiing hé thong, tng dung khac theo nhu cau. Cong ngh¢ nay cho phép nguoi st dung
va td chirc kha nang luu trit va xtr 1y dit liéu cua ho thong qua bén thtr ba cung cdp dich vu tinh toan dam mdy, ching
han céc trung tim dir liéu. Nén tang chinh ctia cong nghé nay 13 dua trén viéc 4o hoa va chia sé tai nguyén tinh toan tai
céc bén cung cap dich vu d6 [10].

Hién nay, dich vu tinh toan dam may thuong dugc chia lam ba loai m6 hinh nhu sau [6]:

e Ha ting nhu 1a mot dich vu(Infrastructure as a Service - [aaS): ddy la mo hinh cung cép cac dich vu nhu
cho thué may chu, may tinh do, khong gian luu trit trén mang,... Tién phong trong loai dich vu nay phai ké
den Amazon.

e Nén tang nhu la mét dich vy (Platform as a service - PaaS): ddy 1a mo hinh chu trong dén viéc st dung moi
truong nén tang cong nghé dé phat trién va thyc thi cac ung dung, co s¢ dir liéu, trinh duyét Web, cac cong
cu phat trién,... Dién hinh ctia mé hinh nay 1a Google, Microsoft,..

. Phan mém nhu 1a mot dich vu (Software as a Service - SaaS): voi loai nay, cac ing dung, hé thong phan
mém s& dugc phat trién nhu mot dich vu, tir d6 ¢6 thé cung cip cho ngudi dung, t6 chire sir dung.

Hinh dudéi day cho phép thé hién rd nét sy khac biét gitra cdc mo hinh dich vu ddm may IaaS, PaaS va SaaS.
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Packa ? Satfar .
Fackaged nirastructure Platform Software

Hinh 5. Cac md hinh dich vu tinh toan ddm may
Trong bai bao nay, chung t6i s& d& xuat mot mo hinh thu thap va quan 1y dit liéu tap trung vao cac thé manh trén
li thuyét, th¢ manh ctia mo hinh SaaS.
E. Mo hinh thu thdp va qudn ly div liéu trng dung cong nghé dién todan dam mady

Tir két qua khao sat, nghién ctru va téng hop & trén, chiing t6i di dwa ra dugc mé hinh hé thdng thu thap va quan
1y dir liéu méi dya theo cau triic phan tang va ing dung dién toan dam may. Kién triic md hinh d6 dugc thé hién trong
hinh 6.

= Wrapper »

» Wrapper =«

Hinh 6. M6 hinh thu thdp va quan ly dit li¢u trng dung cong nghé dién toan dam may

Theo hinh 6, hé¢ thong thu thap va quan 1y dir liéu hoat dong cac thiét bi trong cong nghiép cua ching t6i chia
thanh 2 thanh phan chinh: Pau tién 1a nhing thanh phan thudc hé thong didu khlen nam goi gon trong ndi bo mot hé
méy hodc quy trinh cong nghiép bao gdm cac tang co ciu chip hanh, thiét bi cap truong, cac sensor, PLCs/ RTUs va
mot bd wrapper (sir dung cho viéc chuin hoa dir liéu trao d6i voi may chii trén dam may); Thanh phan thir 2 1 hé
thdng quan 1y dir liéu chinh (SCADA) c6 thé bao gdm mot hodc nhiéu tmg dung web va co so dir liéu ndm trén dam
may. Cu thé, cic thong tin trang thai ctia co cdu chap hanh ciia hé may cong nghiép s& dugc thu thap boi cac cam bién
va lién két truc tiép voi cac RTUs hodc PLCs (c6 thé tir cic hang phat trién khac nhau). Do viéc mdi loai PLC thudng
su dung mot bd cong cu phat trlen va phuong thirc truy cap khac nhau, do d6 trude khi dir liéu duoc trao ddi véi hé
théng phan mém quan 1y trén nén dién toan dam may (SCADA), cac dir liéu d6 duoc chuin hoa thong qua mét bd
wrapper. Bo wrapper dugc tich hop cho timg may cong nghiép véi muc dich chinh 1a chun héa toan bg dit liéu trudce
khi chung trao d6i v6i hé thdng SCADA hodc nguoc lai, cac tap 1énh hoat dong tir hé théng SCADA xudng phan diéu
khién va cic co cdu chip hanh. Trong qua trinh hoat dong, cac dir lidu trang thai cia may cong nghiép s& lién tyc
truyén 1én hé thong SCADA, sir dung cac tai nguyén tinh toan trén dam may dé dua ra nhiing 1énh diéu khién tryc tiép
tro lai cac may cong nghiép ma khong can dén sy can thiép clia con ngudi. Ngoai ra, nhd viée thu thap dir ligu lién tuc
tir nhidu may, cac dir liéu day c6 thé du diéu kién dé sir dung vao cac muc dich khai pha khac nhau tity theo cac muc
dich cu thé cia timg hé thong.

V6i kién tric néu trén, hé théng SCADA sé& ¢6 duge mot s uu thé ndi bat nhur sau:

e Hé thng xay dung dua theo mo6 hinh phan cAp, nho dé gilr dugc nhiing thé manh nhu & trong [3] da néu &
trén.

e Tuong ty nhu [4], tang quan 1y cép cao trao dbi dir liéu voi cac RTUs/PLCs thong qua mang internet va
nguoi sir dung c6 thé truy cép cac dir lidu tong hop do6 truc tiép ma khong bi gidi han boi dai ly.
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e Nho viéc Gmg dung dién toan dam may, h¢ thong gitp doanh nghiép tdi wu hoa cac chi phi cho co s6 ha
tang so voi viéc xay dung hé thong may chu riéng.

e Viéc trao d6i dir liéu ctia cac RTUs/PLCs thong qua bd wrapper gitip chuan hoa qua trinh truyén nhan dir
lidu giita cac loai PLCs/RTUs khac nhau véi cing mot server. Ngoai ra, tily tinh chat cta ngudi s dung
thiét bi, nhitng nha phat trién phén mém c6 thé d& dang tu dua ra céac chuin truyén nhan, bao mat, bao toan
dir liéu va hoat dong khéc nhau.

e Ciing nhd bd wrapper, viéc trao doi dir liéu giita cac RTUS/PLCS va may chu co thé dugc chuan héa, nho
d6, mo hinh trén co thé ~ung dung dé xay dung cdc hé thong SCADA trén nén tang web nhu 1a mgt phan
mém dich vu dé cung cip cho cac nha san xuat cac hé thong may dé thu thap va quan 1y dir lidu trang thai
va hoat dong thiét bi cua ho.

I1l. THUC NGHIEM VA PANH GIA
A. Bai toan thuc té

Theo chi truong ting cuong doéi mdi cong nghé cua dit nuée, Vién Co dién tir CIE (MICIE) da dugc giao
nhiém vu cing tham gia thuc hién du an “D6i méi cong nghé san xuat cac loai tram tron bé tong tu dong chat luong
cao ning suit 1on phuc vu thi trudng trong nude va xuat khau” thude quy d01 mdi cong nghé¢ quoc gia. Voi tu cach la
mdt thanh vién cua vién, nhém ching t6i duoc giao trach nhiém chu tri mot s6 dé tai lién quan. Cu thé, nham muc ti€u
hoa nhép v6i xu huéng 10T (Internet of Thing) [9], t6i dang chu tri viéc nghién clru néng cap va phat trién hé thong
phan mém diéu khién va quan ly thong tin cua thiét bi co dién tir. Ung dung cu thé voi tram tron bé tong tu dong nhiéu
céu hinh do tap doan CIE san xuat.

V& tram tron bé tong, xuét hién tir nhitng nam 1940 tai My thay thé cho viéc dinh lwong va tron thu cong cac
thanh phan vat liéu, thé hé TTBT nay chi gdbm 4 nhom thiét bj dau tién trong d6 cac thiét bi dinh lwong vat liéu ¢ dang
can co khi, my tron hoat dong theo nguyén ly tron ty do, viée dleu khién ph01 hop hoat dong giira cac thiét bj dugc
thyc hién bang tay. Cong nghé nay lién tuc dugc cai tién, nang cip va phat trién cho dén nhitng ndm 2000 cing véi su
thay ddi vuot bac cua cong nghé dién tr va tin hoc, tram trén bé tong dac biét 1a trong nudc da co nhiéu thay ddi 16m.
Co thé léy vi du cu thé nhu tu dong do do am c6t liéu min va diéu chinh phoi tron; Thong tin dugc ty dong thu thap va
quéan 1y thong qua phan mém... Tuy nhién, nhing thay di nay van chua dap tmg dugc nhu cau cia thi truong do chua
c6 tinh hé théng, céc chirc nang roi rac dan dén viéc phat trién, st dung thiéu hiéu qua. Ngoai ra, cac hé thdng phan
mém thiét ké cho tram tron bé tong hién nay thong thuong chi cé kha ning hoat dong t6t trong moi trudng lam viée ndi
bd cta noi lap tram ma chua tan dung dugc nhiing loi thé cua cac img dung viét trén nén tang Web théng qua moi
truong internet va dién toan dam may.

B. M5 hinh hé théng thir nghi¢m

Vi li do va nhitng nghién ctru hop trén, nhém da quyét dinh st dung mé hinh thu thap va quan 1y dit liéu tng
dung dién toan dam may da néu ¢ trén dé nang cap hé théng phin mém diéu khién va quan 1y thong tin cac thiét bi co
dién tir ctia tram trdn bé tong ty dong do tdp doan CIE san xuét. Hinh 7 1a so do nguyén ly thiét ké nhom da xay dung
dya trén mé hinh dé xuét.

Hé théng phdn mém tram tron duoc chia 1am 2 cum chinh bao gdm: (1) hé théng diéu khién quan 1y ndi bo thiét
bi co dién tir cho cac ki su vén hanh truc tiép tai tram va (2) h¢ thong giam sat quan ly tir xa su dung cong nghé dién
toan dam may.

Cum (1) dugc ap dung cho ndi bo hoat dong cua tram, duge xay dung dya theo nhimg yéu cau nham muc dich
giup cho cac ki su truc tiép diéu khién tai tram ma khong can két nbi dén internet. Tuy nhién, cum (1) s& dugc thém
mot sd tinh ning méi nhu quan 1y camera IP qua man hinh HMI, kiém soat va lién tuc thong béo 13i vé& cho ngudi sir
dung,... cing véi hé thong hoa lai chuong trinh nhdm ting hiéu qua st dung tai nguyén ctia PLC. B§ wraper nhu trong
md hinh s& dugc tich hop vao trong cum hé théng phin mém diéu khién quan 1y ndi bd tram nay nham muc dich chuin
hoa, ting d6 bao mat dit liéu va trao d6i thong tin véi cum (2). Trong trudng hop khong c6 mang, cac dit liéu hoat dong
s& duogc luu trit tai cac may tinh tai tram va chuyén 1én may chu ngay sau khi két ndi v6i internet hoat dong tré lai.

Dbi véi cum (2), toan bd hé thng dwoc xay dung trén nén tang Web va tmg dung dién toan dam may. Nho do,
hé thong tang kha nang giai quyét cac bai toan phirc tap, giup giai quyét cac vain dé doi hoi tée d6 xiur Iy va md rong
mdt s6 yéu cau tinh toan, tdng hop cta ngudi sir dung tram tron bé tong.

D@ thay, dé mot hé thong diéu khién danh cho ki su diéu khién tram tron bé tong (cum (1)) c6 thé trao d6i dir
liéu vé6i hé thdng quan 1y trén nén ting web va dam mdy, cdc phan mém nam trong cum (1) déu can xay dyng mot bo
wrapper dé chuan hoa va trao d6i dir liéu thu thap dugc tir PLC 1én phén mém quan 1y trén nén web. Do do6, phén mém
thu thap va quan ly dir liéu cac thiét bi clia tram tron bé tong trén nén tang web c6 thé coi la mot phan mém dich vu
cung cap kha nang quan ly tir xa cho mét hoac nhiéu tram trén bé tong. Ngoai ra, bd wrapper con c6 kha ning ma hoa
cac dit lidu truyén va nhan nhim ting tinh bao mat ciia hé thong.
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Hinh 7. So db nguyén 1y thiét k& cho tram trén bé tong méi
C. Két qua dat dwoc va danh gid
Mot hé théng phan mém tram tron bé tong thong thuong duge chia 1am 2 phan: Phin diéu khién va giam sat qua
trinh hoat dong tung thi€t bi nhu: Cac dong co, cac can 6 t6, coi tron bé tong,... Phan thir 2 1a phan danh cho quan 1y
cac dir liéu hoat dong, bao cao, in phi€u va cac tiy chinh khac.
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Hinh 8. Phén giam sat va diéu khién cho k¥ su diéu khién tai tram
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Hinh 8 va hinh 9 ching minh kha ning giam sat va diéu khién cac thiét bi cong nghiép cua hé thong théng qua
mang internet. Hinh 8 duogc léy tr phﬁn hién thi cia hé théng phﬁn mém cai dat trén PC tai tram danh cho ki su truc
tiép van hanh tai tram. Trong khi d6, hinh 9 dugc 14y tir phan hién thi trén browser cho cac ki su c6 thé tuong tac truc
quan céc thiét bi ciia tram tron bé tong thong qua moéi truong Internet. D& thdy, twong ty nhu phan giam sat, didu khlen
ndi bo tram, phin giam sat, diéu khién trén moi truong internet thong qua browser ciing c6 day du cac thong tin cn

thiét v& tinh trang hién tai cua cac thiét bi tai tram va déu duoc lay truc tlep tor PLCs thong qua b wraper.
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Khéc véi phan diéu khién, phan quan 1y cac dit liéu hoat dong tram tir xa qua internet ngoai kha nang thu thap,
trao doi va tong hop dir liéu twong ty nhu phan quan ly dit liéu tai tram, phan quéan 1y trén Web con c6 thé tong hop,
phén tich cac dit liéu cta nhiéu tram cing lac giup d& cho nguoi str dung tram. Hinh 9 va hinh 10 1an lugt duoc lay tir

Hinh 9. Phin gidm sat va didu khién cho cac cap ki sur trén nén Web

chirc ning thong ké ciia phan quan 1y tai tram va trén nén Web.
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Hinh 10. Chirc ning quan ly théng ké cho k¥ su diéu khién tai tram
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Hinh 11. Chirc ning quan ly thong ké cho k¥ su diéu khién tir xa

IV. KET LUAN VA HUONG PHAT TRIEN

Trong bai bao nay, chung t6i di trinh bay mot giai phap mo hinh thu thap va quan 1y dir liéu trong cac hé thong
giam sat va diéu khién cong nghiép Ung dyng dién toan ddm mdy. Vi mo hinh do, cac hé thdng SCADA khong nhiing
d& dang mé rong, bao tri nhd c6 cdu tric da ting ma con tan dung duoc toan bo loi thé cua mang internet hién dai.
Ddng thoi, nhd viée tng dung dién toan dam may trong quan 1y, luu trir dir liéu, nguoi st dung khong nhiing c6 thé t6i
uu héa chi phi cho xay dung va quan tri co s6 ha tAng mang ma con tang hiéu qua hoat ddng cua cac hé thdng chay trén
nén tang Web.

Pau tién, voi nhing két qua thu duoc tir viéc xay dyng va thir nghiém mo hinh chung t6i da nghién ctru, chling
toi co the tién hanh nghién ciru cac phuong phap t6i wru hiéu qua hoat dong va ting do bao mat cua hé théng thong qua
phat trién bo wrapper. Ngoai ra, vi hé thong c6 thé thuong xuyén thu thap dir liéu theo thoi gian thyce tir nhiéu hé¢ may
cong nghiép khac nhau, do d6, ching t6i s& c6 co hdi dé nghién ciru sau hon vé cac bai toan khai pha dit liéu nham dua
ra nhiing nhéan dinh gitip viéc st dung may dat hiéu qua cao hon.
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COLLECTION AND DATA MANAGEMENT MODEL FOR INDUSTRIAL MONITORING
AND CONTROLLING SYSTEMS APPLYING CLOUD COMPUTING

Truong Dac Duy, Nguyen Ngoc Hoa

ABSTRACT: One of the most important goals of the fourth Industrial Revolution is to make industrial physical devices capable of
automatically transferring data, status to the internet and also able to receiving control without the need of human intervention. In
order to do that, an appropriate method to collect and manage data is needed to addressed and solved in which all the status data
or operation of the mechanical equipment will be processed and stored in the cloud database. So that, users are able to directly
view, monitoring and controlling the equipment using Web application, mobile application, etc. which enable geographically
independent without the necessary to be present at the working environment of the devices. Because of the benefits mentioned above,
in this paper, we will present the results of our research, development thus propose a data acquisition and management model as a
software as a services (SaaS) used for managing, monitoring and controlling data of an industrial equipment applying cloud
computing technology. The testing system is carried out on the monitoring and controlling system for concrete batching plant,
developed by CIE Group, which will confirm the advantages of proposed model comparing to the tradition SCADA systems.

Tir khéa: Cloud Computing, 10T, SCADA, Communication Management Systems.



