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TOM TAT: Bai béo trinh bay mdt phuong phdp cai tién lugc dé phan phéi khéa an toan trong mang diéu hanh gidm sdt cong
nghiép voi muc tiéu chéng lai nhitng tan cong dién hinh nhie tin cong phat lai, tin cong thong dong nhau khi mét thanh vién bi truc
xudt ra khoi hé thong voi mot thanh vién mdi gia nhdp vao hé théng hodc hai/nhiéu thanh vién cimg gia nhdp hé thong Ngay nay,
mang ndy do yéu cau ma phai tiép xiic rat nhieu voi hé thang mang cong cong nhu Internet, WAN thi nguy co mdt an todn ngay
cang hién hitu. Nhitng tin cong ndy cé thé lam anh huong rdt lom dén hé thong né cé thé pha hiy toan bg hé thong vd, dé lai nhirng
hdu qud nghiém trong khong chi ddi véi ban than t6 chire s6 hitu mang ma con anh hwéng téi an ninh, an toan ciia quoc gia. Nhing
cdi tién trong bai bo ddm bdo an todn véi nhitng chi phi tinh todn va leu triv ting 1én it nhat.

Tir khéa: Cay ham mét chiéu, kién tric phan cap khéa logic, tdn cong théng dong, tan cong phat lgi.

I. GIOI THIEU

Mang diéu hanh gidam sat cong nghi¢p (DPHGSCN) 1a mot hé thong mang thyc hién viéc diéu khién va giam sat
trong céc co so ha tang quan trong cua qudc gia. Thong thudng thi hé thong mang nay thuong 1a mot mang dong it cd
nhing giao tiép voi mang cong cong bén ngoai. Ngay nay, do sy phét trién clia cong nghé va doi hoi su thich tng véi
su phat trlen manh m& cua Internet nhu IoT (Internet of Things) thi mang PHGSCN ngay cang tr 1én mat an toan khi
ma yéu cau phai két ndi véi nhitng mang mé bén ngoai. Vi vdy, van dé an toan trong cac hé thong mang PHGSCN
cang tro 1én cip thiét. Bé dam bdo an toan cho mang nay trong nhitng moi truéng cong khai thi viéc ap dung cac bién
phap bao mat 1a mot diéu tat yéu. Theo tiéu chuan IEC 62351[1] trong linh vic mang cong nghiép dua ra cac yéu cau
phai ap dung cac giai phap ma hoa/ g1a1 ma dir liéu dé dam bao an toan trong qua trinh truyén thong trong mang. Tuy
nhién, vin dé quan trong nhét trong viéc ap dung mat mé lai ndm & viéc phan phéi quan 1y khoa phai dam bao an toan,
bi mat va hi€u qua.

That dang tiéc 1a nhitng luge dd quan 1y khoa nhu SKE[2], SKMA[3] khong hd tro viée truyén quang ba trong
mang, so luong khoa luu trir lai m01 nat mang qua nhiéu trong khi tai nguyén han ché va khong c6 kha nang chéng lai
nhiing tin cong phat lai (ddy la tin cong rit nguy hiém trong mang DBHGSCN). Dé giai quyét van dé nay, mot giai phap
hiéu qua s dung md hinh LKH (Logical Key Hierachy) [6], [7] két hop v6i OFT (One- way Function Tree) [4], [5].
Tong chi phi truyén théng ctia viéc quan Iy nhom khi mot thanh vién ra khoi nhom giam xudng con log.n, voin la tong
s0 nguoi dung trong hé thdng, bang 1/2 chi phi truyén thong trong kién trac LKH. Tuy nhién, Horng [8] da phat hién
OFT c¢6 16 hong tan cong dang thong dong. Tén cong nay l1a mot tham hoa I6n nhur trong cham soc ste khoe va giam
sat bénh nhan [9] [10], va kién trac thu thap dir liéu moi truong [11] [12] [13] [14], ddc biét voi viée phat hién nhing
su kién nong bong [15] [16].

Trong bai b4o nay, chung t6i dé xuat lwoc dd véi tén OFT-1 1a lugc dd cai tién tir luge dd OFT dé chdng lai cac
tn cong thong ddng va tan cong phat lai. Lugc dd dé xut nay hiéu qua trong viée giai quyét bai toan an toan véi chi
phi tang tdi thiéu trong tinh toan va truyén thong.

II. MANG PIEU HANH GIAM SAT CONG NGHIEP

A. Ciu trisc mang PHGSCN

H¢ thong mang DPHGSCN thuc hién gidm sat va diéu khién cac co sé tir xa thong qua viéc thu thap dir liéu tur
cac bo cam bién khac nhau trong mang DPHGSCN. Hé thong mang PHGSCN thuong ¢ cau trac phan cép. Nhimng
dang truyén thong ciia hé thong nay ciing 1a cdu triic master-slave. Hinh 1 mé ta ciu tric don gian ciia hé thong
DPHGSCN.

SUB-MTU

Hinh 1. Ciu tric phan cép cta hé thdng PHGSCN
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H¢ thong DPHGSCN thong thudng c6 ba loai thiét bi truyén thong gdbm HMI (Human Machine Interface), MTU
(Master Terminal Unit) hodc/va SUB-MTU va RTU (Remote Terminal Unit). Kién triic mang ctia hé¢ thong PHGSCN
thuong 14 tinh it c6 nhitng bién dong. Cac duong truyén giita cac nut dugc biét trude, chi c6 mot vai thay doi trong
mang khi thém hodc bét RTU hoic SUB-MTU. Qué trinh truyén thong chi xuat hién gitra HMI véi MTU, MTU véi
SUB-MTU, hai SUB-MTU v&i nhau, MTU véi RTU, hai RTU véi nhau. Truyén thong HMI-MTU c¢6 thé duoc thuc
hién d& dang qua dich vu web str dung cac giao thiic co ban trong bo giao thirc TCP/IP. Tuy nhién, truyén thong HMI-
MTU it ¢6 nhitng gidi han vé tai nguyén hon so véi cac truyén thong con lai.

B. Nhiing rang budc va yéu ciu hé thong

Mang DPHGSCN khéac véi cac moi truong mang thong thuong do méi truong hoat dong ciia nd thudng nim
trong céc co sO ha tang quan trong ctia qudc gia. Vi vdy, mang nay ¢ mot so rang budc sau:

e Kha ning tinh toan han ché: Nhiing thiét bi ¢ xa nhu cac RTU 1a mot hé thdng nhung c6 khong gian luu trir
va kha nang tinh toan thap.

e Tbc d6 truyén dit liéu thap: Vi hé théng PHGSCN dugc sir dung trong thoi gian dai, dudng truyén trong
mang c6 bang thong thap.

e Xirly thoi gian thue: Hé thong DPHGSCN can chinh xac. Do tré trong qua trinh xir 1y dit liéu c6 thé dan dén
mot s6 van dé nguy hiém.

Nhirng rang budc cua hé thong PHGSCN ¢ trén 1am cho n6 khé dugc dp dung nhiing cong nghé an toan doi hoi

tinh toan 16n, vi vay nhitng rang budc d6 duoc xem la co so cho viée 4p dung nhitng co ché an toan.

C. Nhitng rang bujc vé an toan

Trong mang DPHGSCN thi nhiing nguy co phai d6i mat v6i van dé mét an toan d6 1a tin cong phat lai va tan
cong thong dong. Ngoai ra, trong lugc dd quan 1y va phan phdi khoa con phai dam bao: Bdo toan bi mdt truée (Céc
thanh vién da bi truc xuét ra khoi hé thong khong dugc truy cap vao nhing thong tin méi trong hé thong, ¢ trang thai
d6 chung khong thé tinh (hodc truy cép) nhirng khoa méi sau ndy) va Bdo todn bi mdt sau (nhitng thanh vién méi vao
hé thong khong thé truy cép nhiing thong tin truge khi anh ta gia nhp, ¢ trang thai nay ching khong thé tinh ra nhimg
khoa cii). Do d6, khi xay dung mét hé thong an toan thi ngay trong viéc quan ly va phan phdi khoa ciing can phai tinh
dén nhitng diéu kién nay. Vi vay, mot hé théng quan 1y khoa an toan va hiéu qua can phai dam bao:

Chéng tin cong phat lai;
Chéng tin cong thong dong;
Béo toan bi mat trude;

Bao toan bi mat sau.

III. LUQC PO QUAN LY KHOA OFT VA TAN CONG THONG PONG
A. Lwoc dé quén Iy khéa OFT

OFT la mot luge dd quan ly khoa dugc Sherman va cong su dé xuét trong [4], [5]. N6 dua trén lwoc do LKH
[6], [7] va str dung ham mét chidu trong quan ly khoa [17]. Trong OFT, ¢6 m4t ngudi quan ly nhom tp trung thuc hién
cac viéc cap nhat khoa, luu trir khoa va phan phéi khéa. Cau trac quan 1y cua OFT 1a mot cdy khoa nhi phan. Trong cay
nay, mdi nat i 12 sy két hgp mot bi mat nit X;, mot bi mat nlit mU y; va mot khoa nit K;.

1. Dinh nghia 1

Bi mat nat mu 1a két qua déau ra ciia ham mot chiéu véi dau vao 1a khoa cua nut d6, bi mat nat mu duge st dung
de tim cac khoa & nat cao hon trong cay khoa.

Bi mét nut ctia nit gdc ciia cdy chinh 1a khéa nhom. Bi mat niit mu y; dugc tinh theo cong thire y;=f(x;), khéa nat
K; duoc tinh theo cong thirc Ki=g(x;), véi f va g 1 cac ham mot chidu chuyén dung khac nhau. K; dugc sir dung dé ma
hoa thong tin khoa cap nhat khi thu hoi khoa. Mdi thanh vién trong nhom Iuu trit cac bi mat nit mu ctia anh em ciia cac
nut d6 theo dudong dan tir nt d6 dén nut géc. Do d6, mdi thanh vién cé thé sir dung bi mat nuat 14 cua nd va cac bi mat
nat mu dé tinh cac khoa nat khac theo dudng dan tir dudi 1én.

Hinh 2. Ciu tric cay khéa him mot chiéu
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Trong Hinh 2, i 1a mdt nit trong cdy khéa. Con trai va con phai twong (g la 2i va 2i +1. Nhitng ngudi ding
trong cdy con ¢ gdc tai i c6 thé tinh bi mat nut i theo cong thirc X; = Yai @ Yairs = f(Xa) @ f(Xair1), vOi @ la phép XOR
bit. Chung ciing c6 thé tinh bi mat niit mu y; theo cong thie yi=f(X;). Nhiing nguoi dung nay luu trir bi mat niit mu s két
hop voi nat s 1a anh em ciia nit i. Vi vay, chang c6 thé tinh bi mat nat cha p theo cong thire Xp ys ® y;. Tuong tur, mdi
thanh vién c6 thé tinh cac bi mat nat trén dudng dan tir nut d6 dén nit gdc, ké ca bi mat nut ge (khda nhom).

Khi mot bi mat nut trong cdy khoa thay doi thi bi mat niit mi méi duoc giri dén tat ca ngudi dung luu trit bi mat
nat mu cii trong nhom dé cap nhat lai khoa. Chang han, gia sir bi mat nut i, X; thay d6i. Bi mat nat mi méi y; duoc giri
dén nhitng nguoi dung luu trit bi mat mu cii ciia nit i. Nhitng nguoi ding nay chi 1a con cua s. Con ciia s tinh khoa nit
Ks, nguoi quan 1y nhom chi cdn ma hoa bi mat nit mi méi y; bang khoa K. Sau d6, ngudi quan 1y nhom giri quang ba
thong tin khoa da ma héa d6 dén nhom. Nhu thé, bi mat nat mi méi duge giri dén toan b thanh vién ciia nhém.

B. Tin cong thong dong trong OFT

Trong [8], Horng d chi ra 15 hong cac tin cong thong dong trong OFT. Sau d6, ong ta két luan rang OFT khong
bao toan bi mat trude va bi mat sau.

& O OO ¢ o O® = ¢ O

User B
B, O® © ® 0@ o)
User_A l c
a. Trudc thoi diém ta(trude khi User_A roi nhom)

b. Trong thoi gian ta dén tg (sau khi User_A roi nhom User_B
va trude khi User_B gia nhap nhom) c. Sau thoi diém tg (sau khi User_B gia nhap nhom)

Hinh 3. Tén cong thong ddng trong OFT

Hinh 3 mo ta nhimg thay ddi cac thanh vién trong nhém. Nhin vao Hinh 3, diu tién User A (¢ nat 8) roi khoi
nhom tai thoi diém t,. Sau do, User B gia nhép nhom tai thoi diém tg. Hinh 3 mo ta cac cay khoa trude khi User A roi
khoi nhom trong khoang t, dén tg, sau d6 User B gia nhap nhom. Trong thoi gian tir ta dén tz khong c6 bét ky nguoi
dung nao gia nhap nhom hay roi khoi nhom. Ky hi€u Xi[ta,ts] 1a bi mat nit i, yi[tats] 12 bi mat nit mu cta nut i trong
khoang tir ta dén tg. Sau khi User A rdi khoi nhom, x; khong bi thay ddi cho dén khi User B gia nhép. Vi vy, User A
nam giir bi mat mu ciia n6 13 ys[ta,ts]. X, bi thay doi khi User A roi khoi nhom va nhitng bi mat con lai khong bi thay
ddi cho dén khi User B gia nhap nhom. Khi User B gia nhap nhém, anh ta nhan dwoc bi mat ntit mu ctia n6 14 ys[tats].
Tuyu chung lai, ching biét y,[ta,ts] Va ys[tate]. Vi vdy, ching c6 thé thong dong v6i nhau dé tinh ra khéa nhém trong
khoéng thoi gian [t/.\, tB] theo céng thirc Xl[tA,tB] = yz[tA,tB] @ yg[tA,tB].

User A tinh dugc khéa nhom méi sau khi roi khéi nhém, vi vay OFT 13i trong viéc bao toan bi mat trudc.
User_B tinh khéa nhom trudce khi anh ta gia nhdp nhom, vi vy OFT 106i trong viéc bao toan bi mét sau.
IV. LUQC PO QUAN LY KHOA PE XUAT (OFT-1)

Trong bai béo nay, ching toi dé xuat mot giao thirc quan Iy va phan phdi khéa an toan va hiéu qua trong viéc
dam bao truyén théng an toan trong mang BPHGSCN.

MT,

Trong do: OFT-1
S © D
MTU

OFT-1
muc
RTU

RTis  RTy

SubOFT 1/ tap con RT

Hinh 4.CAu tr(ic cua OFT-1
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A. Mt sé dinh nghia va ky hiéu
Trong bai b4o nay chiing t6i sir dung mot s6 dinh nghia va ky hiéu trong Bang 1.

Bang 1. Cac dinh nghia va ky hi¢u

Ky hiéu Y nghia Ky hiéu Y nghia
h Chiéu cao cua cay min(i, j) S6 nho nhat gitra i va .
m S6 SUB-MTU K, Khoa bi mat cia nat i
n S6 RTU t6i da ma mot SUB- TVP Két hop cua danh dau thoi gian va
MTU quan ly so thir tu.
S6 RTU ma SUB-MTU thu | E (D Ham m3 héa AES véi khoa bi mat
Nur, quan ly tai nit MT, «(D) K
Trung tdm quan ly va phan phoi Ham bam
KDC | khoa tai mot MTU H(D)
NGt SUB-MTU tht i trong A gui thong diép Msg cho B. A va
nhom SUB-MTU hién tai ) B c6 the la mot tap cac thuc the.
MT, (i>1) A—B:{Msg} Tap céac thuc thé duoc biéu dién
{cac thuc thé}
MTO Nut MTU SKi,j Khda phién gitra nat i va nut j
Khoa tha ] tai mac i trong Khoéa tha jtai mac i trong cay
cay nhi phan tuong tng voéi tap nhi phan tuong wng vai tap con
K| MT, K, la khéa nit goc cia K, RT cua MT,.0<s<m,
cay nhi phan. 0<i<log,n, 1< j<m
0<i<hl<j<m
Tap céc thanh vién RTU hién MT Tap céc thanh vién SUB-MTU hién
RT | tai, RT ={RT,RT,,...RT, } tai, MT ={MT,,MT,,...,MT, }

B. Khdi tao hé thong

KDC xay dung cau tric khda bang cach sir dung céu trac LKH nhu trong Hinh 4. Cau tric nay gom hai tap, MT
va RT. Cau tric khoa cho mdi tap nay dugc xay dung theo LKH. MTU doéng vai trd quan ly chung ca nhém, khoa
nhom tai day dwoc sir dung dé truyén gitra MTU véi cac SUB-MTU. SUB-MTU déng vai trd 13 quan ly nhém con,
khoa & day goi 1a khoa nhom con dugc str dung dé truyén théng giira cac RTU véi MTU hoic cac RTU voéi cac SUB-
MTU con lai trong nhém ma MTU quan ly.

1. Cau tric khoa ctia tap MT

Cac khoa trong MT dugc t6 chirc theo cau trac cay nhi phan gém 2m-1 ndt, véi chiéu cao cay 1a h=log, m
véi m 12 s6 SUB-MTU. Trong céu triic khoa ndy, cac khoa tai cac nit 14 MT, (1<i<m) la K, (1< j<m)duoc gan
cho tat ca cac SUB-MTU. Con céc khéa khéc K (1<i<h-11< j<m)duoc tinh theo biéu thic (1). Néi cach
khac, khoa duoc tao ra bang cach st dung ham bam voi dau vao la cac gia tri bam cua cac ndt con caa no.
Ky =H(H(Kij) H (K 1)) v (1i<h-11< j<m) (1)
Khéa cua nit goc MT,la K, duoc tao ra tir biéu thic (1). Do d6, MTU biét khda nit goc tir cac khoa K ;

(1< j<m)cua m nit SUB-MTU.
2. Cau triic ctia tap RT

M3Ji tap RT ciing dwoc td chuc theo mét cay nhi phan gém Z(NMT, )—1nL’lt, do d6 chidu cao cua cay la
h= IogZ(NMTi ) Trong cAu tric khéa cua tap con RT do MT, quan Iy thi cac khoa cia céc nit la RT; (1< j<n)la
Kliogz(NMTi ) va dugc gan cho toan bo cac RTU. Céc khoa con lai K7 (1S s<m,1<j<nl<i<log, n)duqc tao
ra bang céch sir dung ham bam vai dau vao 1 cac gid tri bam tir khoa cia cac ndt con cua né theo biéu thic (2).
Kiagyo; =H(H (K H (K j.0)) V0T (1<i<log, (N, )-11< j<n) (2)

1+
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Khéa nit gbc K(i)lcﬁa tap con RT do MT, quan ly ciing dugc tao ra tir biéu thire (2). Do do, SUB-MTU tuong

ng véi ndt MT, biét khéa nat géc tir cac khoa K'Og ()

(1< j<n)cuanRTU.

C. Thém mét RTU hodc SUB-MTU vao hé thong

Pau tién KDC phai tim mét ndt gan nat gdc nhat dé bo sung thém nat méi nay. Tiép theo, ndt tai vi tri s& dugc
bd sung @6 s& tro thanh ndt con trai con ndt mai s& tré thanh ndt con phai. KDC tao mot khéa méi dé cap cho nat méi
nay va nit méi chuyén xudng d6. Bé dam bao bao toan bi mat sau trong qua trinh gia nhap nhém, toan bo cac khda ma
mot RTU hodc SUB-MTU méi gia nhap nhén duoc thi KDC phai cap nhat lai toan b cac khoa cua cac ndt tir nit méi
dén nat goc va cac nit anh em cua cac nit trén dudng dan d6. Do d6, mdi khi thuc hién viéc bo sung thanh vién mai,
thi toan bo cac khoa cua cac ndt ma nit méi vao c6 thé biét da duoc cap nhat lai bang cach sir dung ham bam dé cap
nhat lai khoa. Piéu nay dam bao chdng tan cong théng dong cua ngudi mai gia nhap nhom, dong thoi dam bao bao
toan bi mat sau.

a. Truée khi MT; gia nhip nhém b. Sau khi MTs gia nhip nhom

Hinh 5. B sung mot thanh vién mai trong OFT-1
1. Thém mét SUB-MTU méi

Khi b sung mot SUB-MTU méi vao h¢ thong, cu triic khoa tai tap MT thay doi va khoa nhém mai duoc tao ra
cho toan bo SUB-MTU dugc phéan phé@ dén toan bo cdc SUB-MTU theo thuat todn 1. Hinh 5 md ta chi tiét qué trinh
b6 sung thém mot SUB-MTU vao hé thong.

Thudt toan 1: AddnewSUB-MTU()
Input: OFT T, SUB-MTU mai MT 41
Output: T cap nhat.
1. KDC chgn mét nut 14 phu hop x = SelectLeaftoAdd(T);
. OldMember = Member(x); (a, b) = Split(x); a = OldMember; b = MT .1
3. KDC tao ngau nhién mét khda moi KMTW1 vagancho MT,_,

N

-KDC tinh lai K, ( Kl'\/IT ) tr hai khéa méi K., MT_,, cua hainut la (trong hinh 5 la Kg)
m m m+1

. KDC mé héa khoa méi K- bing khoa cii K, rdi gii unicast cho My KpC sy T { (K )}

[2 2NN &  BRE ~

. KDC cép nhit lai toan bo cac khoa trén dudng din tir nit méi gia nhap dén nat gbc bang cach sir dung cac ham bam véi
dau vao lan luot Ia céc gia tri bam cua khéa cua cac nit con. Trong hinh 5 ¢ day gom: K. = H (H (K,).H (K“));

Ky = H(H Ky ) H (Kg)): Koo = H(H(Kya) H (K ) ) Ko, =H(H(K,,) H(KL)).
7. KDC mé héa cac khéa mai ndy bang cac khoéa cii roi truyén multicasts cac khéa cap nhat nay dén cac thanh vién twong
{ng, va truyén unicasts dén nat méi.
KDC multicast {MT} {E (K| e )}

KDC— s MT, (B, (K 0]
8. KDC giri thong diép nhéc tat ca cac thanh vién la anh em ciia cac nut trén duong dan tir nit méi dén nit goc Ia ¢6 thanh
vién mai vé} cap nhat lai toan bo cac khoéa ma chdng nam gitr.'
9. KDC truyén unicast khéa nat cha cia nat méi dén nat anh em cua nGt mgi. Trong hinh 5 la
KDCLW){MTS} { Ky (Kmr KlZ’ K“, K3s)}

2. Thém RTU mai

Khi bo sung thém mot RTU mai ciing dugc thuc hién tuong tw nhu bo sung SUB-MTU nhung ¢ tang RTU va
cac khéa cap nhat phai 1én dén MT,,.
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D. Hiiy mgt RTU hogc SUB-MTU ra khéi h¢ thang

Khi g& mot RTU hodc SUB-MTU ra khoi hé théng thi ciing can phai cap nhat lai toan bo céc khéa lién quan toi
RTU hoiic SUB-MTU bi g& bé d6. Qua trinh hity mot SUB-MTU (hodc RTU) duoc mé ta nhu trong Hinh 6.

1. Hiy mot SUB-MTU

Khi huy moét SUB-MTU ra khoi hé thdng, cau triac khoa cua tap MT thay d6i va khéa nhém mai chi 1a voi
nhitng SUB-MTU con lai va khéa nay phai dugc tinh lai va phan phéi dén cac SUB-MTU theo thuat toan 2.

a. Trude khi MTg bi g& bo khoi nhém b. Sau khi MTg bi g& bé khéi nhom

Hinh 6. Huy bo mét thanh vién trong OFT-1

Thudt toan 2: RemoveSUB-MTU()
Input: OFT T, SUB-MTU bi huy MT,,
Output: T cap nhat.

1. y=leaf(MTy); p = Parent (y); s=sibling(y);
2. if Leaf(s) = Yes then Member(s) = p; x=s;
Else p=s; x= SelectLeaf(s);
3. KDC tao mot khéa méi K, roi cap cho MTy.y, trong hinh 6 1a K, , dwoc cp méi cho MT;.
4. KDC cap nhat lai toan bo cac khoa trén duong dan tir ndt bi huy bé dén nat gbc bang cach sir dung cac ham bam véi dau
vao lan luot la cac gi4 tri bam cua khéa cua cac nit con. Trong hinh 6 & day la: K., =H (H (Kzs)l H (K“))

Ko, =H (H (Ky) H (Kl'yz)).
5. KDC ma héa cac khoa méi nay bing céc khéa cii roi truyén multicasts cac khoa cap nhat nay dén cac thanh vién twong
ung, va truyén unicast dén niit mégi chuyén I&n nat cha.
KDC —mutieast_ T} :{EK” (Ki'vj,...)}

KDC —ie=t s MT, {EKWM (Ko}

6. KDC gui thong di¢p nhac tit ca céc thanh vién 12 anh em cua céc nut trén dwong dn tir nGt méi dén nat goc Ia co thanh
Vién vira bi huly va cap nhat lai toan b cac khda ma ching nam gii.
7. KDC truyén unicast khéa nat cha cta ndt mgi dén ndt anh em cta nat méi. Trong hinh 6 la

KDC — 5 (MT, }:{Ey.,, (Kga Ky}

2. Hay mot RTU

Qua trinh g& mot RTU ra khoi hé théng cling duoc thyuc hién twong ty nhu huy mét SUB-MTU nhung & muc
RTU va viéc cap nhat lai khoa dugc hiéu chinh 1&n dén tan MT,.

E. Tinh khéa phién khi truyén div ligu
Qué trinh truyén dir lidu c6 thé xay ra mot trong hai trudng hop:
1. Node téi Node

Qua trinh truyén node t6i node gdm MTU dén SUB-MTU, RTU dén RTU, SUB-MTU dén SUB-MTU, SUB-
MTU dén RTU. Khoa phién dé mot ndit i truyén cho nt j dugc tinh theo cong thicc SK;, =H (K ID,, IDJ.,TVP).

uyv?

Trong d6, Ku,v la khéa dung chung cua ndt j va nit i théng qua ciu tric OFT-1.

2. Node t&éi nhém

Qué trinh truyén node téi nhém gdm MTU dén cac SUB-MTU, SUB-MTU dén cac RTU, MTU dén cac RTU.
Khoéa phién dé mot nut i truyén cho céc thanh vién trong nhém j dugc tinh theo cong thirc K, =H (K TVP)_ Trong

u,v?
do, K, 1akhoa diing chung cua tit ca cac thanh vién trong nhém j va nit i. Thong qua cau tric OFT-1 thi nhiéu nit c6
thé str dung ciing mat khoa.
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F. So sanh véi cdc lwgc do khdc

Trong bai bao nay, ching toi st dung AES-128 lam thuat toan mad hda, SHA-1 1am ham bam. Ching toi tap
trung vao so sanh vé& mat Iy thuyét, dic biét 1a do phuc tap tinh toan hay chi phi tinh toan trong céc van dé tong chi phi
truyén thong, chi phi tinh toan cia KDC, chi phi tinh toan tbi da cuia cac thanh vién va tong chi phi luu trir toi da cua
céc thanh vién. Ngoai ra bai bao ciing danh gia vé mot s6 van dé an toan nhu chdng tin cong thong dong, chdng tan
cong phét lai. Bang 2 dua ra so sanh chi tiét ciia lugc dd dé xuat véi cac luge @6 trude do. Trong d6 AC 1a tan cong
thong dong, RA la tan cong phat lai, h 1a chiéu cao cua cay khoa, L kich thudc khoa, Ce 1a chi phi tinh toan ma hoa, Cp
1a chi phi tinh toan giai m&, Cy 1a chi phi tinh toan ham bam, C; 1a chi phi tinh toan ham mat chiéu cira sap, Cy, la chi
phi tinh toan phép nhan Modulo.

Trong OFT-1 gia sir 6 n nguoi ding, tong chi phi truyén thdng cua quan ly hé thong gidng nhu trong OFT.
Diéu nay chu yéu la do khdng mg rong thém nhiing thong tin khoa can dugc gui di trong nhém khi thyc hign thu hoi
khéa. Khi mot ngudi ding mai gia nhap hé théng, dé ngan tan cong thong dong thi nhimg nguoi dung trong hé thong
chi can thyc hién cac ham mot chiéu. So véi OFT thi trong OFT-1 ngudi quan Iy nhém chiu chi phi tinh toan thém
log,n -1 bi mat nat mu. Céc thanh vién trong hé théng chiu téng chi phi luu trit thém it nhat I log,n-1 bi mat nat mu.
Vi C,, < C; nén chi phi tinh todn caa ngudi quan ly nhém va chi phi tinh toan ti da cua cac thanh vién thap hon trong
HOFT[20].

Tu nhiing phén tich trén cho thy so véi luge do OFT thi luge do dé xuét chi chiu tang thém nho vé chi phi tinh
toan cua ‘ngudi quan Iy nhém va tong chi phi Iuu trir cua cac thanh vién. Tong chi phi truyén thong Cua nguoi quan ly

nhém gidng nhu OFT. Quan trong hon 1a tdng chi phi truyén théng va chi phi tinh toan cia luge db dé xuét thip hon so
Vi cac luge dd khac.

Bang 2. So sanh lugc db d& xuit véi cac luge dd khac

Luge do CE\@Q Cgé/:]g Taggacwgchi(tﬂéﬁ? hg‘y?”g Chi phitinh toan ciia KDC (thém;huiy) I;Q gt'hcéhr:hp\r/]iiétrin(r':htgné:?hi;ife)l
(2h+1)*L; (2h+1)=C. +(2h-1)=C,; 2C, +(2h-1)=C,,;
OFT-1 co co
(h+)=L (h+1)*C. +(h-1)=C,, C, +2h*C,
(2h+1)*L; (2h+1)=C_ +(h-1)*C; 2C, +h=*C,;
OFT [4][5] Khéng Khéng
(h+D=L (h+)*C. +h=C, C, +h*C,
Ku v cong su | g Khong (Zh+D)*L; (2h+1)*C, +(h-1)*C,; 2C, +h=*C,;
(18] (h+D)*L (h?+h+1)*C_ +(h? +h)*C,, h+C, +(1/ 2)h’ +C,,
Xu va cong su co Khong (2h +1) *L, (2h +1) *CE + (h _1) * CH ; 2CD +h=* CH iy
[l (h+D=L (h+1)*C, +(h—2)*C,, C, +h*C,
2h+1)*C_ +(2S*h+1)*C,, +
@2h+1)*L; (@h1)xCe + )*Cu (L+n)=C, +2n+Cy +
HOFT [20] co Khéng (hel)sL (h+S=*h+1)*C;; (h+S*h)*C,;
+1) *
(h+1)*C. +(h+2)=C,, +(h-1)C, | Co+(h+1)*Cy +h*C,
[SZ?[ES/] SKMA Khéng Khéng

V.CHUNG MINH AN TOAN CUA LUQC PO PE XUAT

Dé chimg minh luge d6 dé xuat OFT-1 cta ching t6i an toan. Ching t6i str dung md hinh an toan cta Panjwani
phat trién trong [21]. O day chung t6i str dung khai niém nguoi ding thay cho RTU, SUB-MTU, nguoi dung ¢ HML
Xét mot hé thong gom n nguorl dung, duoc gan nhan tir 1, 2, ..., n. Mdi ngudi dung i dung chung khéa bi mat K; véi
quan Iy nhom. Tai thoi diém t, nhitng nguoi dung trong tap S(t) c {1, 2, ..., n}goi la nhitng nguoi dung trong nhom tai
thoi diém t d6. Ky hiéu T ® 1a cay OFT-1 twong tmg véi tap SY. Ky h1¢u [n] 1a tap {1, 2, ..., n} va 2" 1a tap Iy thira
ctia [n]. Taco SO=(S®, sD, .. 59) ¢ (21", Néu véi moi t 21, ST thay thanh SO qua phép thay déi don, thi diy S©®
goi 1a day don. Theo do, ta c6 mot sé dinh nghia va b dé sau:

A. Mt sé dinh nghia
1. Dinh nghia 2
Giao thitc OFT-1 gdm n ngudi ding goi 13 ding néu véi Vt >0, diy don SO, Vi e S thi i chi biét cac khéa bi

mat nat trong duong dan tir nt 14 cia nd dén ndt goc va cac bi mat ndt mu cua nat anh em trén duong dan nay va
khong biét cac khéa bi mat hoac bi mat nit mi khac trong TO.
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2. Dinhnghia 3

_G)iao thirc OFT-1 gom n-nguoi ding dugc goi 1a an toan chong tin cong ngudi ding don néu véi Vvt >0, diy
don SO, Vi ¢ SV thi i khdng bao gidr ¢6 thé khoi phuc lai bt ky khoa bi mat nat nao trong T tir K; va nhing thong
di¢p thu hoi khoa.

3. Dinh nghia 4
. Giao thirc OFT-1 gdm n-nguoi ding dugc goi 1a an toan chong cic tin cong thong ddng néu vai vt >0, diy don
S®, tap nguoi ding bat ky U = {iligS“}, U khong thé khoi phuc lai bét ky khéa bi mat nao trong T tir {KijieU} va
nhiing théng diép thu hoi khda.
B. Mt so bo dé
1. Béde1
Giao thirc OFT-1 dtng va an toan chdng tan cong ngudi dung don.
Chirng minh

V6it = 0, thi SO = ¢, phat biéu d6 ding. Chung ta s& chirg minh néu phat biéu do dlng vdi t0 thi n6 ciing
dang voi t+1. V6i chudi don SE+D=(S®, @, sty ¢ (2™ et cac truong hop sau:

a) Truong hop 1:

Véi (i € SOAi € SE+D) trong OFT-1, i chi ¢6 thé khdi phuc lai nhitng khda bi mat ndt va bi mat nit mu da
thu hoi khda ma né nam giir trong T® khi can tir thong diép thu hdi khéa. Do d6, nd chi ndm giir tit ca nhitng khoa bi
mat n(t va bi mat n(t mu trong T¢*+Y khi can.

b) Truong hop 2:

V6i (igSOai € SE+D), diéu d6 co nghia 1a i gia nhap tai thoi diém t. Trong OFT-1, thanh vién gia nhap méi i
chi khéi phuc dugc nhitng khoa bi mat ndt va bi mat ndt mu can thiét tir nhitng thong diép thu hoi khda.

¢) Truong hop 3:

V6i (i € SOAigSED)), didu d6 co nghia 1a i bi huy (roi khoi hé thong) tai thoi diém t+1. Tir gia thuyét, i chi
biét nhirng khoa bi mat nut trén dwong dan cua né dén nat gbe va nhiing bi mat nat mu cua anh em trén duong dan nay
trong T®. Trong OFT-1, todn bo bi mat nit trong duong dan cua i dén cac gdc trong T ®duge thay ddi tai thoi diém
t+1. Mic di mot sé bi mat nat ma trong T® ma i dua ra c6 thé khong thay ddi tai thoi diém t+1, cac thong diép thu
hdi khoa dwoc ma héa bang cac khéa bi mat ndt anh em cta no theo duong dan dén nat goc trong TM. Vi thé, i khong
thé biét duoc bat ky bi mat nat nao trong T+,

d) Truong hop 4:

V6i (iSO AigSE+D), didu d6 co nghia 14 i bi huy trudc thoi diém t. Tir gia thuyét, i khdng bao gio biét bat ky bi mat
ndt nao trong T®. T nhitng thong diép thu hoi khoa tai thoi diém t+1 dwoc ma hoa bang bi mat nat trong T, i
khong thé khdi phuc lai nhimg thong diép thu hdi khéa. Vi vdy, i khdng bao gio tinh ra dugc bat ky khéa bi mat nat
nao trong T ¢+ [

2. B6dé2

Cip nguoi ding thong dong User A va User C bat ky khong thé tinh ra bat ky khoa bi mat chua biét nao tir
OFT-1.

Chitng minh

Dau tién, xét User C gia nhap hé théng sau khi User A rdi khoi nhom. Tré lai Hinh 3, gia sit User A bj huy tai
thoi diém ta sau d6 User C gia nhap hé thdng tai thoi diém tc. Theo OFT-1 thi toan bd cac bi mat nit mu cua anh em
theo duong din cua User C dén nat gbe bi thay ddi tai thoi diém te. Vi thé, User C khong thé biét bt ky bi mat nat
mu ndo di st dung trudce khi né gia nhap hé thong. Vi vay, User A va User C khong thé tim ra bat ky khoa bi mat
chua biét nao.

Tiép theo, xét User A va User C gia nhap hé théng cung thoi diém. Theo OFT-1, toan bd cac khoa bi mat nat
trén duong dan ciia User A va User C bj thay doi. User A va User_C khong thé tim dugc bat ky khoa bi mat niit chua
biét nao bang nhimg bi mat nit mi ma ching da c6. Trong truong hop User_A va User_C cung bi huy tai mot thoi
diém ciing tuong tu. Tong hop lai, User A va User C khong thé tim ra bat ky khoa bi mat nat chua biét nao tir OFT-1.
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3. B6de3
Giao thirc OFT-1 1a an toan chdng lai tan cong thong dong.
Chirng minh

Gia sir ton tai t; > 0 va mot tap cac ké tan cong khong c¢é trong ST0) ¢6 thé nhan dugc mot bi mat nat x; trong
T(0), Vi OFT-1 la an toan chdng tin cong ngudi ding don nén mdi ké tin cong khéng bao gio nhan dugc x; trong
T(t0), Nhiing ke tan cong nay phai thong dong voi nhau dé nhan duoc X;. Theo dinh Iy 1 cia Liu [20], phai ton tai mot
cap tan cdng co thé thong ddng nhau dé tinh ra khéa bi mat niit chua biét. Biéu ndy mau thuan véi bo dé 2. Vi vay, giao
thirc OFT-1 la an toan chéng tan cong théng dong.

VI. KET LUAN

Mang DHGSCN 1a mgt hé thong rat quan trong trong cac co so ha ting cta qudc gia. Tuy nhién, do su phat
trién cua cong ngh¢é ma mang nay phai d6i mat v6i nhirng hiém hoa mét an toan. Hau qua tr mang DPGGSCN mét an
toan dé lai rat 16n, n6 c6 thé anh huong t61 cude song ctia ngudi dan, tdn vong cua mdt quoc gia. Bai béo tap trung vao
xdy dung luge dd quan 1y va phan phdi khéa an toan va hiéu qua dé dap ng yéu cau st dung mat ma trong bao v¢ qua
trinh truyén dir liéu trong mang. V&i lugc dd OFT-1 d& xuét, n6 c6 thé chdng lai tan cong phat lai nho khéa phién st
dung ham bam mét ma v6i cac tham s6 dau vao 1a khoa, danh diu thoi gian két hop v6i chudi s6. Ngoai ra, OFT-1
chéng tan cong thong dong qua viéc cap nhat lai toan b nhirng thong tin bi mat ma mét SUB-MTU, RTU, MTU luu
trlr khi mét thanh vién méi gia nhdp hodc hiy mot thanh vién ra khoi hé théng. Qua d6 cling dam bao dugc tinh bao
toan bi mét trude va bao toan bi mat sau.
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IMPROVEMENT METHODOLOGY OF SECURE KEY DISTRIBUTION IN
RESTRICTED RESOURCE NETWORKS

Nguyen Dao Truong, Le My Tu

ABSTRACT: This paper presents an approach to improving the security key distribution scheme in industrial supervisory and
monitor networks with the aim of combating typical attacks such as replay attacks, collusion attacks when a member joins and two
or more members join the system. Nowadays, This network due to requirements that have to contact a lot with public networks such
as the Internet, WAN, the risk of unsecurity increasingly exist. These attacks can greatly affect the system, which can destroy the
entire system and leave serious consequences not only to the organization itself but also to security of the country. Improvements in
articles ensure security with minimal increase in computing costs.



