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TOM TAT: Pé bao mdt trong qué trinh truyén di liéu trén mang thi viéc ap dung gidi phap ing dung céc kj thudt ma héa la mgt
diéu tat yéu. Tuy nhién, trong nhitng mang c6 tai nguyén han ché va yéu cau thoi gian thyec hién nhanh thi cdn phdi c6 nhitng cdi
tién phii hop. Bai bao trinh bay mdt phwong phdp cdi tién mdt mé khoi dé nang cao kha ndng bio mdt ciia hé mdt da trén sw phu
thuéc khéa ciia cdc ham bién déi vong trong qud trinh ma héa va gidi mé. Ngodi ra, bai bdo ciing dé xudt gidi phdp cirmg héa bang
hé thong mé phong trén FPGA dé tang toc dé md héa va gidi md dp dung trong cdc mang ¢ tai nguyén han ché.

Tir khéa: FPGA (Field Programmable Gate Array), AES (Advanced Encryption Standard), m& héa, gidi mé.

I. GIOI THIEU

AES 1a thuat toan chuin mat ma dbi xtung dugc NIST (National Institute of Standard and Technology) thuc hién
nam 2000, sau bén nam nd lyc dé thay thé cho DES (Data Encryption Standard), NIST d lya chon AES cuia Rijndael
[4], [2] (NIST 2004). Ban FIPS (Federal Information Processing Standard) cho AES dugc cong bd thang 2 nam 2001
[3]; Viéc chudn hoa AES duoc chép nhén sau khi da nhan xét va danh gia cong khai, dugc cong bd thanh chuén FIPS
PUB-197 vao thang 12 niam 2001 [3]. AES thuc hién ma héa va giai ma theo khdi sir dung khoa ddi xtmg, do dai cua
khoa c6 thé 1a 128, 192 hodc 256 bit, tuy nhién viéc mi héa va giai ma thuc hién theo cac khéi 128 bit [4]. Dau vao cia
thuat toan ma hda va giai ma 1a ting khéi 128 bit, khéi nay dugc biéu dién thanh mot ma tran vudng cac byte. Khoa
dugc cung cip cho qué trinh md hoa va giai mi 12 qua qué trinh mé rong khoa luu trit trong mot mang cac word, mdi
word c¢6 kich thudc 4 byte va téng cong c6 44, 52 hoac 60 word twong rng vdi do dai khoa 128, 192, 256. Hinh 1 mo ta
chi tiét thuat toan ma hoa va giai ma cua AES.
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Hinh 1. Ma hoéa va gidi ma trong AES
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Trong qua trinh mi hoa va giai ma sir dung 4 ham bién d6i khac nhau va cac ham nguge tuong ing sau day:

A. SubBytes (invSubBytes)

La ham thay thé phi tuyén, sir dung bang thay thé (S-Box), bang 1, bang nay dugc xay dung boi nghich dao
phép nhén va bién d6i affine. N6 cung cip kha niang x4o tron va phi tuyén. Mdi byte trong trang thai (state) duoc thay
thé bang byte khac trong bang S-Box.

B. ShiftRows (invShiftRows)

La ham dich chuyen byte don gian, mdi hang duoc dich chuyén tuan ty véi s6 lugng budc cb dinh. Dic biét, cac
phan tir cua hang dau tién s& khong thay ddi vi tri, hang thir hai dich sang trai mot cot, hang thir ba dich sang trai hai
cot, hang cubi cung dich sang trai ba cot. Thao tic nay nhim dam bao mdi cot cua bang dau ra déu duoc tao thanh tir
cac ¢t cua bang trang thai dau vao.

Bing 1. Bang thé S-Box
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C. MixColumns (invMixColumns)

Mbi cot duge chuyén doi tuyén tinh bang cach nhin nd voi mot ma tran trong trudng hitu han. Chinh x4c hon
mdi cdt duge xem nhu mot da thic trong trudng GF(2%) va dugc nhan modulo x*+1 v&i mot biéu thirc ¢o dinh
c(x) = 3x% + X% + X+ 2. Phép nghich déo trong bién ddi tuyén tinh cting v&i ham ShiftRow, dé tao ra cac ban tin trong
qué trinh m& hod va ham ngugc cua nd trong qua trinh giai ma.

D. AddRoundKey (invAddRoundKey)

Mbi byte trong bang trang thai dugc thuc hién phép XOR véi mot khod vong, qua trinh xu Iy AES thu duoc
11/13/15 khod vong tir cac khdéa ma hoa duge phan phoi cho qué trinh ma hod va giai ma.

Ca qua trinh ma hoa va giai ma déu bat ddu bang giai doan AddRoundKey, tiép theo 1a cac vong véi mdi vong bao gdm
ca bon giai doan trén, vong cuoi cung chi con ba giai doan (Hinh 1).

II. PE XUAT CAI TIEN AES

Nhirng thay d6i trong thuat toan AES thé hién nhu sau: khéa ma phan bd trong mot ma tran 4x4, nhu thé hién
trong hinh 2. O d4y khoa bi mat c¢6 do dai 128 bit con v&i khoa 192 va 256 thi AES cai tien chi 1ay 128 bit dau tién dé
thuc hién trong céc cai tién, ki,' = k|ojkllj k:j 1a phan tir khoa c6 d6 dai 8 bit (i 1a chi s6 hang, j 1a chi sb cot, k 1a vi
tri cac bit trong chudi biéu dién dang nhi phan cua phan tir khéa ¢ 6 (i, j)),0<i <3;0< j <3;0<k < 7. Mdi hang ma
tran nay duoc dung cho cac phép biép dbi khac nhau trong qud trinh cai tién. Hai hang cudi cung cua ma tran khéa ma
dugc su dung trong SubBytes cai tién. Hang déu tién dugc su dung trong ShiftRows cai tién. Hang thir ba dugc su
dung trong MixColumns cai tién. Buéc AddRoundKey gilt nguyén khong thay doi. Ban rd dugc phan bd trong mot ma
tran 4x4 duogc goi la ma tran trang thai State (M) (hinh 3).
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Hinh 2. Phén bd khoa trong AES ci tién Hinh 3. Ma trin State trong AES cai tién
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A. Qua trinh méd hoéa
1. Cai tién ham SubBytes

Chuyén hang thr 3 ctia ma trén khoa vé dang nhi phan, bén nhém nhi phan 8 bit, 4 bit tht hai tir mdi 8 bit dugc tich
ra va tham gia vao viéc lya chon phan tir thay thé trong bang S-Box, g, = k;okz‘r”o, g, = k;ok;,ov g,= kilk;l, g, = k6 k271,
g, =K; k5 ,. Nhimg bit nay dugc nhom thanh 4 nhom: gogs, 919s, 929e, 9sg7 trong do o, g1, g2 Va gs lan lugt la sb hang

Va g, gs, Js Va g7 lan luot 14 s6 cot ctia ma tran trang thai. Dir liéu & vi tri M(go, 94) dugc thay thé tir S-box. Phép thay
the dugc thue hién tuong tw nhu ham SubBytes ciia AES. Thyc hién twong tu véi cac vi tri con lai M(g1, gs), M(92, 9e)
va M(gs,97). Nhu vay, hang thi 3 cia ma trdn ma gom 4 phan tir dugc thay thé trong ma tran trang thai. Tuong ty nhu
vay, qud trinh trén s€ dugc 1ap lai v6i hang thir 4 ctia ma tran khoa.
2. Cai tién ham ShiftRows

Trong budc ndy, hang thir nhit ciia ma trdn khéa duge chuyén déi sang dang nhi phén twong tmg. Chudi nhi
phan thu dugc nhom thanh 8 nhom, m&i nhom ¢6 4 bit bat dau tir bit dau tién, a; = KJ ks K oKs o, 85 = Kg kS oKS Ke o,

0123 41,5 1,6 |7 0,1 21,3 41,5 6 7 0,1 21,3 41,5 1,6 7
a, :ko k k kovas k k k k01’a —k k k koz’as :ko,zko,zkozkozi —k k k kos'a —ko3ko3ko3ko3
Cac bit cua ag dugc XOR véi nhung bit ctia a; dé c6 duoc mot két qua 4 bit nhi phan cua P, P=a,®a,. Tuong ty nhu
viy Q, R va S dugc tao ra tr cic nhom con lai [a;, a], [az, as] va [as, a4] tuong Gmg, Q=a, ®a;, R=a,Da,,
S =a,®a,. Céc bit cia P va R duoc sir dung dé xc dinh chi s6 hang con cac bit ctia Q va S x4c dinh sé lan dich vong
tréi. Hai bit ddu tién cua P cho biét chi s6 hang duoc dich vong tréi. V61 hang s6 cac sb 1 trong Q 16n hon 1. Viée lam
nay cho phép s0 lan dich bit d6i véi hang d6 dugc biéu dién boi P. Qud trinh tuwong tw dugc 1dp lai cho R. O diy, néu
hai bit dau tién (tam goi by va by) bleu dién ccung mot hang ma da dugce dich trude do thi by va b, dugc coi 1a nhitng bit
ké tlep ngay sau. Mat khac, neu s6 hang giéng nhau thi b, va bs duoc kiém tra ke tiép ngay sau bz va b;. Sau khi klem

tra tAt ca cac bit, néu s6 hang gidng nhau thi hang gidng nhau d6 dwoc dich di s6 cac s 1 trong S 16n hon 1. Vi vay, sb
hang ti da dugc dich 1a 2.

Thyc hién d6i ximg trén cac hang con lai. Trong thao tac nay, dir liéu riéng dwoc chuyén tir mdi hang thanh
dang nhi phan va doc tir phai sang trai, cubi cing chuyén n6 sang dang thap luc phan. Vi du: Xét cac phan tir dir liéu
4A (Hexa) = 0100 1010 (nhi phan). Poc tir phai sang trai, ta ¢ dugc 0101 0010 = 52 (Hexa).

3. Cai tién ham MixColumns
O vong nay, cac phan tir ciia hang thtr 2 trong ma tran khoa dugc tach ra thanh cac khdi 4 bit, b, = k1?ok11,ok12,ok13,o’

b1 = k14 k15 k16 k17ov = k101k111k121k131’ = kflkflkflkZI’ b4 = kfzkll,zklz,zkfzvbs = kfzkf,zkle,szZ’be = kfskll,sklz,skfa’b7 = kfakls,skfskf,s-
Sau dé duoc nhém lai, b b, b0, , bl 2b5, @, nhitng nhém nay sau d6 chuyén d6i thanh gia tri thap phan tuong ting va
tinh mod vé6i 4 cho mdi nhém (vi du bo_b7 =01010010 < 82,,,r =82%4 =2 tirc la cot thir ba). Phén du r s& ludn ludn

nam trong pham vi tir 0 dén 3 (tiec la 0 <r <3.0, 1, 2 va 3) tuong ung cot dAu tién, cot thir hai, coOt thir ba va cot thir
tu. Cac bién d6i MixColumns cua thuét toan ban dau duogc thuc hién trén cac cdt da chon. So6 cot toi da dugc tron trong
budc nay 1a 4.
4. Cai tién ham mé rong khoa

Trong thuat toan AES cai tién nay, su dung thudt todn mo rong khoa dya trén ham bam. Trudc tién, tién hanh
tinh ma3 bam v&i khda dugce st dung trong thuat toan AES. Sau d6 ma bam nay két hgp véi khoa duge nén sao cho c0
d6 dai 16 byte (128 bit). Str dung ham bam SHA-1 dé tao ra ma bam c6 128 bit, lam dau vao cho qua trinh m¢& rong
khoa. N6 sé tao ra thudt toan ma héa manh trong thuét toan AES cai tien. Tiép theo gia tri ham bam 16 byte khoa
chuyén thanh cac word. Str dung cac ham sau day, cac word lién ti€p dugc tao ra cho addroundkey dugc sir dung trong
moi vong ma hoa va giai ma.

RotWord thyc hién dich vong trai mot byte trén mot word.

SubBytes thyc hién thay thé mot byte trén mdi byte ctia word du vao st dung S-Box.

Két qua ctia cac budc trén dugc XOR v6i mot hing sé vong, Reon[j].
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B. Qua trinh gidi ma
Qué trinh giai ma dién ra nguoc lai so voi qua trinh ma héa. Khi bén nhan, nhan duoc dir liéu di ma hoa, dau

tién s& XOR dir lidu bd tri trong ma tran 4x4 v¢i ma tran khoa. Két qua thu duogc 1a ddi tugng cua cac vong bién doi
sau day:

1. Inverse MixColumns

Qué trinh nay lam viéc giéng nhu MixColumns cai tién nhung qua trinh thyc hién s& nguoc lai. Hang thtr 2 cia
ma tran khoa s& duge thuc hién trong bude ndy. Céc thao tac dugc thuc hién trén ma trin dir liéu theo thir tw nguoc lai
v6i qua trinh ma hoa.

2. Inverse ShiftRows

O vong nay, cac bit ctia hang dau tién trong ma tran khoa s& nhom lai nhu trong qué trinh ciia ShiftRows. Can
lwu ¥ rang cac bit dugc nhom ciing twong tu nhu trong phan ma héa. Trong vong nay hang duoc biéu dién bang bit
trong R va hang d6 duogc biéu dién boi cac bit trong P duoc dich vong sang phai tuong tmg. Cac hang con lai duoc thyc
hién d6i xtrg ngau nhién theo thir tw bat ky.

3. Inverse SubBytes
Tai vong nay, st dung hai hang cudi cing trong ma tran khoa. Cac bién d6i dwoc thuc hién trong vong

SubBytes van khong thay d6i. Thtr tu thay thé duogc ldy tir trong ra ngoai c¢6 nghia la tryc thay thé theo thir tw M(gs, ga),
M(92,95), M(g1,06) V& M(go,07). Str dung S-Box nghich dao cho phép thay thé dir li€u trong ma tran nay.

C. Thir nghiém va danh gid AES cdi tién
1. Két qua ma hoa AES cai tién

Sau khi chay thir nghiém mi hoa véi AES cai tién, mot sd két qua danh gia nhu trong cac hinh 4.a. Trong thir
nghiém, sir dung khoéa ma (128 bit) va ban rd don gian dang Hex nhu sau Key="EEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEE”, ban rd Plaintext = “11111111111111111111111111111111”. Ngay ca khi ban rd va khéa ma rat don
gian thi nhimg cai tién giap lam cho ban mé c6 d6 phi tuyen tot. Di€u nay cang thé hién ro hon trong phén thay do6i mét
hodc hai bit & mdt so vi tri nhung két qua cho ban ma c6 nhiing chi so vé d¢ bao mét cao.

Vé thoi gian thyc hién ma hoa véi s6 lugng cac khdi 128 bit cling dugc cai thién hon (hinh 4.b), tuy nhién
khong dang ke (AES cii tien 1a 4,2979 ms so v6i 5,8399 ms cua AES chuan). D¢ tang toc d ma hoa va giai ma, trong
phan III cta bai bao sé dé xuat giai phap ciing hda thuit toan bang cong cu moé phdng FPGA.
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a. Phan b6 ban ma clia AES cai tién (AES_Mod) va AES b. Thoi gian ma héa trung binh véi s6 block (128 bit)
chuan (AES_Std) khéac nhau

Hinh 4. Két qua thir nghiém mé hoa voi AES cai tién
2. Danh gia an toan ctia AES cai tién

Mot tham s quan trong trong van d& danh gia mic d6 bao mat cia mot hé mat ma khéi do 1a hidu img thac d6
(avalanche effect) [5], day la dac dlem quan trong cua cac thuat toan ma hoa. Nam 2000, cac tac gia P. Barreto va V.
Rijmen [6] d3 dua ra tiéu chudn vé& mirc d6 anh hudng hiéu tng thac d6 dé danh gia ma khéi. Phuong phap nay kiém
tra mirc d6 cuia tiéu chuan hi¢u (mg thac d6 AVE, trong d6 chi ra ham f: (GF(2))" — (GF(2))™ duoc goi 1a théa man
tiéu chuin hiéu ung thac d6 néu trung binh ¢6 1/2 cac bit ra thay di mdi khi thay ddi mot bit don dau vao. Trong mat
ma, hiéu trng thac db thé hién khi chi can thay ddi mot chiat (mdt bit don & mét vai vi tri) dan toi nhirng thay déi dang
ké trong ban mi (co thé 13 mot nira s bit trong phdn ma). Dé xem xét chit lwong cia cac khdi mi, khi thay doi mot
chiit & ban ma hodc & khoa dan dén su thay ddi 1on trong ban ma. Viéc xay dung mot bd ma cho théy duoc su lan téa
dang ké 1a mot muyc tiéu quan trong trong bo ma. Hiéu tmg thac d6 dugc tinh nhu sau:
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ChangedNo
Length

AVE = x100%

Trong d6 AVE 1a hiéu tng thac d6, ChangedNo 1a s6 bit thay ddi trong ban ma, Length 14 do dai ban ma theo bit.

Trong thir nghiém, xét ban 16 va khoa mi co do dai 128 bit. Vi nhiing thay ddi trong khoa mi tir “12” thanh
“02”, “01” thanh “11” va “F0” thanh “F1” thi két qua thu dugc déu co ty 1¢ thay ddi cac bit trong ban ma ¢ chu yéu
trén 50 %, con AES gdc dat dudi 50 %. Ngoai ra, so vai cai tién ctia cac tac gia Amish Kumar, Mrs. Namita Tiwari [7]
thi nhiing cai tién ctia chung t6i vé co ban déu cao hon, chi tiét trong hinh 5.

= AES Mod
mAES[7]
AES std

B_it Bito
dau gilra cudi ngiu
tién cling nhién
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Hinh 5. Hiéu Gng thac d6 khi thay ddi cac bit don

II. PE XUAT CUNG HOA AES CAI TIEN

. Khong mét tinh tong quat, trong mé hinh d& xuat cting hoa nay, ching t6i trién khai cho AES-128 (128 bit khoa
dau vao). Nhu vay, AES s€ dugc thyc hién trong 10 vong lap.

A. Mé hinh thiét ké cirng héa mi khéi AES cdi tién

Thuafltr toan AES dugc thuc hién trén 10 vong lap, khi thuc hién cliing hoéa thuat toan trén phﬁn cliing, thuét toan
dugc thidt k& theo mo hinh rat gon nhu trong hinh 6. Thuét toan mi khoi AES thuc hién trén 10 vong ldp. Duya trén
nguyén tic nay, mo hinh rat gon chi sir dung tai nguyén thyc hién du cho mot vong xur 1y, sau do két qua dau ra lai

dugc dua trd lai thanh dau vao cta vong tiép theo. Nhu vay voi mé hinh nay tai nguyén sir dung dé cting héa thuat toan
duogc rat gon di tdi da.
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Hinh 6. M6 hinh thiét ké thuat toan AES cai tién rat gon
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B. Thiét ké cdc module co bin trong AES cdi tién
1. Bang thé S-Box va SubBytes

Cac gié tri (8 bit) ctia bang thé sboxl.. .sb0x16 giﬁ duoc napqsﬁn vao trong ROM cua FPGA, qua trinh thé 1a viéc
ap dia chi dau vao tuong ting véi gia tri ciia bang theé dau ra nhu thé hién trong hinh 7.a.

2. Bién d6i ShiftRows

Phép dich vong 8§, 16, 24 bit duqq thuc hién béng phqong pl‘lép dig:h vong thanh ghi dir liéu dAu vao di 8, 16, 24
vi tri. Dir li€u sau khi da dich dugc chuyén sang thanh ghi két qua tang ti€p theo nhu hinh 7.b.

subMatrix

...................................................... 8 hit 8 hit ‘

Address|  Address Address|  Address l 32:;5:;‘)

v " ‘ ‘ Reset

EEPROM || EEPROM EEPROM || EEPROM CLK i di i i
Subbytes | F0 2 EPROI o == wdThanh ghi dich (shift register)

(Shox1) (Shox2) (Sbox15) || (Sbox16) Out en ~
8 bit 8 bit 8 bi 8 bit Data_out
data data datd data (128-bit)

A v v

a. Khoi SubBytes b. Khoi ShiftRows

¢. Khdi MixColumn

Hinh 7. Cac khéi cting khéa cac ham con trong AES cai tién
3. Phép bién dbi Mixcolumn

Thuyc hién phép nhan ma tran dit liéu v6i ma trdn nhan. Phép Mixcolumn thyc hién nhd khéi dich vao va XOR
v6i x “1B” trong FPGA nhu trong hinh 7.c.

4. Khéi ham vong
Khéi ham vong thyc hién cac phep tinh toan Subbytes, ShiftRows va Mixcolumn. Day la khéi chinh trong phan
16i ma khoi AES cai tién nhu trong hinh 8.a.
5. Khdi sinh khoa vong
Khdi sinh khoa vong thyc hién sinh 10 khéa con tir khoa chinh. Chi tiét trong hinh 8.b.
6. Khi diéu khién qua trinh ma hoa va giai ma
Hinh 8.c 1a khdi diéu khién toan bd module ma hoa/giai ma AES cai tién dugc thyc hién theo nguyén 1y cia

FSM (mdy trang thdi). Cac tin hiéu dau vao didu khién 13 “Start”, xung nhip “clk”. Cac tin hiéu diéu khién diu ra la
“load_d_new”, “ Valid_out”, “Shift”.

RoundFunction

Start = ‘1’

Counter <10

Start = <0°

Counter =10

Start= <1’

a. Khoi ham vong b. Khoi sinh khoa vong c. B hinh trang thai FSM module didu khién

Hinh 8. Cac khéi chirc ning ciia AES cai tién

C. Két qud thiét ké cirng héa AES cdi tién trén FPGA

Thuat toan AES cai tién dugc thuc hién trén FPGA véi giao dién phﬁn cung nhu trong hinh 9.a gém:
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1 cong dit liéu dau vao 128 bit (data).

1 cong vao khoa 128 bit (key).

Tin hi¢u xung nhip clock (clk), tin hi¢u Reset.

Tin hiéu dicu khién bat dau qué trinh ma hoa/giai ma “Start”.
1 cong dir liéu ma dau ra 128 bit (Cipher).

1 cong bao trang thai 1 bit (Done).

aes_caitien

il

aes_caitien

it
ir
it
ir
T
L1
L1
£
it
LT

a. Giao dién Module cting hoa o o o
AES cai tién b. Kién tric cing khoa cia Module AES cai tién

Hinh 9. Module ctmg hoa AES cai tién

Core AES cii tién c6 kha nang hoat dong chinh xac ¢ toc do 261 Mhz trén chip FPGA Zyng 72020 [8], tuong
tng vai thong luong (246*128)/(10+2) = 2,624 Gbps.

Théng soé ky thudt ciia module:
Device utilization summary:

Selected Device : 7z2020clg400-3
Slice Logic Utilization:

Number of Slice Registers: 2956 out of 106400 2%
Number of Slice LUTSs: 16775 out of 53200 31%
Number used as Logic: 16775 out of 53200 31%

Timing Summary:
Speed Grade: -3
Minimum period: 4.059ns (Maximum Frequency: 246.366MHz)
Minimum input arrival time before clock: 1.238ns
Maximum output required time after clock: 1.575ns
Maximum combinational path delay: No path found

D. Danh gia thoi gian thwc thi

Thujt todn ma khdi AES cdi tién thyc thi trén FPGA véi toc d¢ khé cao, thoi gian tinh todn mot khdi 128 bit
tuong tng 69 ns nhu thé hién chi tiét trong hinh 10. Vi toc d§ nay hoan toan phu hgp trong trién khai cho bao mat cac
mang c6 tai nguyén han ché ciling nhu yéu cau toc do tinh toan nhanh.

Hinh 10. Thoi gian ma héa AES cai tién trén ISIM véi 1 block 128 bit

IV. KET LUAN

Thuét toan ma khéi AES 1a mot thuat ‘toan ma hoa manh dugc NIST ciing nhu nhiéu to chire str dung trong qua
trinh ma héa bao vé dir liéu trén dudng truyén trong cac mang. Trong mdi méi truong truyén théng cin cd nhiing cai
tién ca v& mat nang cao d6 mat ciing nhu ting vé toc d6 ma hoa va giai mi. Bai bao da tap trung vao viéc thiét ké lai
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nhitng ham con trong cac vong ma hoa va giai ma dé cai thién phan nao do mat so v6i AES chuan. Tir d6, ciing ting
toc dg ma hoa va giai ma bang giai phap ciing hoa thong qua mo phong bang cong cu lap trinh FPGA.

Vi thoi gian ma hoa va giai ma nhanh hon rat nhiéu va c6 d6 bao mat duoc danh gia thong qua sy xao tron ciia
ban ma. V&i nhitng céi tién nho nay gitip thuln lgi trong qua trinh st dung méat ma AES trong cac mang c6 tai nguyén
han ché ciing nhu yéu cau thoi gian thuc hién nhanh nhu mang truyén so li€u trong cong nghi¢p chang han.
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A METHOD OF IMPROVING BLOCK CIPHER APPLY TO THE NETWORK REQUIRES
FAST PROCESSING TIME

Nguyen Dao Truong, Le My Tu, Nguyen Doan Cuong

ABSTRACT: For security in the process of data transmission on the network, the application of the solution of encryption
techniques is indispensable. However, in networks with limited resources and fast response times, improvements are needed. This
paper presents a method for improving block ciphers to improve the security of the cryptosystem based on the key dependence of the
round transform functions during encryption and decryption. In addition, the paper also proposes a hardening solution by using
FPGA simulators to speed up encryption and decryption in limited-resource networks.



