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TOM TAT: Ngay nay voi su phat trién khong ngimg ciia Internet va cdc linh vuc trong cong nghé thong tin, cdc thiét bi
phan cimg, cdc img dung phan mém va cdc dich vu trén internet tré nén rat phé bién lam cho nén kinh té ciia cée nwde trén toan thé
gioi ngay cang phat trién.

Tuy nhién, ciing véi sw phdt trién nhanh chéng d6 luén tiém dn nhiing rii ro, gdy ra nhitng hé luy ton thit vé tai chinh, uy
tin... cho cdc té chire hay cd nhan tham gia dich vu. Do d6, van dé dam bdo an todn, an ninh théng tin trong qud trinh truyén tai
théng tin trén moi truong mang ludn la mot van dé néng trong nghién ciru va iing dung thiee tién. Pdc biét ld véi mot mang doanh
nghiép, van dé dam bao an ninh, an todn théng tin mang ngdy cang tré nén kho khan. Hién nay voi sy lan tda ciia cdc 16 héng phan
mém, cac nha quan tri hé théng dang phdi doz mdt voi rat nhiéu thach thirc va khé khan trong viée dam bao an ninh khéng gian
mang. Bai bao nay sé trinh bay mot cdach tiép cdn ciia phu"ong phap hinh thirc diea trén logic trong viéc phan tich an ninh mang
nham phdt hién ra cdc 16 hong dang ton tai trong hé thong va nhitng cugc tan céng cé thé c6 nham vio hé thong, giup cho cac
chuyén gia bdo mdt va cdc nha qudn tri hé théng qudn 1y t6t hon cau hinh ciia mgt mang doanh nghiép va cé thé kiém sodt duoc cdc
rui ro trong an ninh mang.

Tir khéa: Enterprise network security, logic-programming, attack graphs.

I. GIOI THIEU

Linh vyc dam bao an toan thong tin trén moi truong mang cling nhu viée tang cudng kha nang phong ngira/khic
phuc ctia hé thdng trudc cic cudc tan cong trén mang dang thu hut sy nghién clru trén thé gidi, 6 ca gioi hoc thuat va
gidi cong nghiép ciing nhu sy dau tu cla cac chinh pha. Tuy nhién, mot thuc té 1a cach tiép can hién nay cua nhiing
chuyén gia quan tri mang thudng phi hinh thirc, mang tinh chat tam thoi, xir 1y tinh hudng, chiap va. Dya trén cac canh
béo 16 hong tir nhiéu ngudn nhu CERT, BugTragq,... ho tu danh gia kha ning anh hudng nhitng 16 hong nay trong hé
thdng clia minh va ty xdy dung cach xur ly: va 16i va khoi dong lai hé thong, tai thiét 1ap lai ciu hinh tuong lia
(firewall),... [1]. Cach tiép can nay thuong phy thude trinh d/kinh nghiém cua tirng ca nhan quan tri nén tiém 4n nhleu
rii ro. Vi su truéng thanh vé co sé khoa hoc cua cac phuong phap hinh thire ddng thoi su phat trién vuot troi vé toe
do tinh toan, viéc ing dung cac phuong phéap hinh thirc vao kiém chimng sy an toan cua cac giao thic truyen tin trén
mang (ké ca internet, mang v1en thong 0 dinh va khong day nhu IEEE 802.x [2]) cling nhu sy suy dlen c4c ton thuong
ctia hé thong do cac 16 hong tiém nang phat hién dwoc tir 10i ma nguon [3], [4] hodc 16i thiét 1ap cAu hinh [1],... di tr&
thanh hudng nghién ctru chu dao trong linh vyuc an ninh mang trén thé giGi trong khoang 10 nam tré lai déy.

Tai Viét Nam, an toan va an ninh thong tin cting dang la mot van dé nong va ngay cang tro nén cap thiét nhat 1a
trong bdi canh lién tiép xay ra c4c vu tin cong mang nhu su kién tin tic tdn cong cong thong tin nganh hang khong
Viét Nam (Vietnam Airlines) va hé théng thong tin hién thi bay tai 2 cum cang hang khong Noi Bai va Tan Son Nhat
vao ngay 29/7/2016. C6 thé noi cudc tin cong website va hé thong thong tin sin bay nay dugc danh gia 1a 16n nhat tir
trude dén nay vao hé théng thong tin hang khong ciia Viét Nam.

Viée ddi pho voi cac 16 hong phan mém trén cac may chu mang dat ra mot thach thire 16n cho cac nha quan tri
mang nhat 13 khi sb lugng cac may chu mang tlep tuc phat trién ca v& quy mo 1an /do6 phirc tap. Do véy viéc lya chon
cac bién phap dbi pho voi cac 16 héng do6 1a rat quan trong. Hién nay dd c6 mot sé cong cu co thé tw dong quét, phat
hién va béo cdo cac 16 hong ton tai trén cac may chu riéng biét nhu: COPS [5], Nessus [6], OVAL [7]. Tuy nhién can
phai phén tich va danh gia nhirmg anh huong va sy tuong tac cua cac 16 héng nay dén vin d& an ninh an toan mang nhu
thé nao. Do vAy viéc nghién ciru sit dung phuwong phap nao cho hidu qua va c6 thé ap dung dugc trén thuc thé 1a rat
quan trong.

Trong dé tai nay chiing toi dé xuat lya chon phwong phap hinh thire dya trén logic. S dung Datalog, mét tap
hop con cac ct phép ciia Prolog dé tim ra phan 16n cac cudc tin cong c6 thé xdy ra trong mot mang. So véi cic do thi
khai thac phu thudc (exploit-dependency graph), Datalog 1a mot ngon ngir logic khai bao hinh thirc, trong d6 cung cép
mot dac ta ky thuat ro rang. Thoi gian thuc hién cia mot chuong trinh Datalog 1a thoi gian da thirc phu thudc vao kich
thude cua dir liéu dau vao. Cac cong cu logic da dugce t6i wu hoa trong nhiéu thap ky dé xir 1y cac tap dit liéu 16n mot
cach hi¢u qua, vi vay Datalog dac biét thich hgp cho viéc phan tich an ninh cua cac mang 16n va phirc tap.

Trong phan tiép theo s& trinh bay mot sé kién thirc nén tang vé an ninh mang va céac luat suy dién Datalog co
ban dung trong phén tich an ninh mang. Phan III s& di vao phan tich co s6 dit lidu, dic ta hinh thirc cua cac thong tin
céu hinh mang, may chu, 156 hong,... Phan IV trinh bay thuat toan sinh d thi tin cong. Phin V 14 thyc nghiém va cubi
cung phan VI & phan két lun.
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II. MOT SO KIEN THUC NEN TANG

A. Lo hong bao mdt va van dé qudn Iy an ninh mang

Céc 16 hong bao mat trén mot hé thong 1a cac diém yéu c6 thé tao ra sy ngung tré¢ cua dich vu, thém quyén dbi
v6i nguoi st dung hodc cho pheép cac truy nhap khong hop phap vao hé thong Céc 16 hong ciing c6 thé nim ngay céc
dich vu cung cap nhu sendmail, web, ftp,... Ngoai ra cc 16 hong con ton tai ngay chinh tai hé¢ diéu hanh nhu trong
Windows NT, Windows 95, UNIX; hodc trong cac ung dung ma ngudi st dung thudong xuyén su dung nhu Word
processing, Cac h¢ databases,...

L3i logic (Logic error): 1a loai 16 hong thuong sinh ra khi ngudi lap trinh thyc hién thiét ké cac chuong trinh g
dung. Pay 14 loai 16 hong thuong duoc moi ngudi quan tim va nghi dén dau tién. N6 bao gdm cac loai 16 hong sau:

L6 hong hé diéu hanh: Hé diéu hanh 1a phin mém hé thong dong vai tro trung gian trong giao tiép gilta nguoi
ding va phan cing may tinh cho phép nguoi st dung phat trién va thuc hién cac tmg dung ciia ho mot cach dé dang.
Vi goc d6 xur 1y ta co6 cac hé diéu hanh don nhiém MS-DOS, hé diéu hanh da nhiém,... Véi g6c do may tinh ta c6 hé
diéu hanh Window, Linux, MacOS. Néu mét nguoi quan tri kém co thé 1a nguyén nhan din t&i hé diéu hanh b tin tic
tan cong. Nhung doi khi chinh ban than hé diéu hanh ciing chira dung nhiéu 16 hdng, nhu tran by dém “buffer
overflow”.

L& héng trong cac ing dung: Khac vé6i 16 hong hé diéu hanh, dé tin cong thong qua céac 15 hong trong cac ing
dung, nguoi tan cong phai xdc dinh dugc mét cach chinh xac may tinh nan nhan dang sir dung cac chuong trinh tng
dung ton tai 16 héng bao mat d6. Tuy nhién, 15 hdng trong cac ing dung doi khi con tuy thudce vao cach thue cai dat,
cau hinh cac ing dung dang c¢6 cua ngudi st dung. Cac hinh thice tan cong pho bién théng qua 16 hong tmg dung hién
nay 1a: lién két cac dia chi web, khai thac Cookie, lam tran b nhé dém, 16 hong trong cac giao thirc.

L3 hong trong chinh sach bao mat (Policy oversight): La loai 16 héng sinh ra trong qua trinh thiét lap cac
chinh sach bao mat cho mét hé thng nhu 1a thiéu co ché backup dit liéu, du phong cac su ¢d phin cimg, ning cip
phan mém,... Hacker c6 thé loi dung nhirng 15 hong nay dé tao ra chudi 16 hong méi.

Trong nhiéu trudng hop sau khi bao cdo cac 16 hong sé co cac ban va 16i ngay sau d6, nguoi ta thuong s& khong
voi vang ap dung ngay cac ban va 16i nay boi viéc va 16i voi vang do c6 thé sé tao thém nhiéu 16i méi hon va viéc ap
dung no s& gay ra nhiéu thiét hai hon. Do vay, viéc cic nha quéan tri mang van tiép tuc cho chay phan mém 158i d6 trong
mot khoang thoi gian 1a kha phé bién [7]. Cac nha quan tri mang phai dam bao tiém nang khai thac cac 16 hong d6 sé
khong xay ra va neu da xay ra s& khong gay bét ky thiét hai ndo. Mot trong cic cdng viéc hang ngay cua quan tri mang
1a doc céc bao cao 16 hong tir cac ngudn khac nhau va hiéu dugc thue sy cac 16 héng d6 c6 anh huong dén an ninh
mang cua ho hay khong. Dé kham pha ra mot cude tan cong tiém an c6 thé xay ra trong mot mang, khong chi klem tra
c4c thong sb cAu hinh trén mdi phan tir mang, may moc, tudng lira, cac bd dinh tuyén,... ma con phai xem xét tat ca
c4c twong tic c6 thé xay ra gitra chiing. Cong viée ‘nay goi la phan tich cac 16 hong da may chu, da trang thai, néu cong
viéc nay chi dugc thuc hién boi con nguoi thi s& tén rat nhiéu thoi gian, cong strc va rat dé bi nhim 13n sai sot. Do vay
viéc tr dong hoa cong viéc nay la rat quan trong va can thiét. Mot cong cu phan tich an ninh mang ty dong sé rat kha
thi khi ma cac mdi de doa lién tuc gia ting va thay doi, cac suy luan logic ciing can phai duogc dic ta mot cach hinh
thie dé vira 6 thé thuc hién trén ly thuyét vira ¢6 hiéu qua trén thyuc té.

Phan tiép theo s€ trinh bay chi tiét hon viée st dung déc ta hinh thirc dé mo hinh hoa mang nhim phuc vu cho
cac cong cu phan tich an ninh mang ty dong nhu MulVAL, mdt cong cu phan tich an ninh mang ty dong cho mt mang
doanh nghiép s€ dugc sir dung dé thuc nghiém trong chuong cudi cua bai bao.

B. Mjt 56 ludt Datalog co bin

Datalog 13 mdt tap con cta Prolog [8]. Mot su khac biét dang ké giita Datalog va Prolog 1a Datalog c6 ngit
nghia tuong thudt thuan tiy. Thi ty cdc ménh dé trong mot chuong trinh Datalog khong lién quan dén y nghia logic va
gia trj két qua cua né. Trong khi d6, trong Prolog 1énh nhur vay 14 rit quan trong va anh huong dén két qua danh gia [8].
Datalog ciing da dugc str dung nhu 1a mot ngon ngir bao mat dé thé hién cac chinh sach kiém soét truy cap [9, 10].

C6 rat nhiéu l¢i ich ciia viéc str dung Datalog nhu 1a mot mo hinh hoa hinh thic ciia 1y luan trong phan tich an
ninh mang di théo luan trong bai bao nay. So véi cac do thi khai thac phu thu¢c (exploit-dependency graph), Datalog
12 mot ngdn ngit logic khai bao hinh thire, trong d6 cung cdp mot dic ta ky thuét rd rang. Gidng nhu trong cach tiép can
klem chimg mé hinh, ngudi ta c6 thé tan dung mot cong cu logic off-the-shelf dé tién hanh phan tich. Nhung khong
gidng nhu kiém chirng mé hinh, thoi gian thyc hién ctia mot chuong trinh Datalog la da thuc theo kich thuée cua dir
liéu dau vao. Cac cong cu logic di dwoc tdi wu hoa trong nhidu thap ky dé xir 1y cac tap dit liéu 16n mot cach hiéu qua,
lam cho Datalog dac biét thich hgp cho viéc phan tich an ninh ciia cac mang 16n va phuc tap.

Mot literal, p(ty, ...., £) 1a mot vi tir, mdi thanh phan trong d6 c6 thé 1a mot hing sé hodc 1a mot bién. Trong
hinh thirc ctia Prolog, mot bién la mot dinh danh bat dau voi chit in hoa, mdt hang so6 s€ bat dau voi mot chir cai
thuong. Biat Ly, Ly, ...., L, la cac literals, mot ménh dé Horn trong Datalog c¢6 dang nhu sau:

Lo:-Ly, ..., Ly
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Co nghi‘a la, néu Ly, ..., L, 1a dung thi Lo cling dﬁng. Phia trai dugc goi 1 phan dau (heaql), bén phai biéu thirc
dugc goi la phan than (body). Mot ménh dé voi mot body trong dugce goi la mét fact. Mot ménh d€ véi mét body khong
trong dugc goi 1a mot rule.

Mot s6 luit chi sw ton tai clia cAc 16 hong mang:

e vulExists (Host, Program, ExploitRange, ExploitConsequence) la mot vi tir cd nguén géc
xac dinh tir mOt Program trén mdt Host va né c6 ExploitRange va ExploitConsequence riéng biét. Day la
mdt vi tir c6 ngudn gdc. Program la dudng dan day du cua file thyc thi c6 chira cac 18i bao mat. ExploitRange la
local hoic remote, chi ra 16i 1a khai thac tai dia phuong hodc khai thac tir xa. Hai gia tri phd bién cho
ExploitConsequence la privilege Escalation, cb nghia la mot khai thac thanh cong s& cho phép ké tan
cong thuc thi ma tly ¥, va dos, ¢6 nghia 1a nhing ké tan cong c6 thé lam sup d6 chwong trinh (tir chdi dich vu).

e vulExists (Host, ID, Program) la mdt vi tir nguyén thuy chi ra rang d6 1a mot 16 hong véi dinh danh
ID ton tai trong Program trén Host.

e bugHyp (Host, Program, Range, Consequenc) la mot vi tir dong gi6i thiéu mot 18i gia dinh trong mot
Programtrén Host ma cd ExploitRange Va ExploitConsequence.

MOt s6 luat Khai thac 16 hong:

e execCode (P, H, UserPriv) la mdt vi tir c6 ngudn gdc xac dinh rang P ¢ thé thuc thi mi nhi phan véi
ddc quyén UserPriv trén may H.

e netAccess (P, Src,Dst, Protocol, Port) la mot vi tir ¢ nguén géc xac dinh réng P ¢6 thé gui cac
g0i tin tir may Src dén Port trén may Dst théng qua Protocol.

e setuidProgram (H, Prog) 1a mdt vi tir nguyén thiy chi ra rang Prog 1a mt setuid?

II1. PHAN TiCH CO SO DU LIEU

A. Dic td hinh thirc cdu hinh mdy chii va cdu hinh mang

Mot cong cu phan tich an ninh mang ty dong thudng bao gdm mot may quét (Scanner) chay khong dong bo trén
ting may chu va thich nghi véi cac cong cu cd san nhue OVAL hodc Nessus va mdt bo phan tich chay trén mdt may chu
khi cé thong tin méi dén tir may quét.

Céu hinh méay chu (Host configuration):

Thong tin c4u hinh khac nhau trén mot may chu 1a rat can thiét cho cac cong cu phén tich an ninh mang nhu
MulVAL. Cac thong tin nay cé thé dé dang nhan dugc bang cach thuc hién cac cau Iénh h¢ di€u hanh hoidc xem trong
cac file cau hinh. Mot may quét OVAL / Nessus ¢6 thé trich xuat cac thong s0 cau hinh trén mot may chu. Vi du két
qua chuyén d6i dau ra cia may quét dudi dang ménh dé Datalog nhu sau:

networkService (webServer, httpd, TCP, 80, apache) .

C6 nghia 1a chuong trinh httpd chay trén mdy webServer sir dung apache, nghe trén cong 80 va sir
dung giao thiic TCP.

Céu hinh mang (Network configuration): MulVAL mé hinh héa c4u hinh mang (router va tudng lira) nhu la
mot danh sach kiém soat truy cap may chu triru tuong (host access-control lists - HACL). D6 1a mot danh sach cé cau
trdc nhu sau:

hacl(Source,Dest,Protocol,Port).

Co nghia la mdt may trong Source co thé dat dén dich Dest thong qua mot dich vu mang dugc dac ta boi
Protocol va Port.

Thong tin ndy c6 thé duoc cung cip boi mot cong cu quan ly twong lra nhu Smart Firewall [11]. Du6i day 1a
mot vi du HACL cho phép luu lugng TCP chay tir cong 80 dén webServer:

hacl(internet,webServer, TCP,80).

B. Piic ti hinh thirc cdc 16 héng

Phén 16n cac 15 héng phin mém lién quan t6i bao mat, do vay cic €0 quan bao cdo 16 héng da cung cAp mot dic
ta hinh thire cho céc 18 héng da duoc phat hién, dinh dang ma may c6 thé doc duoc. Viée dic ta hinh thic cac 15 héng
cung véi cac cong cu xtr Iy ty dong da giup cho viée trao d6i bao cao cac 16 hong trd nén dé dang hon va kip thoi dbi
pho véi ching. Pic ta 16 hong bao gdm 2 phan: phan thir nhat 1 dic ta nhan dang 16 hong (gitup nhan biét sy ton tai

* Trong hé¢ diéu hanh Unix, mot chuong trinh setuid sé& co dac quyén géc (root) khi n6 dugc thuc hién
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ctia 16 hong d6 trén hé thong) va phan thir hai la d3c ta ngir nghia (anh hudng cua 16 hong d6 trén hé théng nhu thé
nao). Trong 2 phén sau ching t6i mo ta ngin gon vé OVAL, mdt ngdn ngit dic ta hinh thirc cho viéc ghi nhan cac 16
hong va ICAT mét co so dit liéu cung cip cac anh hudng ctia 16 hong.

1. Ngbn ngir OVAL va may quét

OVAL la mot ngdn ngir dua trén XML nham xéac dinh kiém tra cau hinh may. Khi mot 16 hong phan mém moi
dugc phat hién, mot dinh nghia OVAL c6 thé xac dinh 1am thé nao dé kiém tra sy ton tai cua 16 hong do6 trén may tinh.
Sau d6 dinh nghia OVAL dugc dua vao mot may quét OVAL tuong thich, may nay sé& tién hanh kiém tra theo quy dinh
va bao cio két qua. Hién nay dinh nghia 156 hng OVAL c6 sin cho Windows, Red Hat Linux va nén tang Solaris. May
quét OVAL-compliant c6 san cho nén tang Windows va Red Hat Linux. Cac dinh nghia 15 héng OVAL da duoc tao ra
tr ndm 2002 va dinh nghia méi dang dugc d¢ trinh va xem xét trén mot co s¢ hang ngay.

Dau ra ctia mot may quét OVAL duge chuyén ddi vao cac ménh dé Datalog nhu sau:

vulExists (webServer,’CVE-2002-0392’, httpd).

2. Anh huéng cua cac 16 hong
Ta c6 thé tim thiy thong tin chi tiét v& cac 15 hdng tir trang web cia OVAL. Vi du OVAL mé ta 16i OVAL296 la:

Multiple unknown vulnerabilities in Linux kernel 2.4 and 2.6 allow local users to gain privileges or access
kernel memory, ...

M5 ta ngan dudi dang khong hinh thirc nay nhdn manh anh huéng cua cac 16 hong nhu 1a: cac 16 hong nay co
thé bi khai thac nhu thé nao va hau qua nd gy ra 1a gi? Néu mot co so dit liéu may co thé doc duge cung cap thong tin
vé anh huong ciia mot 16i nhu: bug 2961 is only locally exploitable, one could formally prove properties like if all local
users are trusted, then the network is safe from remote attacker.

Tuy nhién OVAL khong biéu dién duoc thong tin vé anh huong ciia mot 16 hong trong mot dinh dang ma may
tinh c6 thé doc dugc. Trong khi d6, co so dir liéu ICAT phan loai anh huong cia mét 10 hong thanh hai phan: pham vi
khai thac va hau qua.

e Pham vi khai thac: local, remote.

o Hau qud: mét tinh bdo mat (confidentiality loss), mét tinh toan ven (integrity loss), tir chéi dich vu (denial of
service) va leo thang dac quyén (privilege escalation).

Mot khai thac (tAn cong) dia phuong (Ioca!) yéu cau ké tin cong dd c6 mot Va}i truy c@p dia phuong trén may
chu. Mot khai thac tir xa (remote) thi khong yéu cau nhu vdy. Hau qua cua hai cach tan cong pho bién d6 1a leo thang
dac quyen va tir chdi dich vu. Hién tai tat ca cac dinh nghia OVAL da c6 muc ICAT tuong tng (ca hai c6 thé duoc

tham chiéu bai CVEId). Néu OVAL va ICAT dugc so khép v6i nhau vao mét co s dit liéu ma cung cap dugc ca hai
théng tin.

Thong tin trong co s dit liéu ICAT duoc chuyén vao cac ménh dé Datalog nhu sau:

vulProperty ('CVE-2004-00495’,localExploit,privEscalation).

C. Két hop cdc thong tin cdu hinh

‘ Luit twong tic ‘ ‘ Chinh sdch hio ndt |
P Truy vét
CSDL Co ché Prolog thn cong
ICAT f
DB
Ej:v'\ Truy ] Co s dii iéu phin tich
van | 4 x ¥
= WAL WAL sman (3
ac ’
- — Scanner Scanner Firewall CEOL
dinh LDAP
ng AL Host 1 Host [

Hinh 1. CAu triic cia MulVAL

Hinh 1 minh hoa kién trac ciia MulVAL Vi cac ngu(;)n’ dir liéu cua co s¢ dir liéu da phan tich. May quet
MulVAL, chay trén moi mdy chu cé nhén, cung cap thong tin cau hinh mdy. Smart Firewall [11] cung cap cau hinh
mang vé cac bd HACL. Co s& dir licu LDAP cung cap thong tin rang budc chinh. Cac chinh sach bao mat duoc xac
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dinh boi nguoi quan tri hé théng va ngudi quan tri hé théng cling can phai xac dinh rang budc dit liéu nhu 1a mot phén
cua chinh sach bao mat. Cac nguon dir liéu bén trai dén tlr cdc co quan bdo cdo 16 hong (bug-reporting) cua bén thir ba.
Ho cung cap cac dac ta hinh thirc ctia cac 161 phan mém, trong dinh nghia OVAL va tir cac co s¢ dir liu NVD.

Phén tiép theo ta s& tim hiéu lam thé ndo tir céc 16 héng duoc béo céo boi cdc mdy quét c6 thé phat hién duge va
sinh do thi tan cong c6 the co6 trong mot hé thong mang.

IV. THUAT TOAN SINH PO THI TAN CONG

A. Do thi tin cong

Db thi tin cong logic 1a mot d6 thi c6 hudng va co thé dugc biéu dién dudi dang mot cay véi cac lién két chéo
¢6 thé co giita cac nut. Hinh 2 cho thay biéu dién dang cay cta dd thi tin cong logic. C6 hai loai niit trong dd thi: n(t
dan xuét (derivation node) va nut sy kién (fact node). Mot niit din xuat dwoc biéu dién 1a mot hinh chir nhat va mot nit
su kién duoc biéu dién boi mot vong tron. Ngoai ra con c6 hai loai nut sy kién: nit su kién nguyén thuy (biéu dién boi
vong tron) va nut sy kién dan xudt (biéu dién bai mot vong tron véi mot sb trong do).

Moi nut sy kién trong mot dd thi logic dugc gan nhan véi mot biéu dién logic dudi dang mot vi nglt ap dung
cho d6i s6 cua nd. Nat gbe 1a muc tidu cua ké tin cong; vi du trong hinh 2: execCode (attacker,
Workstation, root),cod nghiala "nhimg ké tan cong cé thé thiee thi ma tity ¥ nhw la nguoi sir dung root trén mdy
Workstation ". Mdi nat dan xuét dugc gan nhan vdi mot ludt tuong tac, cac ludt nay dugce st dung cho budc khai thac.
Trong biéu dién cay, tt ca cac nat trong dugc bat dau voi mot nit duge danh sb trong mot ddu ngodc (< >), tiép theo la
nhan cua nat. Mot nut 14 khong 6 s6 va dugc danh dau boi mot cap ngodc vudng ([]). Cac canh trong d6 thi biéu dién
mdi quan hé phu thudc. Mot nut sy kién phu thude vao mot hoac nhiéu nat dan xuét, moi trong s6 d6 biéu dién mot ing
dung cia mot luat twong tac tao ra sy kién; Mot nut dan xuét phu thudc vao mot hay nhiéu nat sy kién, cung voi nhau
chung dap ung cac diéu kién tién quyét cua luat (rule). Vi vy, mot do thi tan cong logic 12 mot d6 thi c6 hudng hai
phia. Cac nut dan xuat phuc vu nhu 1a mot trung gian gilta mot sy kién va "nguyén nhan" cua no, tirc 1a cach thirc “su
kién” tr& thanh sy that. Tir mot sy kién co thé <6 nhiéu cach khac nhau dé tro thanh hién thye, cac nit dan xuét dugc
dan tir mdt nit sy kién tao thanh mét phep tuyén (dISjunCtlon) Mot nat dan xudt dai dién cho viéc 4p dung thanh cong
mot quy tic tuong tac, tai d6 tat ca cac diéu kién tién quyét ciia n6 dugc thoa man boi cac nat con cua nd. Do do cac
nut su kién dan tir mot nat dan xuat hinh thanh mot phép hoi (conjunction).

Trong vi du ¢ hinh 2 nGt <2> ¢6 hai nat dan xuét (ciing chinh 1 nat con ciia n6): r2a va r2b (luu ¥ rang biéu
dién cay sir dung ky hiéu ‘||’ dé biéu thi rﬁng mot nit sy kién c6 nhidu hon mot dan xuit). D6 14, ¢6 hai cach dé ké tin
cong co thé sira doi tap tin trén fileserver. Cach thir nhat 1a dé c6 duogc quyén root trén may chu tap tin bang cach khai
thac 16i CVE-2003-0252 trong chwong trinh mountd va cach thr hai 1a st dung chuwong trinh NFS Shell. Ca hai phu
thudc vao cac diéu kién ma ké tan cong da dat duge mot sé quyén truy cap vao webserver (nut 5). Trong biéu dién cay,
¢6 mot lién két chéo (==> <5>) tro dén nut 5 trong nhanh dan xuét thir hai (<r2b>).

<0>|--execCode(attacker,workStation,root)
<r0>Ruleb: Trojan horse installation
<1>|--accessFile(attacker,workStation,write, /usr/local/share)
<r1>Rulel4: NFS semantics
[1-nfsMounted(workStation, /usr/local/share,fileServer, /export,read)
<2>||--accessFile(attacker,fileServer,vrite, /export)
<r2a>Rulel0: execCode implies file access
[1-fileSystemACL(fileServer,root,write, /export)
<3>|--execCode (attacker,fileServer,root)
<r3>Rule3: remote exploit of a server program
[1-networkServiceInfo(fileServer,mountd,rpc,100005,root)
[J-vulExists(fileServer,CVE-2003-0252,mountd,
remoteExploit,privEscalation)
<4>|--nethccess (attacker,fileServer,rpc,100005)
<rd>Rule6: multi-hop access
[1-hacl(vwebServer,fileServer,rpc,100005)
<5>|--execCode(attacker ,webServer,apache)
<rb>Rule3: remote exploit of a server program
[]-networkServiceInfo(webServer,httpd,tcp,80,apache)
[1-vulExists(webServer,CAN-2002-0392,httpd,
renoteExploit,privEscalation)
<6>|--netAccess (attacker,webServer, tcp,80)
<r6>Rule7: direct network access
[1-hacl(internet ,webServer,tcp,80)
[1-located(attacker,internet)
<r2b>Rulelb: NFS shell
[1-hacl(webServer,fileServer,rpc,100003)
[1-nfsExportInfo(fileServer,/export,urite,webServer)
| --execCode (attacker,vebServer,apache)==> <5>

Hinh 2.Vi du d6 thi tin c6ng logic biéu dién dudi dang cay

) Mot dd thi tn cong logic c6 thé duoc xem nhu 1a mot dd thi dan xuét cho mot truy vAn Datalog thanh cong. Co
theé c6 nhiéu cach khac nhau d€ lay dugc mdt sy kién trong Datalog (twong ung véi nhieu dudng dé dot nhdp vao mot
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mang), & ddy cac nit dan xuit biéu dién cho mét bude dan xuét co thé. Theo mdt cach logic, mot nut dan xuét 1a mot
nat “and”, tai d6 tat ca cac nit con ciia n6 1a cac ddi s6 ciia mot phép hoi; mot nit su kién dan xuat 13 mot nat “or”, tai
d6 tat ca cac nat con ciia nd biéu dién nhiing cach khac nhau dé dan xuét chiing. Mot nat sy kién nguyén thity 1a mot
nat 14 trong d6 thi. N6 biéu dién cho mot phan cua thong tin ciu hinh. Sau day 1a dinh nghia chinh thic cta do thi tan
cdng logic.

binh nghia 1. (Nr, Np, Ng, E, L, G) la mot db thi tin cong logic, trong o N, Np va Ng 1a ba tap hop cua cac nut
r0i nhau trong dd thi, E c (N, x (Np U Ng)) U (Ng x N,), L 1a anh xa tir mot nut t6i nhan ciand, va G € Ny la muc tiéu
ctia ké tén cong.

Ny, Np va Ng tuong tng 1a tap hop nat dan xuit, cac nat sy kién nguyén thiy va cac nat su kién dan xuit. Mot sy
kién la nguyén thuy néu n6 dén tir ddu vao t6i cong cu suy dién MulVAL. Mot su kién dan xuét 1a két qua cua viée ap
dung quy tic twong tac 1ap di ldp lai trén cac su kién dau vao. Cac canh trong mot dd thi tin cong logic chi c6 thé di tir
mdt nut sy kién dan xuét dén mdt nat dan xuét, hodc tir mot nut dan xuét dén mot ndt su kién. Cac chirc ning ghi nhin
anh xa mot nut sy kién toi su kién n6 biéu didn va mot nit din xuét téi cac quy tic dugc sir dung cho dan xut. Mot
cach hinh thirc, ngir nghia ciia mot d6 thi tin cong logic duoc dinh nghia nhu sau:

Tinh chét 1. Vi mdi nit dan xuét R, dat P 1a nat cha cia nat R va C la tap hop cac nat con ctua R.
Khi d6 (AL(C)) = L(P) 1a mot thé hién cua luat twong tac L(R).

Trong d6 A la toéan tir hoi.

Pinh nghia 2. Truy vét md phong tin cong.

TraceStep : : = because (interactionRule, Fact, Conjunct)

Fact : : = predicate(list of constant)

Conjunct : : = [list of Fact]

interactionRule 1a mot chudi duy nhat lién két véi mot luat twong tac MulVAL. Mot danh séch (list) dugc biéu
dien nhu mdt loat cac myc (item) cdch nhau boi dau phay. Ngit nghia clia mot budc truy vet la:" Conjunct = Fact la
mot thé hién cua cua interactionRule™. N6 ghi lai 1y do tai sao mdt muc tiéu la dang (true) trong khi danh gia Datalog.

B. Thudt todn sinh dé thi tin cong

PAu vao: Tap T chira tat ca céc TraceStep, va G 1a myc tiéu cua ké tan cong
Pau ra: do thi tan cong logic (Ny, Ny Ng, E, L, G).

1. NyNuNg E L@

2. Vonglap véimdit € t{

bit t = because(interactionRule, Fact, Conjunct)

3. Tao mdt niit dan xuét r
Ny —N U {r}
L « LU {r—interactionRule}
4. Timn € Nq sao cho L(n) = Fact,
5. Néu khong ton tai n {
Tao mot nat fact méin
L « LU {n- Fact}
Ng «— NgU {n}

6. E—FEUu{(rn}
7. Vong lap véi mdi fact f trong Conjunct {
8. Tim nat fact ¢ € (N, U Ng) sao cho
, L=,
9. Néu c khong ton tai {
Tao mot nat fact mai ¢
L—Lu{cof}
Néu f 1a nguyén thuy { Ny < N, U {c}}
Nguogce lai {Ng < NgU {c}}

}
10. E<— Eu{(rc)}

}
1

Hinh 3. Thut toan sinh d thi tin cong logic

Mot dd thi tn cong logic dugc xay dung tir nhitng thong tin c6 dugc & cac budce truy vét. Thuét toan sinh dd thi
tan cong logic dugc mo ta trong Hinh 3. N6i mdt cach don gian, moi thuat ngit TraceStep trd thanh mdt nat dan xuat
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trong do thi tin cong. Céc truong Fact trong cdc budce truy vét tro thanh cdc nit cha va cac truong Conjunct la cac nat
con cua no. S6 lan lap tdi da cho cac vong 1dp trong tai dong 7 glong nhu s6 luong 16n nhit cac diéu kién tién dé trong
s tat ca cac quy tic tuong tac, no la hang s6 cho mot bo quy tic tuong tac c6 dinh. Vi vay, néu cac vong lap trén dong
4 va dong 8 1a thoi gian hang sd, thi cac thudt toan xay dung do thi can co thoi gian tuyén tinh theo s6 luong cic budc
truy vét.

C. Phén tich d¢ phirc tap

Qué trinh tinh toan mot d6 thi tan cong logic bao gdm hai giai doan. Giai doan dau tién tinh mo phong dau vét
tan cong thong qua Datalog danh gia trong XSB; giai doan thtr hai la xay dung cau trac dir li¢u do thi tan cong bang
cach su dung thuat toan trong Hinh 3.

1. B¢ phirc tap cua tinh toan truy vét tn cong

Mbi thé h¢ truy vét tan cong chi dua ra mot hang sd thoi gian can trén cho moi dan xudt Datalog thanh céng. Vi
véy, su phurc tap cua giai doan dau tién 1a gidng nhu sy phtc tap cua viée danh gia cac chuong trinh MulVAL Datalog
trong XSB. Su phirc tap cua viéc danh gia mét chuong trinh Datalog b dinh dbi véi df?lu vao kich thude bién phy thudc
vao céc chi tiét cy thé ctia chuong trinh. Cac tai lidu vé XSB ¢6 mot s6 thao luan vé lam thé nao dé xac dinh sy phuc
tap cua viéc danh gia mot chuong trinh Datalog trong XSB [13]. Dé d& hiéu hon, ching ta hiy xem xét cac quy tic
tuong tac Datalog sau trong MulVAL:

netAccess (Attacker,H2,Protocol, Port) : -
execCode (Attacker,Hl, User),
hacl (H1,H2, Protocol, Port) .

Y nghia cta cac quy tic 1a: néu mot ké tdn cong c6 thé tré thanh mot ngudi ding cuc bo trén may H1 va mang
cho phép H1, H2 truy cdp théng qua Protocol Va Port , sau d6 ké tin cong co thé truy cap H2 théng qua giao thirc
va cong. Quy luat nay cho thdy truy cap multi-hop trong mot mang: mot ké tin cong c6 thé chiém quyén, hoic sir dung
mot may dé 1am bude dém cho viéc thoa hiép cac may khac.

Khi XSB dénh gia luat nay dau tién né s& tinh toan tit ca cac may co thé c6 mot ké tan cong thyc thi mi tuy ¥
trén (cac myc tiéu phu dau tién) va sau d6 no6 sé tim kiém day du tit ca Hlva H2 giita cic mang c6 thé truy cap (cac
muyc tiéu phy thir hai H2). Khi tat ca cac bo dir lidu dugc tinh toan, vi tir myc tiéu netAccess s& dugc tinh bang cach két
hop cac két qua ciia hai muc tiéu phu. Str dung mé hinh so khop mAu trong XSB rat hiéu qua do viéc su dung bang
bam va thu nghiém. Vi vdy, chi phi thoi gian bi chi phéi bai sb lugng cac bo dir lidu trung gian can phai duoc tinh
toan. Viéc tinh toan trung gian c6 thé goi quy tic twong tac khac. Trong bang thyc thi cua XSB, mot 161 goi s& tinh toan
tat ca cac két qua ciia muc tiéu do, do d6 c6 thé duoc tai sir dung sau nay.

_ Dinhly 1. Banh gid cac ludt twong tac cua MulVAL voi bo dir ligu cau hinh biéu dién N mday mat O(N®) buéc
dan xudt.

Néu mo hinh so khép mau XSB 14 thoi gian hang sb, timg budce dan xudt can c6 thoi gian hang s dé két thuc va
thoi gian chay tong thé dé danh gia MulVAL Datalog s€ 1a bac hai. Vi moi budce truy vét da duoc tao ra boi mot bude
dan xuat trong danh gia Datalog.

Hé qua 1. S6 lwong ciia cdc term truy vét dioc tao ra trong mé phong tan cong la O(N?).

2. Do phtrc tap cua viée xay dung do thi
Pinh Iy 2. D6 thi tan cong logic ciia mang gom N mdy c6 kich thude 1om nhat la O(N?).

Chirng minh. C6 sy twong (mg mot-mdt giita cac term TraceStep va nut dan xudt. Cho D 14 s6 luong cac budce
truy vét, sau d6 c6 D nit dAn xut trong dd thi. Néu s6 luong tdi da didu kién tién quyét cho mot quy tic twong tac 1a m,
s6 canh t6i da ctia dd thi 1a mD va sb luong ti da cac nit su kién 1a mD + 1. Theo Hé qua 1, chung ta d3 biét D 14 O
(N?) va do d6 1a mD+1.

Pinh 1y 3. Cdc thudt todn xdy dung do thi trong Hinh 3 mdt d¢ phirc tap thoi gian O(ON?) dé hoan thanh,
trong dé N la s6 lugng host trong mang va 0 la chi phi thoi gian toi da cho viée tra ciu trong bang tai dong 4 va 8
cua thudt toan.

Chirng minh. Cac vong lap trong thuét todn xay dung do thi trong hinh 3 di qua tat ca cac term TraceStep. Theo
hé qua 1, chung ta biét c6 O (NZ) term nhu vay. Trong mdi lan lip, thuat toan tao ra mot nut dan xuét cho term
TraceStep va tao lién két tir nut cha dén cac nat con cua nd. Mdi hanh dong cé chi phi thoi gian 1a hing sd, ngoai trir
viée tim kiém trén bang & dong 4 va 8.

Do d6, thdi gian can thiét dé xdy dung cac cu triic dit liu d thi la bac hai theo s6 cdc may chi, tao ra mot
bang tra clru véi thoi gian hang s6 d€ luu trii cac nit do thi. Bé thuc hién, chi don gidn la st dung cau trac dir li¢u
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"map" trong thu vién chuin ctiia C++, trong d6 thoi gia}n tra ciu ]é log(n). Tir dinh 1y 2, chung ta biét rang kich thudc
bang 1a O(N?). Vi véy, & = log (N?) va thoi gian chay dé sinh ra db thi s& 1a O(N?log (N)).

V. THUC NGHIEM

Vé mit hinh thie, phuong phap tiép can dya trén logic dé sinh do thi tan cong ciing giéng nhu boi Sheyner da
sir dung cac phuong phéap ad-hoc dé sinh do thi tan cong. Tuy nhién viéc sir dung cac ki thuét logic hop 1y s€ it gap
phai cac 16i hon 1a so véi cac thuat toan tiiy chinh thlet ké, ddc biét 1a d6i voi cac van dé phtre tap cua phan tich an
ninh. Mot ngir nghia logic rd rang cho cac biéu d6 tan cong ciing lam cho viéc phén tich s& dé dang hon dya trén cac
cAu truc dir liéu cua do thi.

Dé xac dinh cac 16 hong phan mém anh huéng dén an ninh ciia mot mang xac dinh ta phai xem xét sy tuong tac
gifta cac thanh phan mang. D6i véi mot cong cu phan tich 16 hong dé c6 dugc tinh hitu dung trong thyc té can phai c6
hai tinh néng quan trong. Dau tién d6 1a mé hinh sir dung trong phan tich phai c¢6 kha nang ty dong tich hop cac dic ta
hinh thirc cua 15 hdng tir bug-reporting. Thir hai, cdc phan tich phai c6 kha ning mé rong quy mé dén cac mang véi
hang ngan may. MulVAL dap tng dugc ca hai diéu kién trén.

Khi str dung cong cu Sheyner dé phan tich an ninh cia mot mang thuc té két qua cho thdy rang thoi gian sinh do
thi va kich thuéc d6 thi 1a rat I6n. Vi du: mot mang ludi gdbm 10 méay chii voi 5 16 hong trén may chia mat khoang 15
phiit dé tao ra do thi va két qua 1a trong mot do thi gdm 10 triéu canh. Trong dd thi tan cong ciia Sheyner mdi nut 1a tap
hop céc bién Boolean ma hoa toan b trang thai mang ¢ giai doan tin cong. Trong khi s6 lwong céc bién 14 da thic theo
kich thudc ctia mang, s6 lwong c6 thé co cua cac trang thai 1a s6 mil.

Do vay st dung MulVAL (Multihost, multistage Vulnerability Analysis), mot framework cho viéc m6 hinh hoa
su tuong tac clia cac 16i phan mém véi hé théng va cac cau hinh mang dé phén tich anh huong ciia cac 16 hong ton tai
trong hé théng mang s& cho két qua t6t hon. MulVAL sir dung ngdn ngir md hinh hoa Datalog. Thong tin vé 15i co s&
dit lidu dugc cung cp boi cong ddong bug-reporting. Thong tin cau hinh cta timg may, mang va cac thong tin lién quan
khéc tit ca déu duge ma hoa nhu 1a mot su kién cua Datalog. Pay la mot Framework dugc thuc hién trén nén tang Red
Hat Linux.

Két qua thiv nghiém siv dung MulVAL dé phan tich an ninh trén mét mang thuc té:

Nhom thyc nghiém phéan tich an ninh trén may chii mang cta Vién Han 1am Khoa hoc va Cong nghé Viét Nam
[16]. Cac budc thuc hién nhu sau:

Budc 1: Sir dung may quét OVAL dé quét tim 16 hong trong mang va tao file dau vao cho MulVAL.

- Thoi gian quét: 13 phut
- Tong so0 10 hong phat hién: 20

Hinh sau minh hoa mét s 15 héng phat hién dugc:

V\encnﬂ Configure Audit Trail Launch = Export ~

Hosts > www.vast.ac.vn > Vulnerabilities a

Severity « Plugin Name: Plugin Family Count Host Details
HTTP TRACE / TRACK Methods Allowed Web Servers 1 IP: 210.86.230.102
DNS: www.vast.ac.vn
INFO Nessus SYN scanner Port scanners 2 0s: Linux Kemel 2.6 on CentOS Linux
release 6
INFO Service Detection Service detection 2 Start: June 10 at 10:46 AM
End: June 10 at 10:58 AM
INFO Apache Banner Linux Distribution Disclosure Web Servers 1 Elapsed: 13 minutes
KB: Download
INFO Backported Security Patch Detection (PHP) Web Servers 1
Vulnerabilities
INFO Backported Security Patch Detection (SSH) General 1
Megium
Backported Security Patch Detection (WWW) General 1 ® Info
Common Platform Enumeration (CPE) General 1
Device Type General 1
Host Fully Qualified Domain Name (FQDN) Resolution General 1
HTTP Reverse Proxy Detection Web Servers 1
HTTP Server Type and Version Web Servers 1

Hinh 4. Danh sach cac 15 hong
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File du ra ciia may quét dwoc xuat ra dudi dinh dang XML chira thong tin cac 15i phat hién duoc.
Budc 2: Tao file dau vao cho MulVAL
Chuyén File két qua ctia may quét tir dinh dang XML sang cdc ménh dé Datalog:

inCompetent ('www.vast.ac.vn_victim') .

hasAccount ('www.vast.ac.vn victim', 'www.vast.ac.vn', user).
attackerLocated (internet).
attackGoal (execCode ('www.vast.ac.vn', )).

hacl( , , , ).

Budc 3: Cha,gl tTu"I_nghiém trén MulVAL dé xem anh huong cta cac 16i quét duoc ¢6 tao nén 1 cudc tan cong

khéng?

Két qua véi cac 16i ma may quét phat hién ra trén hé théng mang chwa du dé tao nén mot cudc tan cong tiém an.

Do gi6i han ngudn tai nguyén dé thir nghiém thyc té véi mot mang ¢ thé bi tin cong nén nhém da chay trén file

vi du dau vao cia MulVAL. Két qua thdng bao sinh dugc do thi tin cong trong file AttackGraph.pdf (Hinh 5).

qgka@QKA: ~/Desktop/mulval

:~$ cd Desktop

:~/Desktops cd mulval

:~/Desktop/mulval$ export MULVALROOT=/home/qgka/Desktop/mulval
gka@QKA:~/Desktop/mulvals export PATH="SPATH:/home/qka/Desktop/mulval/bin: /home/
gka/Desktop/mulval/utils”

gka@QKA:~/Desktop/mulvals$ graph_gen.sh testcases/3host/input.P -v -p
Goal:

execCode(workStation, h332)

Producing attack graph through Graphviz

If successfully produced, the attack graph should be in AttackGraph.pdf
qka@QKA:~/Desktop/mulvals ]

Hinh 5. Két qua chay file vi du miu
Hinh 6 1 d6 thi tn cong logic.

‘1 e mwun.1| |\ mackerd i ||

16RULE 6 (direct network access):0

webServer hupdicp 80 apache )|

]

14RULE2 (remote exphoit of a server progeam )0

| Server,' CANS200240392" hitped semote Exploit priv Escabitioa). |

12:hacliwebServer fileServer.rpe, 100005 -1 24:hacliwebServer fileServer alsProtocol nfsPurtk |

Server, fexport’ wite

13:enecCodei webServer,apache )

1ERULE 5 {multihop access) 0

et ceessi fileServer,rpe, 1 00005)0

O:RULE 2 fremote exploit of 8 server program}:0

TcanAccesFileifikeServer rooLwrite, fexport') |

SRULE 10 {execCode implies file access

ScaccessFilefileServer. write, fexport 1) I endsMounted {work Station, Rscflocalishare” fileServer, fexpon” read):1

SraccessFile{workStstion write, fuseflocalishare”):0

Z:RULE 4 {Trojan horse imstallation):0)

Hinh 6. D4 thi tin cong logic

Dudi déy 1a biéu dd so sanh thoi gian chay ctia CPU khi sinh d6 thi tin cong cua hai cong cu phan tich an ninh

mang tu dong 1a MulVAL va Sheyner. Két qua cho thiy thoi gian chay cia MulVAL nhanh hon rat nhiéu so v&i
Sheyner.
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Hinh 7. Biéu db so sanh thoi gian chay ciia CPU khi sinh dd thi tAn cong cta hai céng cu MulVAL va Sheyner

VI. KET LUAN

Trong bai béo nay ching t6i da trinh bay mot phuong phap tiép can hinh thirc dua trén logic trong phan tich an
ninh an toan mang. Phuong phap nay c6 kha ning tmg dung va thuc t& nhim dam bao an ninh khong gian mang cho
dat nudc ta hién nay. Do 1a viéc sir dung lap trinh logic va cac ménh dé Datalog dé mo hinh hoa thong tin cau hinh
mang, cdu hinh may chii va viéc dic ta thong tin 16 hdng mang. Tiép d6 1a tim hiéu thuat toan sinh dd thi tin cong,
chay thuc nghiém trén mot mang thuc té dé phat hién ra cac 16 hong mang va sinh d6 thi tin cong c6 thé c6. Hudng
nghién ctru tiép theo 1a phdi hop cing cac nha quan tri mang trong viéc nghién ciru mé hinh hoa hinh thirc cac chinh
sach bao mat, cac tap luat twong tac do cac nha quan tri mang dét ra, dé bd sung thém vao cac bo luat suy dién trong
MulVAL nhim gitp cho viéc quan Iy an ninh mang tot hon, hidu qua hon.
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RESEARCH FORMAL METHOD BASED ON LOGIC IN
NETWORK SECURITY ANALYSIS

Nguyen Thi Anh Phuong, Nguyen Truong Thang, Tran Manh Dong, Bui Thi Thu

ABSTRACT: Nowadays, with the continuous development of the Internet and the fields of information technology, hardware
devices, software applications and Internet services have become very popular making the economy Of countries around the world
growing.

However, along with the rapid development there is always potential risks, causing the financial loss, reputation... for
organizations or individuals to participate in the service. Therefore, the problem of ensuring safety and security of information in
the process of transmitting information in the network environment is always a hot issue in research and practical application.
Especially with an enterprise network, the problem of ensuring network security and information security is becoming increasingly
difficult. Now with the spread of software vulnerabilities, system administrators are facing many challenges and difficulties in
securing cybersecurity. This paper will present an approach of logic-based methodology in network security analysis to identify
existing vulnerabilities in the system and possible attacks on the system. It helps security professionals and system administrators
better manage the configuration of an enterprise network and can control the risks of network security.
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