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TOM TAT: Mang diéu hanh gidm sét cong nghiép duwoc sir dung rong rai trong cdc co so ha tdng quan trong cia cdc quic gia. Sir
ngung hoat dong ciia mang nay c6 thé gdy ra nhitng hdu qud nghiém trong doz voi quoc gia do. Do cac giao thirc duoc sir dung
trong mang truyén thong cua hé thong nay thuong khong c6 nhiing giai phap 16t vé vin d@é an toan. Bai bdo dé xudt mét giai phdp
ma héa xdc thirc an toan voi nhiéu mire @ khdc nhau nham dam bdo truyén théng an toan va hiéu qua trong toan by hé thong. Gidi
phap dé xudt si dung thudt todn ma hoa/glal md AES (Advanced Encryption Standard) két hop voi nhiing tham 56 bi mdt ma hai
bén cimg théa thudgn dé tao ra hang rdo bdo vé nhiéu mukc. Vi giai phdp dé xudt, ¢é kha nang chong lai nhimng tan cong trong mang
diéu hanh giam sdt cong nghiép nhu tdn cong DoS, tan cong gid mao. Thoi gian dap vmg ciia gidi phdp dé xudt tot hon rdt nhiéu so
voi gidi phdp hién co.

Tir khéa: AES (Advanced Encryption Standard), SSL (Secure Socket Layer), TLS (Transport Layer Security).

I. GIOI THIEU

Hé thdng mang diéu hanh giam sat cong nghiép (PHGSCN) duoc st dung rong rii trong cac co s& ha ting quan
trong dé diéu khién tu dong, thu thap dir liéu thoi gian thuc va theo ddi qua trinh xir 1y ctia hé théng. Khi chung bi tin
cong c6 thé gay ra nhitng tham hoa cho qudc gia, thiét hai khong chi vé kinh té ma con lién quan téi an ninh cua dat
nude. Ngay nay, do nhu cau ma mang DHGSCN co6 nhing két ndi phic tap, dac biét 1a nhimg duong két ndi ra bén
ngoai théng quan cac dudng truyén coéng cong nhu Internet [1]. Do do, no lai 1a hiém hoa cho hé thong mang
DHGSCN tir nhitng tin cong trén mang vao cac giao thirc truyén thong ma thudng dugc st dung trong hé thong mang
nhung khong c6 nhitng co ché an toan nhu DNP3 [2], [3]. Bai bao tap trung nghién clru dé xuat mot thuat toan ma hoa
xac thyc an toan dua trén giao thirc DNP3 dé bao vé dit liéu trong qua trinh truyén trén mang.

Hé théng PHGSCN thong thudng c6 ba loai thiét bi truyén thong gdm HMI (Human Machine Interface), MTU
(Master Terminal Unit) va RTU (Remote Terminal Unit) [7]. Kién triic mang cta hé théng PHGSCN thuong 1a tinh it
¢6 nhitng bién dong. Cac duong truyén gitta cac nut duoc biét trude, chi c6 mot vai thay ddi trong mang khi thém hozc
b6t RTU. Qua trinh truyén thong chi xuat hién gitta HMI véi MTU, MTU véi SUB-MTU, hai SUB-MTU véi nhau,
MTU véi RTU, hai RTU véi nhau. Truyén thong HMI-MTU co6 thé duge thuc hién dé dang qua dich vu web st dung
céc giao thic co ban trong bd giao thirc TCP/IP. Tuy nhién, truyén thong HMI-MTU it c¢6 nhiing gi6i han vé tai
nguyén hon so véi cac truyén théng con lai (hinh 1).

Hinh 1. Kién tric mang PHGSCN

C6 ba yéu cau co ban vé an toan truyén théng trong mang PHGSCN: bi mét, toan ven va tin cdy [4]. Bi mat dir
liéu 1a bao vé dir liéu truyén trén duong truyen truGe cac tin cong thu dong [5] nhu nghe trom va theo ddi dudng
truyén. Ma hoa la giai phap hiéu qua nhit dé dam bao tinh bi mat cua dir liéu trén duong truyén. C6 nhiéu thuat toan
ma hoa ndi tleng nhu DES (Data Encryption Standard), 3DES (Triple DES), RSA va AES. Trong bai bao nay ching t6i
lwa chon sir dung AES vi theo cong bo cua NIST (National Institute of Standards and Technology) [6] thi AES [9] dép
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g yéu cau an toan cho cac hé thong con DES hodc 3DES khong dap ing mirc d6 an toan hién nay. Trong khi d6, néu
st dung RSA thi ¢ an toan cta h¢ théng phu thudc vao do dai cta khoa, theo NIST thi d6 dai hién nay 1a 2048 bit, vai
d6 dai bit nay thi tc do tinh toan trong hé thdng PHGSCN 1a khong thé dép tmg trong thoi gian ngan va c6 nhiing yéu
cau khat khe (trong phan tiép theo).

II. NHUNG RANG BUQC HE THONG TRONG MANG PHGSCN

Mang DPHGSCN khac véi cac méi truong mang thong thuong do moéi truong hoat dong cua n6 thuong nam
trong cac co so ha tang quan trong ctia qubc gia. Vi vdy, mang ndy c6 mot s rang budc sau:

e Kha ning tinh toan han ché: Nhiing thiét bi ¢ xa nhu cac RTU (Remote Terminal Unit) la mot hé thong nhing
c6 khong gian luu trit va kha nang tinh toan thap.

e Thc d¢ truyén dir liéu thap: Vi h¢ thing PHGSCN dugc sir dung trong thoi gian dai, dudng truyén trong mang
thudng cé bang thap.

* Xtr ly thoi gian thuc: Hé thong PHGSCN can chinh xac. Do tré trong qué trinh xtr 1y dit liéu c6 thé dan dén
mot sO van dé nguy hiém.
Nhitng rang budc ciia hé thdng PHGSCN ¢ trén lam cho n6 kho duoc ap dung nhiing c6ng ngh¢ an toan doi hoi
tinh toan 16n, vi vay nhitng rang budc dé dugc xem 1a co sé cho viéc ap dung nhitng co ché an toan.
IIL. PE XUAT GIAI PHAP MA HOA XAC THUC NHIEU THAM SO AN TOAN
A. Hai tham sé bi mat

Y tuong cua giai phap la khi MTU trao doi théng tin v6i RTU thi hai bén s& chia sé trudc va gir hai khoa bi
mat, hai tham s6 bi mat cung voi mot bang bam tai mdi thiét bi RTU va MTU nhu sau:

e Khoa bi mét dau tién 1a khoa nhém (GPK: Group Private Key) ma MTU d6 lién két voi tat ca cac RTU, dé
truyén thong gitra MTU voi tat ca cac RTU lién két véi MTU nay.

e Khoa thtr hai 1a khoa riéng (SPK: Specific Private Key) dé truyén thong gitta MTU véi mdi RTU riéng biét.
e Hai tham sd bi mat phién (SECP1 va SECP2) gitta MTU va mdi RTU tao thanh mot cap giri-nhan.

e Bang bam chira danh sach cac cap Khéa-Gid tri twvong ung voi danh sach SECP1-(SPK, SECP2), tuc 1a Khoa
la SECP1 thi gia tri 1a (SPK, SECP2) twong tng.

_— —_Béngw _ _ o __ _ __ _ _ _] Bénnhdn __ _ __ _
e 1|KDC(Key | @ — — — — — — — . T T C
| } Original i Rt Distributed | .|, ! Original 1 i Look up Hash Table !
| L Data | i | Central) | | Data ! .., (key=SECPL, 1 |

| I (7L valessecr)) | |
| SPK (Specific | | lr--- 1‘ —om
| Private Key) : | | : AES Yes No I
N | I: Encryption Drop |
| A ! Footer | i [ ! 4 N I
AES | (sEcP) | o |
| |Encryption R 2 I SPK (Specific | | "% |
| AES | I i Private Key) "”f”” |
| Encryption 1| | | B AES [
I .
| { * ‘| I | _I Decryption |
| |
I
| Header| Body | Footer /ﬂ»@\'\ Header| Body | Footer :
I I
: & Transmitted Data 1 | : ! l Received Data es I
] VY ____
| ‘I I AES |l Header | N I
AES GPK (Group :I i | Decryption || i Drop |
| Encryption [ Private Key) | 1] I Y |
|3 | R !
N S
| { Header i | nJePk @row| L Lookupinkan ||
| L (sECPY) T TTTTT T | |Private Key) | Table (key=SECP1) | |

Hinh 2. M6 hinh xac thue hai tham s6 an toan

bé gui mot thong diép tr MTU dén RTU va nguoc lai, qué trinh x4c thuc dugc thuc hién theo thuét todn sau:
Bén giri | Bén nhdn
Khoi tao, thoa thuén: SECP1, SECP2, GPK, SPK
Header<—SECP1; encHeader = Encrytion(Header,GPK); | Set HashTable()
encBody = Encryption(message,SPK);
Footer «— SECP2; encFooter = Encryption(Header,SPK);
Msg = encHeader + encBody + encFooter;
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M
59)

Header = Decryption(encHeader,GPK);
If LookHashTable(Header) = True
If Decryption(encFooter, SPK) = SECP2
message = Decryption(encBody, SPK)
Else Drop();
Else Drop();

B. Nhiéu tham sé bi mat

Muc tiéu ctuia phﬁn nay la tao ra mic an toan hé théng mang DPHGSCN ¢ nhiing mue khac nhau, dugc khoi tao &
mirc L1 va ting 1én L2 trong truong hop giri nhiéu thong diép quan trong, hodc phét hién su ting 1én vé mirc 6 mdi de
doa, va tiép tuc ting né dén muc L10 (néu can thiét) trong truong hop bi tan cong nghiém trong. Nhu phan trude da
trinh bay giai phap xac thuc truyén thong giita hai bén tham gia phu thudc vao hai tham s6 bi mat (SECP1, SECP2) va
hai khoa bi mat (GPK, SPK).

Header | Body | Footer : Header | Body
I

b Transmitted Data ! * Received Data

—— _Bengw _ o _ _ _ _] Bénnhan  _ _ _ _
e ] [IKDC(Key| & — = —™ 7 e ;
| Original ! - - - - {Distributed | | "original || Look up Hash Table | |
 __Dam | || Central) | |1 | Data Lo (key=SECP[i-1], 1|
enceyfil | || T S | Valuemenckeyll, SEGPID )|

(i=1,...K) 1 - 1 ,,,,,,,,
,,,,,,,,,, | |

Footer | !l [ AES 2
(SECP[i] = [ Decryption Drop |
: S I ‘ |
e B encKey[k] -5 1--------1
e :I | Y | Footer[i] | |
| I

AES | | | I
Encryption : I i |
il |
I
I
I
I

-
I
I
|
|
|
|
I Encryption
I
|
I
I
I
|
I
I
I

I
I
AES !
AES GPK (GrOUp :I I Decryption *i Header Drop I
Encryption [*— Private Key) | || [ T ******* I
t ‘ '

S
| | Header | :| | i »| GPK (Group | Look up in Hash Table |
I | (SECP[0]) ! | I Private Key) ! (key=SECP[0]) !
—_—— e e e e = e — = ]

Hinh 3. M6 hinh ma héa xéc thuc nhiéu tham sé an toan

Y tuéng & day la khai quat tir giai phap xéc thyc hai khoa bi mat, hai tham s bi mat thanh k +1 khéa bi mat, k
+1 tham s6 bi mat thay cho hai khoa bi mat, hai tham s6 bi mat. Giai phap dugc mo ta trong hinh 3 duoc thuc hién theo
thuét toan sau:

Bén giri | Bén nhin
Khaoi tao, thoa thuan: SecrityLevel >2, GPK, SECPJi], encKey[i], i = 0...k-1, (k = SecurityLevel)
Header<«-SECP[0]; Set HashTable();

encHeader = Encryption(Header,GPK);
encBody = Encryption(message,encKey[K]);
Fori=1...k-1
encFooter «— encFooter + Encryption(SECPi], encKey[i]) ;
Msg = encHeader + encBody + encFooter;

Msg
Header = Decryption(encHeader,GPK);
Found = True; i = 0;
If LookHashTable(Header)= True {
While (i <k and Found) {
Footer[i] = Decryption(encFooter[i], encKey[i]);
If LookHashTable(Footer[i]) = True
Inc(i);
Else Found = False }
If Found
message = Decryption(encBody, encKey[i])
Else Drop();}
Else Drop();
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IV. TRIEN KHAI GIAI PHAP PE XUAT TRONG MOI TRUONG MANG PHGSCN MO PHONG
A. Mo hinh thuwc nghiém moé phong

Viéc thir nghiém dugc thuc hién trén hai may trong hé théng DPHGSCN gia 1ap, mét may coi nhu MTU, con
may kia coi nhu RTU. My MTU la mdt may tinh chay Windows 7 bo vi xit 1y Intel Core i5 Dual Core
2,4AGHz*2,4GHz, RAM 4GB va may con lai chay Windows 7 bd vi xur ly Intel Core i5 2,4GHz, RAM 2GB dong vai
tro 12 RTU. Hai may nay duoc ndi mang véi nhau qua 2 Switch Planet va 02 Router Cisco.

Qué trinh truyén thong an toan giita MTU va RTU véi cac mirc an toan gdm ma hoa xac thuc véi hai tham sb an toan
dugc thé hién nhu trong hinh 4 va mi héa xéac thuc v6i nhiéu tham s6 an toan (>3) trong hinh 5.

MTU RTU MyUnit AESCryptor

new Unit(“ANPUT.DAT”)

T )assignKeysAndSecrets()
new AESCryptor() >
prepareMsg() > header=encrypt(SECP1, GPK) >
footer=encrypt(SECP2, SPK) _
connect() - body=encrypt(outMsg, SPK
prepareToSend() ; i
sendArray()
L | recieveMTUfrag() H
- setMsg() .
AuthenticateMsg()

header=decrypt(encHeader, GPK)

footer=decrypt(encFooter, SPK)

»
-

«_MsgAuthenticated ___msgContent=decrypt(encBody, SPK)

Hinh 4. Qua trinh mi héa x4c thuc hai tham s an toan v&i giao thite DNP3 mé phong

MTU RTU MyUnit AESCryptor

'\ new Unit(“INPUT.DAT”, securityLevel) L g
' o ssignKeysAndSecrets() :
prepareMsg() . header=encrypt(SECP[0], GPK) >
E footer=footer+encrypt(SECP]i], encKey[i])+endMgk
connect() ! Véi tht ci cac || body=encrypt(outMsg, encKey[K]) >
. mic an toan | ! H
repareToSend() E E
sendArray() : :
Hp recieveMTUfrag() E E
b setMsg) ¢ :
: AuthenticateMsg() | :
5 : header=decrypt(encHeader, GPK) o
E E footer=decrypt(arrFooter, arrEncKey)
5 5‘ MsgAuthenticated msgContent=decrypt(encBody, encKey[k]) _

Hinh 5. Qua trinh ma hoa xac thyc nhiéu tham s6 an toan véi giao thirc DNP3 mé phong
B. Cic médun ma héa xdc thwe nhiéu tham sé an toan

Cac mdédun ma hoa xac thuc nhiéu tham sb an toan duoc thuc hién béng mo phong trén cong cu Java, mo ta qua trinh
dong goi, ma hoa, xac thuc goi tin DNP3.

Chuong trinh gdbm: Lép EnhancedAES 1a 16p tao ra cac ham ma hoa va giai ma s dung thudt toan AES; Lop
Authentication2secret 1a 16p tao ra qua trinh truyén thong gitra MTU va RTU xac thuc bang hai tham so an toan; Lép
AuthenticationKsecrets 1a 16p truyén thong an toan nhiéu mic an toan twong tmg véi nhiéu tham sé an toan giita
MTU va RTU.
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C. Mpt s6 két qud thir nghigm

Projects % |Files | Services | & || StartPage  s|[E MubeRTUjava 5|
1[I Authentication2sscret - m oy @ B-F-QRSFEG|IPLR|E2e 3|2 =
DbSeMTU.j
@ Java 205 private static boolean authenticateMsg(int secLevel)
-6 DbSeRTU.java | 206 5 .
% ;r: nEJava X 207 boolean ret = true;
5 EEI ALrthe:'::a:;?KZt:cr;:a 208 S5tring aPk = "",aSsec = "", inMsg;
@ MUSaMTUL @ byte[] inbyvtes = null;
ul java
d = 210 Hashtable hTable = setHTable(seclLevel);
@ Mul5eRTU.java 211 i - : som
- [d] MyUnit.java - ~ - o
-[&] stringEncrypter.java o -
=[] EnhancedAES .
= I:H@" Zr; ||| 214 inbytes = readTextFile(RECTEVED FILE NAME);
: @ Sbc:iiva 215 inMsg = Converters. hextTodASSCII (Converters.bytesTolHsx (inbytes) )
java
. 216
- SECCGenerator
i 01 litiae || 2P
218
Navigator 2 =
- L | . — 219 System.out.println("P header mid 1a: + & r):
.Manbers T <empty> i 220 String temp=inMsg.substring(inMsg.indexOf (endMark)+sndMark.length()):
962) MulseMTU 1] 221 S5tring encBody=temp.substring (0, temp.index0f (endMark)) ;
Q]’, AESEncryption{String contenttxt, by 222 encBody = encBody.trim();
Ql’ PrepareMsgtosend() 223 System.out.println("Bidn md nhdn dugc 1lia: " + encBody
% SendData(tring host, int port, Strin| =l 224 String encFooter=temp.substring (temp.index0f (endMark)+endMark.length());
- &) assignKeysAndSecrets{int seclevel) 225 encFooter = encFooter.trim();
= () connect() 226 Sys intln("p Foa E la: "o+
&) displayString(String str) Bl 2= byte[] opk = readTextFile(GFK FILE NAME);
- ) main{String[] args) 228 byte[] bytesheader = AESDecryption (encHeader, gpk) ;
Ql’ readSeccFile(String Filename) : byte 229 String header = Converters.hextToASSCII (Converters,.bytesToHex (bytesheade
% readTextFile(String Filepath) : byte] 230 System.out.println("Phdn header sau gidi m& 1a: " + header);
% sendFile(Socket ss, String file) 2 header = header.trim();
&) setUpFooter(int seclevel) : String 232 if (hTakle.containsEey (header)) ¥idm tra phin Header cla géi DNPZ
Ql; writeFile{byte[] bytes, String filenan = || 233 1
4 I | G 234 System.out.print 'Kifm tra thi nhdt di qua!"

Hinh 6. Ciu trac cac modun xéc thue nhidu tham sb an toan

Céc thir nghiém duogc thyc hién va thong ké thoi gian thuc hién giita xac thyc nhiéu tham s6 bi mat, SSL/TLS.
Thuc nghiém dugc thuc hién truyén mot file text don gian c6 kich thudc 16B trén may dong vai tro MTU truyén sang
may khac dong vai trd RTU. Cac khoa bi mat duge sir dung dé ma hoa va giai ma bang AES[9] ¢6 kich thude 1a 16, 24
va 32 MB tuong tng véi AES-128, 192, 256.
Céc file chtra tham sb bi mat c6 kich thudc thay doi tir 16B dén 1KB dé lam cac bi mat SECP[i] (i =0,...,k-1). Cac két
quéa dugc phén theo cac hinh thirc sau: Thong diép DNP3 duge trién khai xac thuc bing SSL/TLS sir dung RSA lam
thuat toan trao d6i khoa cong khai, SSL/TLS st dung Diffie-Hellman dé phéan phéi khéa va DNP3 véi xac thuc cac
tham s6 bi mat st dung AES. Cac Kkét qua chi tiét duge thé hién trong bang 1 va cac hinh 7, 8, 9, 10.

Bang 1. Thoi gian thuc thi cia mdt s6 mé hinh xé4c thyc an toan

M6 hinh xdc thiec thir nghiém véi DNP3 mé Thoi gian tré trung
phong binh (ms)
Kich thwéc tham sé bi <400
. 5o % mit <4096 bit
Mo hinh dExudt i thude tham s6 bi 200
miat >4096 bit
SSL/TLS vdi RSA 2663
SSL/TLS vai Diffie-Hellman 2497.6
1,200
16
1,000
=l 32
800
e 64
600 128
0 ﬁ 4‘/.—_. 26
200 - =512
0 - T T T — 1,024
3 bi mat 4 bi mat 5 bi mat 6 bi mat 7 bi mat

Hinh 7. Thoi gian truyén thong cta cic mirc an toan khac nhau v6i d6 dai tham s6 an toan tir 16 dén 1024 byte
(twong duong tir 128 bit dén 8192 bit)
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3 tham s6 bi mat

400
350 , , SE— 16
300 - : —
250 !
200 ——128
150 ® ~ °
100 ey 256

50 o Wil = —e—512

0 T T 1 e 1024
128 bit 192 bit 256 bit

Hinh 8. Thoi gian truyén thong ba tham s6 an toan voi cac khoa AES va do dai tham s6 an toan khac nhau

5 tham s6 bi mat

800 16

00 T e——t—

600 e 37

500 Y]

400 128

300

200 4 O—l) =256

100 ﬁ * ﬁ 0==512
0 T T \

128 bit 192 bit 256 bit 1024

Hinh 9. Thoi gian truyén thong ndm tham s an toan véi cac khda AES va do dai tham s an toan khac nhau

7 tham s6 bi mat
1,200 : :
' ' 1 6
1,000
32
800
et 64
600 e 128
400
® o- -9 i 256
200 512
0 T ' ; ‘ . e | 024
128 bit 192 bit 256 bit

Hinh 10. Thoi gian truyén thong bay tham sb an toan véi cac khoa AES va do dai tham sé an toan khac nhau

V. SO SANH GIAI PHAP DE XUAT VOI CAC KIEN TRUC KHAC
A. Gidi phdp dé xudt véi SSL

Giai phap dé xuét 1am ting mirc d6 an toan, nhu da trinh bay trong phan I11.A va 111.B, rd rang phuong phap ma
hoa nhiéu khéa va xac thuce st dung nhiéu tham sb an toan khong str dung mat ma khoa cong khai nhu SSL, bdi vi viéc
sir dung nhitng anh xa mot chidu dé ma hoa di liéu doi héi tinh toan rit cao, s& lam suy hao dang ké hiéu suat. Vi véy,
giai phap d& xuit co hiéu sudt cao hon SSL va rat an toan trong thoi gian nhu nhau.

B. Gidi phdp dé xudt véi chir ky so

Ciing nhu ma hoa khéa cong khai, kién trac chit ky s sir dung khoa cong khai va khoa bi mat. Trong kién trac
xac thuc nay c6 mot ban tém luge ham bam chira danh déu thoi gian va thong diép d6 dugc giri di hodc 1a mot phan
ctia n6. Bén gui sir dung khoa bi mat ciia ho ¢é méa hoa ban tom luoc nay va gui thong diép dé cing voi ban tom luge
dd ma hoa sang bén nhan. Bén nhan st dung khoa cong khai dé giai mi ban téom lugc d6 va tinh ban tém lugc trong
thong diép ciia né st dung danh diu thoi gian va giai ma thong diép da nhan va so sanh hai ban tom luoc nay dé quyét
dinh viéc xac thyc bén giri [8]. So véi kién trac chir ky sb thi giai phap dé xuit an toan hon vi chung phu thugc vao
viéc x4c nhan it nhét hai tham sé bi mat chtr khong phai chi mot va chinh thong diép ciing dwoc ma hoa khong nhu
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trong truong hop chir ky s6 ban rd giri di ma khong dwoc ma hoa. Kién tric dé xut ciing nhe hon kién trac chit ky sé
vi n6 khong st dung ma hoa khoa cong khai.

VI. KET LUAN

Bang giai phap ma hoa xac thuc dé xuat chiing t6i nhan thay day 1a mot giai phap kha phu hop trong moi trudng
mang doi hoi tinh toan nhanh, v6i nhiing tai nguyén tinh toan cua cac thiét bi trong h¢ théng han ché. Pong thoi Vvoi
danh gia Ve thoi gian tré khi thyc hién véi giai phap dé xuat hoan toan c6 thé dap tmg duoc v6i nhiig mang c6 yéu cau
khit khe vé thoi gian thue thi. Bén canh d6 giai phap dé xuat hoan toan chong lai duoc cac tan cong co ban trong mang
nhu DoS va tan cong gia mao. Boi vi day 1a nhiing tan cong rat nguy hiém va phd bién trong mang diéu hanh gidm sat
cong nghiép.
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A METHOD OF SECURE AND EFFECTIVE AUTHENTICATED ENCRYPTION IN
INDUSTRIAL CONTROL AND MONITOR NETWORK

Nguyen Dao Truong

ABSTRACT: Industrial control and monitor networks are widely used in the national important infrastructures. The inactivity of
this network could have serious consequences for the country. Because protocols used in the communications network of this system
often do not have good security solutions. The paper proposes a secure encryption solution with varying degrees of assurance to
ensure secure and efficient communication across the entire system. The proposed solution uses the Advanced Encryption Standard
(AES) encryption algorithm, which combines the secret parameters that both parties agree on to create a multi-level protection
barrier. With the proposed solution, it is capable of combating attacks in industrial control and monitor networks such as DoS
attacks, fake attacks.



